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Constraint-Based Software Analysis

k Constraint l_' Constraint J
“Oﬁ‘ Resolution ‘ z (o

Program Constraints Solution

» Long history
» Type constraints, set constraints, SAT/SMT constraints

» Many benetfits
» Separates analysis specification from implementation
» Allows to leverage sophisticated off-the-shelf solvers
» Yields natural program specifications
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Challenges in Software Analysis

But constraint-based approach is not well-suited for ...

» Balancing trade-offs
» €.9. precision vs. scalability

» Handling uncertainty
» e.g. incorrect specifications

» Modeling missing information
» e.g. iIncomplete programs
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An Emerging Approach

Constraint Satisfaction » Constraint Optimization

» Balancing trade-offs
» e.g. precision vs. scalability

» Handling uncertainty

» e.g. incorrect specifications Objectives

» Modeling missing information
» e.g. iIncomplete programs

» 4 CAV 2017 8/5/17



The Maximum Satisfiability Problem

a A (C)
avVb AN (C2
-bvec A (C3)
cvd AN (C4)

-d (C5)
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The Maximum Satisfiability Problem

MaxSAT
a A (C1 Subject to C1
—aVvb A (C2) C2
4: =bVc A (C3) —
22 —cvd A (CH) Maximize 4XC3+2xC4+7xC5
7: —|d (CS)

Solution: a = true, b = true, ¢ = true, d = false
(Objective = 11)
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The Maximum Satisfiability Problem

+ Expressive

for our problems

N
Hard <[ Soundness Conditions )

T Z Objectives )
Soft — 7 \\

Balancing Handling Modeling
tradeoffs uncertainty ~ missing data
(e.g., precision (e.g., incorrect (e.g., partial
Qs. scalability) specs) programs) /
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The Maximum Satisfiability Problem

+ Expressive + Efficient

for our problems (and improving) solvers

Largest instance solved in MaxSAT competition:

1.5E+7 13.3M

1.0E+7

# Clauses

5.0E+6

2012 2013 2014 2015 2016
Year
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The Maximum Satisfiability Problem

+ Expressive + Efficient

for our problems (and improving) solvers

V X. path(x, x)
A Vv X, V, z. path(x, y) A\ edge(y, z) = path(x, z)
A 1.5: vx, y. = path(x, y)

— Cannot concisely

— Loses high-level

structure that solvers
could exploit

specify our problems

(lacks quantifiers)
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The Maximum Satisfiability Problem

How to overcome limitations of MaxSAT
while retaining its benefits?

V X. path(x, x)
A Vv X, V, z. path(x, y) A\ edge(y, z) = path(x, z)
A 1.5: vx, y. = path(x, y)

A solution: Markov Logic Network (MLN)
[Richardson & Domingos, 2006]

structure that solvers

specify our problems

(lacks quantifiers)

could exploit

CAV 2017 8/5/17




Markov Logic Network: Syntax

(constraints) C == (H,S)

(hard constraints) H == {hy..,h,}, h == AL, t;=VZ t/
(soft constraints) S == {s;..,5,}, s = w:h

(fact) t = r(ay,..,a,) (groundfact) g == r(cy..,c,)
(argument) a == v | c (input, output) P,Q < G

Example:
v X. path(x, x)

A V X, Y, z. path(x, y) A\ edge(y, z) = path(x, z)
A 1.5: vx .= path(x, y)
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Datalog-like Notation

Input relations: Hard constraints:
edge(x, y) path(x, x).
path(x, z) :— path(x, y), edgel(y, z).
Output relations: Soft constraints:
path(x, y) - path(x, y). weight 1.5

*

v X. path(x, x)
A V X, Yy, z. path(x, y) \ edge(y, z) = path(x, z)
A 1.5: v x, y. = path(x, y)

Example:
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Markov Logic Network: Grounding

(valuation) ¢ € V - C

[(H, )]
It~y es by 3]
[{ 59,08, 3

[A]

[w : h]

[Nz t, = ViZ, t],

[r(ay ...,a)],

[v],
[cl,

([H], [SD
Ni=1 [h;]
Ni=1 [s]

Ao [h]s

No (w, [Rh];)

Vi, = [tl, v V2, [T,

r(o(ay), .., o0(a,))
o(v)
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Markov Logic Network: Semantics

» Conceptually, two steps:

» Step 1: Ground the MLN instance

Substitute quantifiers by all possible valuations to constants,
to yield a MaxSAT instance

» Step 2: Solve the MaxSAT instance
Using off-the-shelf MaxSAT solver

» Challenge: both steps intractable for our problems
» MaxSAT instances can comprise upto 1030 clauses!

» Solution: lterative lazy refinement
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Markov Logic Network: Example

Input relations:
edge(x, y)

Output relations:
path(x, y)

Hard constraints:
path(x, x).

path(x, z) :- path(x, y), edge(y, z).

Soft constraints:
- path(x, y). weight 1.5

Output:
path(1,1) =T, path(2,2) =T,
path(1,2) =T, path(2,1) =F,

Grounding

Solving

Input:
edge(1, 7), edge(4, 7), ...

Hard clauses:
edge(1,7) A edge(4,7) A ... A
path(1,1) Apath(2,2) A ... A
(path(1,1) V =path(1,1) Vv —edge(1, 1)) A
(path(1,2) V =path(1,1) v —edge(1,2)) A
(path(1,2) V =path(1,2) V —edge(2,2)) A

Soft clauses:
(mpath(1,1) weight 1.5) A
(=path(1,2) weight 1.5) A

CAV 2017




Landscape of Problems

/ Focus of this Talk

Maximum A Posteriori Maroinal Tnf
INFERENCE (MAP) Inference arginal Inference

LEARNING Weight Learning Structure Learning

V X. path(x, x)
A V X, VY, z. path(x, y) \ edge(y, z) = path(x, z)
A 1.5: vx, vy. = path(x, y)
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Talk Outline

» Background
» Part I Applications in Software Analysis
» Part II: Technigues for MaxSAT Solving

» Conclusion
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Applications in Software Analysis

Abstraction Selection in Automated
Verification [PLDI 2014

. S

Input relations:
edge(a, b)
Output relations: Alarm Classification in Static
h(a, b :
path(a, b) Bug Detection [FSE 2015]

Constraints:
path(a, a).
path(a, c) :- path(a, b), edge(b, c).

\ 4

Alarm Resolution in Interactive Verification

[OOPSLA 2017
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Overview of Applications

» Abstraction Selection [PLDI 2014]

» Alarm Classification [FSE 2015]

» Alarm Resolution [OOSPLA 2017]
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An Example: Pointer Analysis

£f(){ g () {
vl = new ... v4d = new ...
vz = 1dl (v1l) vH = 1dl (v4)
v3 = 1id2 (v2) ve = 1d2 (v)H)
X assert(v3 != vl) ql v~ assert(v6 != vl) g2
} }
1dl (v) { return v } id2 (v){ return v }
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Pointer Analysis via Graph Reachability

Q)\ 0 £0) g0 1
vl = new ... v4d = new ...
v2 = idl (vl) vh = idl (v4)
a v3 = 1id2 (v2) vo = 1d2 (vbH)
assert (v3!=vl) ql assert (vo!=vl) g2
© (5) } }
idl (v) { return v } id2 (v) { return v }

© O - 2

assert (v6!=v1) holds if
Principles ” .
oPragm, | there 1s no path from 1 to 6.

assert (v3'!=v1l) holds if
there 1s no path from 1 to 3.

Analysis Writer
(Alice)
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Analysis Specification in Datalog

Input relations: Output relations:

edge(a, b) path(a, b)
Constraints:

path(a, a).

path(a, c) :- path(a, b), edge(b, ¢).

It
there is a path from a to b, and
there 1s an edge from b to c,
then

there is a path from a to c.

(Alice)
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Analysis Evaluation in Datalog

4

N~

Analysis User
(Bob)

£0{
vl = new ...
v2 = idl (v1l)

v3 = 1d2 (v2)
assert (v3!=vl) ql
}

idl (v) { return v }

}

id2 (v){ return v }

idl (v4)
vo = 1id2 (vh)
assert (vo!=vl) g2

v
path(1,1)

edge(7,2)  path(1,7)

edge(2,8)  path(1,2)

edge(8,3) path(1,8)

edge(1,7)

path(1,5)

edg

s¢ [path(1,3)

path(1,6)

edge(7,5)

edge(5,8)

e(8,0)

Y false
% alarm!

CAV 2017
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A More Precise Abstraction

1 £0{ g(){
vl = new ... v4d = new ...
v2 = idl (v1l) vh = idl (v4)
@ v3 = 1id2 (v2) vo = 1d2 (vbH)
assert (v3!=vl) ql assert (vo!=vl) g2
@ } }
idl (v) { return v } id2 (v){ return v }
© .

path(1,1)  edge(1,7)

edge(7,2)  path(1,7)  edge(7,5)

‘% edge(2,8) path(1,2)  path(1,5)  edge(5,3)
&)
~ d edge(8,3) path(1,8)  edge(8,06)

Analysis User Y Y
(Bob) 9¢ Lpath(1,3) path(1,6)| ¢ alarm!
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A More Precise Abstraction

1 £0{ g(){
vl = new ... v4d = new ...
v2 = idl (v1l) vh = idl (v4)
@ v3 = 1id2 (v2) vo = 1d2 (vbH)
assert (v3!=vl) ql assert (vo!=vl) g2
@ } }
idl (v) { return v } id2 (v){ return v }
o ¢

path(1,1)  edge(1,7y)

edge(7,2) path(1,7) edge(7,,5)

! edge(2,8) path(l,2)  path(l,5) edge(5,8,)

! edge(8,3) path(1,8) edge(8,.,6 x
Analysis User ~ v 4iSE
(Bob) 3¢ [path(1,3)]  [path(1,6)] op st
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Abstraction Refinement

Input relations: Output relations:
edge(a, b), abs(n) path(a, b)
Constraints:
path(a, a).
path(a, c) :- path(a, b), edge(b, c).n), abs(n).

abs(a,)@®abs(a,), abs(b,)@®abs(b,),
abs(c,)@®abs(c,), abs(d,)Dabs(d,).

16 possible abstractions in total

Query Tuple Original Query

qq: path(l,3) assert(v3!=vl)
q,: path(1l, 6) assert(vo!=vl)
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Desired Result

Input relations: Output relations:

edge(a, b), abs(n) path(a, b)
Constraints:

path(a, a).

path(a, c) :- path(a, b), edge(b, c, n), abs(n).
abs(a,), abs(b) ;
abs(c,), abs(d)

q;: path(1,3) $& Impossibility
q,: path(1,6) V' ab,cd,

b o7 CAV 2017 8/5/17



lteration 1

Input relations: Output relations:
edge(a, b), abs(n) path(a, b)
Constraints:
path(a, a).
path(a, c) :- path(a, b), edge(b, c, n), abs(n).
abs(ay) , abs(b) ,
abs(cy) , abs(d,)

v
path(1,1)  edge(1,7,a,) abs(a)

Eliminated Abstractions ﬂbswm,ww

qi: path(1, 3) abs(c)) edge(2,8,c) path(1,2) path(1,5) edge(5,8,dy) abs(dy)

q,: path(1, 6)

abs(c))  edge(8,3,¢cp) path(1,8) edge(8,0,d;)  abs(d))

p 28 CAV 2017 8/5/17



lteration 1 - Derivation Graph

path(1,1)  edge(1,7,a) abs(a)

S

abs(a,) edge(7,2,a5) path(1,7) edge(7,5,b) abs(b)

abs(c,) edge(2,8,c)) path(1,2) path(1,5) edge(5,8,d,) abs(d)

abs(c,) edge(8,3,c;)  path(1,8)  edge(8,6,d;) abs(d)

path(1,3) path(1,0)
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lteration 1 - Derivation Graph

path(1,1)  edge(1,7,a) abs(a)

S

abs(a;) edge(7,2,a,) path(1,7)

abs(c,) edge(2,8,c)) path(1,2)

abs(c,) edge(8,3,c;)  path(1,8)

path(1,3)

Ap*Co*

» 30 CAV 2017 8/5/17



lteration 1 - Derivation Graph

path(1,1)  edge(1,7,a) abs(a)

S

abs(a;) edge(7,2,a,) path(1,7)

abs(c,) edge(2,8,c)) path(1,2)

e

path(1,8)  edge(8,6,d,) abs(d)

path(1,6)

ay*Ccod,
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lteration 1 - Derivation Graph

path(1,1)  edge(1,7,a) abs(a)

S

path(1,7) edge(7,5,b,) abs(b)

path(1,5) edge(5,8,d,) abs(d)

path(1,8)  edge(8,6,d,) abs(d)

path(1,6)
agb,*d,
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lteration 1 - Derivation Graph

¥
path(1,1)  edge(1,7,2)  abs(a)

abs(a) edge(T2a) path(L7) edge(7,5b) abs(b)

abs(cy)) edge(2,8,c)) path(1,2) path(1,5) edge(5,8,d;) abs(d)

abs(c))  edge(8,3,c))  path(1,8)  edge(8,6,dy) abs(d)

Eliminated Abstractions

qy: path(, 3) akek  (@4/16) | APs() , abs(by) :
abs (CO> , abs (d()) .
qz: path(l, 6) ag¥cyd,, agby*d, (3/16)
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Encoding in MaxSAT

v
path(1,1) edge(1,7,a9) abs(a,)

abs(a;) edge(7,2,a) path(1,7) edge(7,5,b;) abs(b)

abs(cy)) edge(2,8,c)) path(1,2) path(1,5) edge(5,8,d;) abs(d)

abs(c))  edge(8,3,cy) path(1,8)  edge(8,6,d,) abs(d)

abs(a) , abs(by) 5
abs(c) , abs(d)
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Encoding in MaxSAT

v
path(1,1)  edge(1,7,a) abs(ag)

abs(a)) edge(7,2,2)) path(1,7) edge(7,5,by) abs(b)

abs(c)) edge(2,8,c)) path(1,2) path(1,5) edge(5,8,d,) abs(d)

abs(c))  edge(8,3,c) path(1,8) edge(8,0,d))  abs(d)

abs(a,) , abs(by) ;
abs(c) , abs(dy)

p 35 CAV 2017 8/5/17



Encoding in MaxSAT

path(1,1)

abs(a,) edge(7,2,) path(1,7) edge(7,5b) abs(by) e

abs(c)) edge(2,8,c)) path(1,2) path(1,5) edge(5,8,d,) abs(d) l

Avoid all the |-
counterexamples

N

O 1

abs(c))  edge(8,3,¢)

Minimize the

Hard constraints:
path(1,1) A
(path(1,7) V =path(1,1) Vv =abs(ag)) A
(path(1,2) V =path(1,7) V =abs(ay)) A
(path(1,8) V =path(1,2) V =abs(cy)) A
(path(1,3) V =path(1,8) V —abs(cy)) A
(path(1,5) V =path(1,7) V =abs(by)) A
(path(1,8) V =path(1,5) V =abs(dy)) A
(path(1,6) V =path(1,8) Vv ~abs(dy))

— abstraction cost ||
&Soft constraints:

(abs(a,) weight 1) A
(abs(by) weight 1) A
abs(a) , abs(by) > » (abs(cy) weight 1) A
abs(c) , abs(d,) : (abs(d,) weight 1) A
(=path(1,3) weight 5) A

(mpath(1, 6) weight 5)
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Encoding in MaxSAT

Solution:
path(1,1) = true, path(1,2) = false,
path(1,3) = false, path(1,5) = false,
path(1,6) = false, path(1,7) = false,
path(1,8) = false,
abs(ay) = false, abs(b,) = true,
abs(cy) = true, abs(d,) = true.

8-

a,bycod,
q;: path(1, 3) ag¥c ¥ (4/16)

q,: path(l, 6) ay*c,d,, a,by*d, (3/16)

p 37 CAV 2017

Hard constraints:
path(1,1) A
(path(1,7) V =path(1,1) Vv =abs(ag)) A
(path(1,2) V =path(1,7) V =abs(ay)) A
(path(1,8) V =path(1,2) V =abs(cy)) A
(path(1,3) V =path(1,8) V —abs(cy)) A
(path(1,5) V =path(1,7) V =abs(by)) A
(path(1,8) V =path(1,5) V =abs(dy)) A
(path(1,6) V =path(1,8) Vv ~abs(dy))

Soft constraints:
(abs(a,) weight 1) A
(abs(by) weight 1) A
(abs(cy) weight 1) A
(abs(d,) weight 1) A
(mpath(1,3) weight 5) A
(mpath(1,6) weight 5)




lteration 2 and Beyond

Iteration 1 o
Derivation D4

‘ ’ Constraints

Datalog MaxSAT T

solver solver C,

- -

a,b,cod, .

qy: path(l, 3) ay*c ¥ (4/16)
q,: path(l, 6) ag*c,d,, a,by*d, (3/16)
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lteration 2 and Beyond

Iteration 2 o
Detrivation D,

‘ ’ Constraints

Datalog MaxSAT T

solver solver C,

- -

a,b,cod, .

qy: path(l, 3) ay*c ¥ (4/16)
q,: path(l, 6) ag*c,d,, a,by*d, (3/16)
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lteration 2 and Beyond

Iteration 2 o
Detrivation D,

‘ ’ Constraints

Datalog MaxSAT T

solver solver Cq A

v -

a,b,cod, .

qy: path(l, 3) ay*c ¥ (4/16)
q,: path(l, 6) ag*c,d,, a,by*d, (3/16)

D 40 CAV 2017 8/5/17



lteration 2 and Beyond

Iteration 2 o
Detrivation D,

‘ ’ Constraints

Datalog MaxSAT T

solver solver Cq A

v -

a,byc,d, .

qy: path(l, 3) ag*c ¥, a*c ¥ (8/16)
q,: path(l, 6) ag*c,d,, a,by*d,, a,*cyd, (5/16)

b 41 CAV 2017 8/5/17



lteration 2 and Beyond

Iteration 3 o
Derivation D3

‘ ’ Constraints

Datalog MaxSAT T

solver solver Cq A
o g 5
q, is proven. abyc,d, -

qq: path(1, 3) ag¥c ¥, a ke * (8/16)
q path(1,6) 7 abyc,d,  ag¥c,d, ab*dy, a¥c,d,  (5/16)
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lteration 2 and Beyond

Iteration 3 o
Derivation D3

‘ ’ Constraints

Datalog MaxSAT T

solver solver Cq A
/,_ N 2 C2 A

Cg [

q, is proven. abyc,d, -

qq: path(1, 3) ag¥c ¥, a ke * (8/16)
q path(1,6) 7 abyc,d,  ag¥c,d, ab*dy, a¥c,d,  (5/16)
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lteration 2 and Beyond

Iteration 3

Derivation D3

Datalog MaxSAT

solver solver

q, is proven.

4

a;byc,d,

Constraints

Ci A
C, A
C;

7

q, is impossible
to prove.

V' abyc,d, ag*cydy, aghy*dy, a;*cyd, (5/16)

qq: path(l, 3)
q,: path(l, 6)

CAV 2017




Mixing Counterexamples

Iteration 1 Iteration 3
\
path(1,1)  edge(1,7,a)) abs(a) y

V abs(a;)  path(1,1) edge(l, 74 a;)
ﬂbS(ﬂ“) edge(7,2,a0) path(l,7) Cdg6(7,5,b0) ﬁbS(b()) HbS(ﬂO path(1,7f) Cdg€(7f, 2’ al)
abs(c;) edge(2,8,¢c) path(1,2) path(1,5) edge(5,8,d;) abs(d) abs(cmz .
abs(c)  edge(8,3,c)  path(1,8)  edge8,6,dy) abs(d) abs(c) path(1,8) edge(8y, 3, ¢))

path(1,3) path(1,0) path(1,3)

Ehmmz}ted 2 %Cy* a%C

Abstractions:
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Mixing Counterexamples

Iteration 1 Mixed! Iteration 3

v
path(1,1)  edge(1,7,a) abs(a)

abs(a)) edge(7,2,a,) path(1,7)

path(1,2) abs(c))  path(1,2) edge(2,8;c))
/
abs(c;)  path(1,8) edge(8;, 3, ¢;)
path(1,3)
Eliminated
Abstractions: a)*Cy* ap*Cy* A kC*
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Experimental Setup

» Implemented using off-the-shelt solvers
» Datalog: bddbddb
» MaxSAT: MiFuMaX

» Applied to two analyses that are challenging to scale
» k-object-sensitive pointer analysis

flow-insensitive, wea cloning-based

» type-state analy 76 rules, 50 input relations, 42 output relations
flow-sensitive, strong mary-based

52 rules, 33 input relations, 14 output relations

» Evaluated on 8 Java programs (250-450 KLOC each)
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Pointer Analysis Results

4-object-sensitivity < 3% of
< 50% max
queries abstraction
resolved size iterations
total
current baseline final
toba-s 7 7 0 170 18K 10
javasrc-p 46 46 0) 470 18K 13
weblech 5 5 2 140 31K 10
hedc 47 47 6 730 29K 18
antlr 143 143 5 970 29K 15
luindex 138 138 67 1K 40K 26
lusearch 322 322 29 1K 39K 17
schroeder-m 51 51 25 450 58K 15
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Performance of Datalog Solver

k = 4, 3h28m

Baseline k= 3, 590s
k =2, 214s lusearch

140 o R e e ] 140
o 120 abstraction Size P - — . ...... e I 121 ’G
o 100 b running time = [ ... ] 100 ;3’
< 8] o 8] QJ
g BO | B BB BBy 8 £
() o - o . -
g BO oo B B B B0) g)
17} . =
% 40 b —_——— 40 5
20 — I I I I . g I I I B B B B B B B B S - 20
0 S

0 2 4 6 8 10 12 14 16 18

P 49 CAV 2017 8/5/17



Performance of MaxSAT Solver

lusearch

running time (sec.)

0 2 4 6 8 10 12 14 16 18
# iterations
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Statistics of MaxSAT Formulae

pointer analysis

variables clauses

toba-s 0.7M 1.5M
javasrc-p 0.5M 0.9M
weblech 1.6M 3.3M
hedc 1.2M 2.7M
antlr 3.6M 6.9M
luindex 2.4M 5.0M
lusearch 2.1M 5.0M
schroeder-m 6.7M 23.7M
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Overview of Applications

» Abstraction Selection [PLDI 2014]

» Alarm Classification [FSE 2015]

» Alarm Resolution [OOSPLA 2017]
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How Do We Go From This ...

Detected Races

R1: Race on field org.apache.ftpserver.RequestHandler.m_request

org.apache.ftpserver.RequestHandler: 9 org.apache.ftpserver.RequestHandler: 18

R2: Race on field org.apache.ftpserver.RequestHandler.m_request

org.apache.ftpserver RequestHandler: 17 org.apache.ftpserver RequestHandler: 18

R3: Race on field org.apache.ftpserver.RequestHandler.m_writer

org.apache.ftpserver.RequestHandler: 19 org.apache.ftpserver.RequestHandler: 20

R4: Race on field org.apache.ftpserver.RequestHandler.m_reader

org.apache.ftpserver.RequestHandler: 21 org.apache.ftpserver.RequestHandler: 22

RS: Race on field org.apache.ftpserver.RequestHandler.m_controlSocket

org.apache.ftpserver.RequestHandler: 23 org.apache.ftpserver.RequestHandler: 24

Eliminated Races

E1: Race on field org.apache.ftpserver.RequestHandler. m_isConnectionClosed

org.apache.ftpserver. RequestHandler: 13 org.apache.ftpserver.RequestHandler: 15
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... To This?

Detected Races

R1: Race on field org.apache ftpserver.RequestHandler.m_request

0 o

org.apache ftpserver.RequestHandler: 9

org.apache ftpserver.RequestHandler: 18

R2: Race on field org.apache ftpserver.RequestHandler.m_request

=l

org.apache ftpserver.RequestHandler: 17

org.apache . ftpserver.RequestHandler: 18

R3: Race on field org.apache.ftpserver.RequestHandler.m_writer

=l

org.apache.ftpserver.RequestHandler: 19

org.apache.ftpserver.RequestHandler: 20

R4: Race on field org.apache ftpserver.RequestHandler.m_reader

=iy,

org.apache.ftpserver.RequestHandler: 21

org.apache.ftpserver.RequestHandler: 22

RS: Race on field org.apache.ftpserver.RequestHandler.m_controlSocket

o n

org.apache ftpserver.RequestHandler: 23

org.apache . ftpserver.RequestHandler: 24

Eliminated Races

E1: Race on field org.apache.ftpserver.RequestHandler. m_isConnectionClosed

org.apache.ftpserver.RequestHandler: 13

org.apache ftpserver.RequestHandler: 15
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... To This?

Detected Races

R1: Race on field org.apache ftpserver.RequestHandler.m_request lﬁ QI

org.apache.ftpserver.RequestHandler: 9 org.apache.ftpserver.RequestHandler: 18

Eliminated Races

E1: Race on field org.apache.ftpserver.RequestHandler. m_isConnectionClosed

org.apache.ftpserver. RequestHandler: 13 org.apache.ftpserver.RequestHandler: 15

E2: Race on field org.apache.ftpserver.RequestHandler.m_request

org.apache.ftpserver RequestHandler: 17 org.apache.ftpserver RequestHandler: 18

E3: Race on field org.apache.ftpserver.RequestHandler.m_writer

org.apache.ftpserver RequestHandler: 19 org.apache.ftpserver.RequestHandler: 20

E4: Race on field org.apache.ftpserver.RequestHandler.m_reader

org.apache ftpserver RequestHandler: 21 org.apache ftpserver RequestHandler: 22

ES: Race on field org.apache ftpserver.RequestHandler.m_controlSocket

org.apache.ftpserver RequestHandler: 23 org.apache ftpserver RequestHandler: 24
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An Example: Static Datarace Analysis

Input relations:
next(pl, p2), mayAlias(pl, p2), guarded(pl, p2)

Output relations:
parallel(p1, p2), race(pl, p2)

Constraints:
parallel(p3, p2) :- parallel(p1, p2), next(p3, pl).
parallel(pl, p2) :- parallel(p2, p1).
race(pl, p2) :- parallel(pl, p2), mayAlias(pl, p2), 7guarded(pl, p2).
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An Example: Static Datarace Analysis

-------------------------- program point p1 is p1 & p2 may access the

i iImmediate successor of p2. same memory location.
Input relations:

next(pl, p2), mayAlias(pl, p2), guarded(pl, p2) 01 & p2 are guarded
p1 & p2 may by the same lock.

Output relations: [getelelsiaNigRoriE=t|[<iF

If p1 & p2 may happen in parallel,

llel(p1, p2 1, p2
parallel(pl, p2), race(pl, p2) and p3 is successor of p1, then
p1 & p2 may 03 & p2 may happen in parallel.
Constraints: have a datarace. |
parallel(p3, p2) :- parallel(p1, p2), next(p3, pl).

, If p2 & p1 may happen in parallel,
llel(p1, p2) :- lel(p2, p1).
parallel(pl, p2) :- parallel(p2, p1) then p1 & p2 may happen in parallel.

race(pl, p2) :- parallel(p1, p2), mayAlias(pl, p2), 7"guarded(pl, p2).

If p1 & p2 may happen in parallel,
and they may access the same memory location,

and they are not guarded by the same lock,

then p1 & p2 may have a datarace.
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An Example: Static Datarace Analysis

Input relations:

next(pl, p2), mayAlias(pl, p2), guarded(pl, p2)

Output relations:
a=1;

parallel(pl, p2), race(pl,p2) |if (a > 2) { // pl
... // p3
}

Constraints:
parallel(p3, p2) :- parallel(pl, p2), next(p3, pl). |weight 5

parallel(pl, p2) :- parallel(p2, p1).
race(pl, p2) :- parallel(pl, p2

ayAlias(pl, p2), guarded(pl, p2).
“Hard” Rule

—race(x2, x1). |weight 25
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An Example: Static Datarace Analysis

public class RequestHandler { public void close() {
synchronized (this) {
1f (isClosed)
return;
1sClosed = true;

}

request.clear();

request = null;

writer.close();

writer = null;

reader.close();

¥ reader = null;
controlSocket.close();
controlSocket = null;

public Request getRequest() {
return request;

}

Source code snippet from Apache FTP Server
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An Example: Static Datarace Analysis

public class RequestHandler { public void close() {
synchronized (this) {
1f (isClosed)

return;
1sClosed = true;

}

request.clear();

R1 request = null;
public Request getRequest() E///// writer.close();

writer = null;
return request;

reader.close();
5 reader = null;
controlSocket.close();
controlSocket = null;

}

Source code snippet from Apache FTP Server
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An Example: Static Datarace Analysis

public class RequestHandler { public void close() {
synchronized (this) {
1f (isClosed)

return;
1sClosed = true;

}

request.clear();

request = null;
writer.close(); R3
writer =1nu11;
reader.close();

¥ reader = null; R4
controlSocket.close();
controls>ocket = null,

R2

public Request getRequest() {
return request;

R5

5

Source code snippet from Apache FTP Server
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How Does Generalization Work"?

request.clear();// x1
request = null; // x2
writer.close(); // yl

writer = null; // y2

parallel(p3, p2) :- parallel(pl, p2),

next (p3, pl). weight 5

parallel(pl, p2) :- parallel(p2, p1).

race(pl, p2) :- parallel(pl, p2), mayAlias(p1, p2),

“guarded(pl, p2).

next(x2,x1) parallel(x1,x1)
______ v
—guarded(x2, x1)| | mayAias(x2,x1) | | parallel(x2,x1)
A 4
race(x2,x1) parallel(x1,x2) next(x2,x1)
) S
Trace(x2, x1) weight 25 next(y1,x2) parallel(x2,x2)
______ L=
A 4
parallel(y1,x2)
v
next(y1,x2) parallel(x2,y1)
______ e —
parallel(y1,y1) next(y2,y1)
______ L=
v
mayAias(y2,y1) parallel(y2,v1) | |Tguarded(y2, v1)
race(y2,v1)
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How Does Generalization Work"?

request.clear();// x1
request = null; // x2
writer.close(); // yl

writer = null; // y2

parallel(p3, p2) :- parallel(pl, p2),

next (p3, pl). weight 5

parallel(pl, p2) :- parallel(p2, p1).

race(pl, p2) :- parallel(pl, p2), mayAlias(p1, p2),

“guarded(pl, p2).

next(x2,x1) parallel(x1,x1)
—guarded(x2, x1)| | mayAias(x2,x1) | | parallel(x2,x1)
A 4
race(x2,x1) parallel(x1,x2) next(x2,x1)
) S
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______ L=
A 4
parallel(y1,x2)
v
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parallel(y1,y1) next(y2,y1)
______ L=
v
mayAias(y2,y1) parallel(y2,v1) | |Tguarded(y2, v1)
race(y2,v1)
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How Does Generalization Work"?

request.clear();// x1
request = null; // x2
writer.close(); // yl

writer = null; // y2

parallel(p3, p2) :- parallel(pl, p2),

next (p3, pl). weight 5

parallel(pl, p2) :- parallel(p2, p1).

race(pl, p2) :- parallel(pl, p2), mayAlias(p1, p2),

“guarded(pl, p2).

next(x2,x1) parallel(x1,x1)
—guarded(x2, x1)| | mayAias(x2,x1)
parallel(x1,x2) next(x2,x1)
A ——— S
Trace(x2, x1) weight 25 next(y1,x2) parallel(x2,x2)
______ L=
A 4
parallel(y1,x2)
v
next(y1,x2) parallel(x2,y1)
______ e —
parallel(y1,y1) next(y2,y1)
______ L=
v
mayAias(y2,y1) | | parallel(y2,y1) | |[Tguarded(y2, v1)
race(y2,v1)
CAV 2017 8/5/17




How Does Generalization Work"?

request.clear();// x1

request = null; // x2
writer.close(); // yl

writer = null; // y2

—race(x2, x1) weight 25

next(x2,x1)

parallel(x1,x1)

g

—guarded(x2, x1)

mayAias(x2,x1)

4

parallel(p3, p2) :- parallel(pl, p2),

next (p3, pl). weight 5

parallel(pl, p2) :- parallel(p2, p1).

race(pl, p2) :- parallel(pl, p2), mayAlias(p1, p2),

“guarded(pl, p2).

next(y1,x2)

next(y1,x2)

mayAias(y2,y1)

next(x2,x1)

next(y2,y1)

Tguarded(y2, v1)
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Accuracy of Alarm Classification

feedback on 5% reports

100% 338 700 324 119 111153 1824 2697 79 183 010
0O A

80%
60%
40%

20%

0%
avrora ftp hedc luindex lusearch weblech

® false reports eliminated  ®true reports retained
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Accuracy of Alarm Classification

feedback on 5% reports
338700 324119 111153 18242597 79 183 010

With only up to 5% feedback, 70% of the false positives

are eliminated and 96% of true positives retained.

avrora ftp hedc luindex lusearch weblech

® false reports eliminated H true reports retained
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Impact of Varying Amount of Feedback

338 false and 700 true reports

100% 4
80%
60%
40%

20%

0%
5% 10% 15% 20%

M false reports eliminated M true reports retained
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Overview of Applications

» Abstraction Selection [PLDI 2014]

» Alarm Classification [FSE 2015]

» Alarm Resolution [OOSPLA 2017]
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Example Revisited: Static Datarace Analysis

11 public void close() {

: 12 synchronized (this) {
n thi men y
Can this sFate ent be - o Clacised
executed by different threads [ return;

1sClosed = true;
by
17 request.clear();

18 request = null;

in parallel? O

_ 19 writer.close(Q);

g public Riquest QEtRi?ueSt() { 20 writer = null;
return request; 21 reader.close();

10 } 22 reader = null;

23 controlSocket.close();
24 controlSocket = null;
/5 %

Source code snippet from Apache FTP Server
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lllustration: Space of Questions

request.clear();// x1

request = null; // x2
writer.close(); // yl

writer = null; // y2

next(x2,x1) parallel(x1,x1)

—guarded(x2, x1)

mayAias(x2,x1)

parallel(x2,x1)

parallel(p3, p2) :- parallel(pl, p2), next (p3, pl).

parallel(p1, p2) :- parallel(p2, p1).

race(pl, p2) :- parallel(pl, p2), mayAlias(pl, p2),

—guarded(pl, p2).

Y

race(x2,x1)

parallel(x1,x2) next(x2,x1)

— —

A 4

next(y1,x2) parallel(x2,x2)

T
A 4

parallel(y1,x2)

v

next(y1,x2)

parallel(x2,y1)

T~

A 4

parallel(y1,y1) next(y2,y1)

—
A 4

mayAias(y2,y1)

parallel(y2,y1) | |7guarded(y2, v1)

race(y2,v1)
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lllustration: Space of Questions

request.clear();// x1

request = null; // x2
writer.close(); // yl

writer = null; // y2

next(x2,x1) parallel(x1,x1)

—guarded(x2, x1)

mayAias(x2,x1)

parallel(x2,x1)

parallel(p3, p2) :- parallel(pl, p2), next (p3, pl).

parallel(p1, p2) :- parallel(p2, p1).

race(pl, p2) :- parallel(pl, p2), mayAlias(pl, p2),

—guarded(pl, p2).

Y

race(x2,x1)

parallel(x1,x2) next(x2,x1)

— —

A 4

next(yl,x2) parallel(x2,x2)

T
A 4

parallel(y1,x2)

v

next(y|,x2)

parallel(x2,y1)

T~

A 4

parallel(y1,y1) next(y2,y1)

—
A 4

mayAias(y2,y1)

parallel(y2,y1) | |7guarded(y2, v1)

race(y2,v1)
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lllustration: Space of Questions

request.clear();// x1

request = null; // x2
writer.close(); // yl

writer = null; // y2

next(x2,x1) parallel(x1,x1)

—guarded(x2, x1)

mayAias(x2,x1)

parallel(x2,x1)

parallel(p3, p2) :- parallel(pl, p2), next (p3, pl).

parallel(p1, p2) :- parallel(p2, p1).

race(pl, p2) :- parallel(pl, p2), mayAlias(pl, p2),

—guarded(pl, p2).

Y

race(x2,x1)

parallel(x1,x2) next(x2,x1)

— —

A 4

next(yl,x2) parallel(x2,x2)

T
A 4

parallel(y1,x2)

v

next(y|,x2)

parallel(x2,y1)

T~

A 4

parallel(y1,y1) next(y2,y1)

—
A 4

mayAias(y2,y1)

parallel(y2,y1) | |7guarded(y2, v1)

race(y2,y1)
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Two Key Objectives

» Generalization
» Number of Questions << Number of Alarms Resolved

» Prioritize Questions Likely to Resolve the Most Alarms
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lllustration: Payotf Comparison

!
request.clear();// x1 next(x2,x1) parallel(x1,x1)
request = null; // x2 v
writer.close(); // yl —guarded(x2, x1)| |mayAlias(x2,x1)| | parallel(x2,x1)
writer = null; // y2 v

Rx | race(x2,x1) parallel(x1,x2) next(x2,x1)
— —
next(yl,x2) parallel(x2,x2)
Questions Alarms N
v
{ parallel(x1, x1) } { Rx, Ry } next(y1,x2) parallel(x2,y1)
— ——
A 4

{ parallel(yl, y1) § {Ry} parallel(y1,y1) next(y2,y1)

{ mayAlias(y2, y1) } 1) *

mayAlias(y2,y1)| | parallel(y2,y1) | |7guarded(y2, v1)

race(y2,01) | Ry
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Highlights of Overall Approach

» lterative: leverages labels of past questions in choosing
future questions

» Maximizes the expected payoff in each iteration
» Payoff = # Alarms Resolved / # Questions Asked

» Non-linear optimization objective

» Binary search on payoff by solving sequence of MaxSAT
instances

» Data-driven: leverages heuristics to guess likely labels
» Static, Dynamic, Aggregated
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Empirical Results: Generalization

total false and true reports

226185 64 0 100 0 214 50 317
100% 4
80%
60%
40%
20%
0%
raytracer or elevator jspider ftp hedc

M questions asked ™ alarms resolved
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Empirical Results: Generalization

total alse and true reports

226185 64 0 100 0 214 80 594 317

With only up to 5% questions, 74% of the false alarms

are resolved with average payoff of 12X per question.

raytracer sor  elevator jspider ftp

B questions asked ® alarms resolved
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Empirical Results: Prioritization
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Empirical Results: Prioritization
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Summary: Applications in Software Analysis

Hard Constraints Soft Constraints
. analysis rules - result ~weight w;
Automated Verification . query resolution award
[PLDI"14] abstraction, @ .- & abstraction, weight w;
abstraction, | abstraction cost

analysis rule;, weight w;,

Static Bug Detection confidence of writer

| lysi |
[FSE’15] Anaysis ruies — resultj weight w.

j
confidence of user

| T cause; weight w,
Interactive Verification : cost of inspection
| analysis rules | .
[OOPSLAT7] i | result, weight w,

reward of resolution
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Other Applications

» Statistical Relational Learning

//’wrote(p, t) :- advisedBy(s, p), wrote(s, t). weight 3 ‘\\
p == q :- advisedBy(s, p), advisedBy(s, q). weight 5
professor(p) :- advisedBy(_ , p)-. weight 20
wrote("Tom", "paperl").
wrote("Tom", "paper2"). Given constraints and facts,
wrote("Jerry", "paperl"). find most likely answer to:
wrote("Chuck", "paper2"). _

\\‘professor("Jerry"). advisedBy("Tom", ?)

» Mathematical Programming

//rtotalShelf [] += stock[p] * space [p] ‘\\
totalProfit[] += stock[p] * profit[p]
product(p) -> stock[p] >= minStock[p]
product(p) -> stock[p] <= maxStock[p]
true -> totalShelf[] <= maxShelf[]
lang:solve:variable( stock)

\\¥lang:solve:max(\totalProfit) 4//
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Talk Outline

» Background
» Part I Applications in Software Analysis
» Part II: Technigues for MaxSAT Solving

» Conclusion
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The Inference Problem

Input relations:
dee(x, .
qufjf re}lf)ations: Markov Logic Network
path(x, y)
Hard constraints:
path(x, z) :- path(x, y), edge(y, z).
Soft constraints: Solver
1 path(x, y). weight 1.5 / | \
Existing Solvers Soundness Optimality Scalability
Tuffy [VLDB11] % % v
Alchemy [ML’'06] ® ® 4
CPI [UAI'08] v v %
Rocklt [AAAI'13] v v %
Z3 [TACAS'08] v v %
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Overview of Techniques

» General Framework [SAT 2015]

» Bottom-Up Solving [AAAI 2016]

» Top-Down Solving [POPL 2016]
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Framework Architecture

MLN instance

candidate solution
WOrk set\ A

Yes
MaxSAT
Chel\(l:ker Q/
o

sound & optimal
solution

Solver

N’

expanded work set
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Framework Instances

MLN instance

candidate solution

work set
o h %\

MaxSAT Checker -

Solver

N

expanded work set

-
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Framework Instance: Abstraction Refinement

MLN instance ( Datalog
SQL

candidate solution
work set ILP
%\ SMT
J

MaXSAT d& fimal
h ker Soun optlima
Solver Checke Q solution

expanded work set

On Abstraction Refinement for Program Analyses in Datalog
[PLDI 2014]
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Framework Instance: Bottom-Up Solving

MLN instance (" Datalog )
SQL

candidate solution
work set ILP
%\ SMT
J

I\/IaxSAT d& fimal
h ker ~ sound & optima
Solver Checke Q solution

No
o

expanded work set

Scaling Relational Inference Using Proofs and Refutations
[AAAI 2016]
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Framework Instance: Top-Down Solving

MLN instance (" Datalog )

SQL
work set\
» /

candidate solution MaxSAT
MaxSAT Cheoker - sound & optimal

ILP
\A %\ SMT
Solver solution

‘V

expanded work set

Query-Guided Maximum Satisfiability
[POPL 2016]
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Overview of Techniques

» General Framework [SAT 2015]

» Bottom-Up Solving [AAAI 2016]

» Top-Down Solving [POPL 2016]
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Bottom-Up Solving

Follows cutting-plane method [Riedl’09] with three
new insights for better scalability on our applications:

1. Exploits high-level structure of MLN to efficiently find
new ground constraints violated current solution.

2. Accelerates convergence by eagerly grounding Horn
constraints using Datalog solver.

3. Terminates earlier by checking objective value (rather
than set of violated soft constraints) for saturation.
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Example

Input relations:
edge(x, y)
Output relations:
path(x, y)
Hard constraints:
path(x, x).
path(x, z) :- path(x, y), edge(y, z).
Soft constraints:
7 path(x,y). weight 1.5

edge(c,,C,)
path(c;,Co) (o )----»(e)
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Example: lteration 1 - Solve

Input relations: Hard clauses:

edge(x, y) edge(0,1) A... ANedge(2,6)
Output relations: Soft clauses:

path(x, y)
Hard constraints:

path(x, x).

path(x, z) :- path(x, y), edge(y, z).
Soft constraints:
7 path(x,y). weight 1.5
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Example: lteration 1 - Check

Input relations: Hard clauses:

edge(x, y) edge(0,1) A... ANedge(2,6)
Output relations: Soft clauses:

path(x, y)
Hard constraints:

path(x, x).

path(x, z) :- path(x, y), edge(y, z).
Soft constraints:
7 path(x,y). weight 1.5
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Example: lteration 2 - Solve

Input relations: Hard clauses:
edge(x, y) edge(0,1) A... Aedge(2,6) A
Output relations: path(0,0) A... Apath(6,6)
path(x, y) : Soft clauses:
Hard constraints:
path(x, x).

path(x, z) :- path(x, y), edge(y, z).
Soft constraints:
7 path(x,y). weight 1.5
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Example: lteration 2 - Check

Input relations: Hard clauses:
edge(x, y) edge(0,1) A... Nedge(2,6) A
Output relations: path(0,0) A... Apath(6,6)
th
path(x, y) Soft clauses:

Hard constraints:
lpath(x, X). l
Wpath(x, y), edge(y, z).

Soft constraints:

— path(x, y). weight 1.5 |
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Example: Iteration 3 - Solve

Input relations: Hard clauses:
edge(x, y) edge(0,1) A... ANedge(2,6) A
path(0,0) A... Apath(6,6) A

Output relations:
path(x, y) path(0,1) V =path(0,0) vV —edge(0,1) A
Hard constraints: path(0,2) V =path(0,0) V —edge(0,2) A
e N\
path(x, x). path(2,6) V =path(2,2) Vv ~edge(2,6)

path(x, z) :- path(x, y), edge(y, z).
Soft constraints:
1 path(x,y). weight 1.5

= (mpath(6,6) weight 1.5)

Soft clauses:
(mpath(0,0) weight 1.5) A
A
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Example: lteration 3 - Check

Input relations: Hard clauses:
edge(x, y) edge(0,1) A... ANedge(2,6) A
path(0,0) A... Apath(6,6) A

Output relations:
path(x, y) path(0,1) V =path(0,0) Vv —edge(0,1) A
Hard constraints: path(0,2) V =path(0,0) V —edge(0,2) A
e N\
path(x, %). path(2,6) V =path(2,2) Vv ~edge(2,6)

l path(x, z) :- path(x, y), edge(y, z).

Soft constraints:
— path(x, y). weight 1.5 | (mpath(0,0) weight 1.5) A
N\

= (—path(6,6) weight 1.5)

Soft clauses:
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Example: lteration 4 - Solve

Input relations: Hard clauses:
edge(x, y) edge(0,1) A... ANedge(2,6) A
Output relations: path(0,0) A... Apath(6,6) A
path(x, y) path(0,1) V =path(0,0) V —edge(0,1) A
Hard constraints: path(0,2) V =path(0,0) Vv medge(0,2) A
AN
pati@, x).. . . path(2,6) V —path(2,2) V —edge(2,6) A
path(x, z) . path(x, ), edge(y, 2). path(0,3) V =path(0,1) Vv medge(1,3) A
Soft constraints: A
7 path(x, y). weight 1.5 path(0,6) V =path(0,2) V —edge(2,6)

Soft clauses:
(=path(0,0) weight 1.5) A
. N\
(=path(6,6) weight 1.5) A
(mpath(0,1) weight 1.5) A
e N\
(mpath(2,6) weight 1.5)
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Example: lteration 4 - Check

Input relations: Hard clauses:

edge(x, y) edge(0,1) A... ANedge(2,6) A
Output relations: path(0,0) A... Apath(6,6) A
path(x, y) path(0,1) V =path(0,0) V —edge(0,1) A
Hard constraints: path(0,2) V =path(0,0) Vv medge(0,2) A
AN
lh)ati(x’ X) n < path(2,6) V =path(2,2) V —edge(2,6) A
path(x, 2) i path(x, y), edge(y, 2). path(0,3) V apath(0,1) V —edge(1,3) A
Soft constraints: A

" path(x, y). weight1.5 path(0,6) V —path(0,2) vV —edge (2, 6)

Soft clauses:
(=path(0,0) weight 1.5) A
. N\
(—path(6,6) weight 1.5) A
(mpath(0,1) weight 1.5) A
e N\
(mpath(2,6) weight 1.5)
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Example: lteration 5 - Solve

Input relations: Hard clauses:
edge(x, y) edge(0,1) A... ANedge(2,6) A
Output relations: path(0,0) A... Apath(6,6) A
path(x, y) path(0,1) V =path(0,0) V —edge(0,1) A
Hard constraints: path(0,2) V =path(0,0) Vv medge(0,2) A
e N
_pati(x, X) n = path(2,6) V =path(2,2) V —edge(2,6) A
path(x, 2) i path(x, y), edge(y, 2). path(0,3) V apath(0,1) V —edge(1,3) A
Soft constraints: A

7 path(x, y). weight 1.5 path(0,6) V =path(0,2) V medge(2, 6)

Soft clauses:
(=path(0,0) weight 1.5) A
e A
(—path(6,6) weight 1.5) A
(mpath(0,1) weight 1.5) A
e A
(—path(2,6) weight 1.5) A
(mpath(0,3) weight 1.5) A
e A
(—path(0,6) weight 1.5)
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Example: lteration 5 - Check

\_

1) All hard constraints are satisfied
2) No new violated soft constraints

=> sound to terminate

Hard constraints: %_

_path(x, X).
path(x, z) :- path(x, y), edge(y, z).

Soft constraints:

s

7 path(x,y). weight 1.5

Hard clauses:
edge(0,1) A... ANedge(2,6)
path(0,0) A... Apath(6,6)
path(0,1) V =path(0,0) V —edge(0,1)
path(0,2) V =path(0,0) v =edge(0, 2)

path(2,6) V apath(2,2) VvV ~edge(2, 6)
path(0,3) V apath(0,1) V ~edge(1, 3)

path(0,6) V —path(0,2) v —edge(2,6)
Soft clauses:
(=path(0,0) weight 1.5)

(—path(6,6) weight 1.5)
(mpath(0,1) weight 1.5)

(mpath(2,6) weight 1.5)
(mpath(0,3) weight 1.5)

(—path(0,6) weight 1.5)

A\
N

A\
A\

N
N
N
A\

N
N
N
A
N
N
N
N

CAV 2017
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Horn-Guided Optimization

Input relations: G

edge(x, y)
Output relations: ‘ e
path(x, y)

Hard constraints: e @ @ e

path(x, x).  Horn Rules!
path(x, z) :- path(x, y), edge(y, z).

Soft constraints:

— path(x, y). weight 1.5 |

Preprocess
hard Horn rules
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Horn-Guided Optimization

1) All hard constraints are satisfied Hard clauses:
2) No new violated soft constraints

=> sound to terminate Soft clauses:
\ — (~path(0,0) weight 1.5) A
Hard constraints: %— P 0) weight 1.5) A
path(x, x). (=path(6,6) weight 1.5) A
path(x, 2) :- path(x, y), edge(y, 2). (~path(0,1) weight 1.5) A
Soft constraints: A
7 path(x,y). weight 1.5 (mpath(2,6) weight 1.5) A

(mpath(0,3) weight 1.5) A
. N\
(mpath(0,6) weight 1.5)
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Performance Evaluation

. . total time
total # # iterations ) # ground clauses
g
ground (hours : mins)

clauses

Lazy Guided Lazy Guided Lazy Guided

avrora 1.8x10% 492 12 6:31 0:25 0.8M  1.6M

ftp 3.7x10% 463 7:53 0:08 12M  1.4M

hedc 1.9x10** 354 1:55 0:06 0.8M  0.9M

luindex  1.6x10% 481 4:07 0:12 0.6M  1.1M

lusearch  1.7x10% 499 2:38 0:14 0.6M  1.0M

@) U e U U @) W )

weblech  4.4x10* 416 1:59 0:07 0.6M  0.9M
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Overview of Techniques

» General Framework [SAT 2015]

» Bottom-Up Solving [AAAI 2016]

» Top-Down Solving [POPL 2016]
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Queries in Different Domains

Program Reasoning: Information Retrieval:

Does variable head alias with
variable tail on line 50 in

Is Dijkstra most likely an
author of “Structured

Complex.java? Programming”?
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Queries in MaxSAT

[@ A (C1)

—Halvb A (€2

4 -bVc A (C3)
2 —cVIdl A (C4)
7 - (C5)

[ QUERIES = {a, d} ]
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Query-Guided Maximum Satisfiability (Q-MaxSAT)

Q-MaxSAT:
@A (CD
—Halvb A (€2 Given a MaxSAT formula ¢ and a set of querties
4 -bvec A (C3) Q SV, a solution to the Q-MaxSAT instance
2 —cvid A (C4) (@, Q) is a partial solution ag: Q — {0, 1} such that
7 @ ©)
Jda € MaxSAT (¢). (Vv € Q.ap = a(v))

[ QUERIES = {a, d} ]
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Query-Guided Maximum Satisfiability (Q-MaxSAT)

Q-MaxSAT:
@ A (CD
—Halvb A (€2 Given a MaxSAT formula ¢ and a set of querties
4 -bvec A (C3) Q SV, a solution to the Q-MaxSAT instance
2 —cvid A (C4) (@, Q) is a partial solution ag: Q — {0, 1} such that
7 @ (©
Jda € MaxSAT (¢). (Vv € Q.ap = a(v))

[ QUERIES = {a, d} ]

[ Solution: a = true, d = false ]
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Query-Guided Maximum Satisfiability (Q-MaxSAT)

Q-MaxSAT:
@ A (€
—Halvb A (€2 Given a MaxSAT formula ¢ and a set of querties
4 —bVvc A (C3) Q € V, a solution to the Q-MaxSAT instance
2 —cvid A (C4) (@, Q) is a partial solution ag: Q — {0, 1} such that
7 @ (©
Jda € MaxSAT (¢). (Vv € Q.ap = a(v))

[ QUERIES = {a, d} ]

[ MaxSAT Solution: a = true, b = true, ¢ = true, d = false ]
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\_

Our key idea:
Use a small set of clauses to succinctly
summartize effect of unexplored clauses

~

J




Example

Quetries = {v6}, formula =

v4 weight 100 A
v8 weight 100 A
- v7 weight 100 A
- v3 V vl weight 5 A
- v5 V v2 weight 5 A
- v5 V v3 weight 5 A
- v6 V v5 weight 5 A
- v6e V vl weight 5 A
- v4d V v6 weight 5 A
- v8 V v6 weight 5 A
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Example

Quetries = {v6}, formula =

v4 weight 100 A
v8 weight 100 A
- w7 weight 100 A
- v3 V vl weight 5 A
- v5 V v2 weight 5 A
- v5 V v3 weight 5 A
- v6 V v5 weight 5 A
- v6e V vl weight 5 A
- v4d V v6 weight 5 A
- v8 V v6 weight 5 A
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Example

Quetries = {v6}, formula =

v4 weight 100 A
v8 weight 100 A
- v7 weight 100 A
- v3 V vl weight 5 A
- v5 V v2 weight 5 A
- v5 V v3 weight 5 A
- v6 V v5 weight 5 A
- v6e V vl weight 5 A
- v4d V v6 weight 5 A
- v8 V v6  weight 5 A
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Example

Quetries = {v6}, formula =

v4 weight 100 A
v8 weight 100 A
- v7 weight 100 A
- v3 V vl weight 5 A
- v5 V v2 weight 5 A
- v5 V v3 weight 5 A
- v6 V v5 weight 5 A
- v6e V vl weight 5 A
- v4d V v6 weight 5 A
- v8 V v6 weight 5 A
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Example

Quetries = {v6}, formula =

l\ A va weight 100[ A

v8 weight 100 A

- w7 weight 100 A
®V4 - v3 V vl weight 5 A

V6/ - v5 V v2 weight 5 A

DA - v5 V v3 weight 5 A
®/ \® - v6 V v5 weight 5 A
vr v - v6e V vl weight 5 A
- v4d V v6 weight 5 A

- v8 V v6 weight 5 A
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Example

Quetries = {v6}, formula =

CAV 2017

v4 weight 100 A
v8 weight 100 A
- V7 weight 100| A
- v3 V vl weight 5 A
- v5 V v2 weight 5 A
- v5 V v3 weight 5 A
- v6 V v5 weight 5 A
- v6e V vl weight 5 A
- v4d V v6 weight 5 A
- v8 V v6 weight 5 A
8/5/17




Example

Quetries = {v6}, formula =

v4 weight 100 A
v8 weight 100 A
- v7 weight 100 A
- v3 V vl weight 5 |A
- v5 V v2 weight 5 A
- v5 V v3 weight 5 A
- v6 V v5 weight 5 A
- v6e V vl weight 5 A
- v4d V v6 weight 5 A
- v8 V v6 weight 5 A
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Example: Iteration 1

Quetries = {v6}, formula =

v4 weight 100 A

v8 weight 100 A

vs\Q/ - v7 weight 100 A
,<> - v3 V vl weight 5 A

workSet - v5 V v2 weight 5 A

- v5 V v3 weight 5 A

®/ \® \ - v6 V v5 weight 5 A
vr v - v6e V vl weight 5 A
- v4 V v6 weight 5 A

- v8 V v6 weight 5 A
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Example: lteration 1 (blue = true, red = false)

Quetries = {v6}, formula =

T -
-
-~

v4 weight 100 A

v8 weight 100 A

- v7 weight 100 A

/®V4 - v3 V vl weight 5 A

M GorkSet | 7 vV v2  weight 5 A
NERAE V v3 weight 5 A

@ \® o v6e V v5 weight 5 A
vr v8 - v6e V vl weight 5 A
- v4 V v6 weight 5 A

- v8 V v6 weight 5 A
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Example: lteration 1 (blue = true, red = false)

T -
-
-~

v4 weight 100 A

v8 weight 100 A

- v7 weight 100 A

/®V4 - v3 V vl weight 5 A

M GorkSet | 7 vV v2  weight 5 A
NERAE V v3 weight 5 A

@ \® o v6e V v5 weight 5 A
vr v8 - v6e V vl weight 5 A
- v4 V v6 weight 5 A

- v8 V v6 weight 5 A
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Example

. [teration 1 (blue = true, red = false)

r T~ V1 / \\\

R va weight 100 A
AT hN % v8 weight 100 A
P P N - v7 weight 100 A

6 ®V4 - v3 V vl weight 5 A
- _V/ workSet | T V5 x v2 We:?.ght 5 ﬁ
oA N v5 v3 weight 5
. 4 \® 8 o v6e V v5 weight 5 A
Y Y - v6e V vl weight 5 A
- v4 V v6 weight 5 A
- v8 V v6 weight 5 A
» 24  cAv017 85117




Example: lteration 1 (blue = true, red = false)

v4 weight 100 A
v8 weight 100 A
- w7 weight 100 A
- v3 V vl weight 5 A
= v5 V v2 weight 5 A
- v5 V v3 weight 5 A
- v6 V v5 weight 5 A
- v6e V vl weight 5 A
- v4 V v6 weight 5 A
- v8 V v6 weight 5 A
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Example: lteration 1 (blue = true, red = false)

v4 weight 100 A
v8 weight 100 A
- w7 weight 100 A
- v3 V vl weight 5 A
= v5 V v2 weight 5 A
- v5 V v3 weight 5 A
- v6 V v5 weight 5 A
- v6e V vl weight 5 A
- v4 V v6 weight 5 A
summarySet = - v8 V v6 weight 5 A
{(100, v4), (100, v8)}
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Example: lteration 1 (blue = true, red = false)

Quetries = {v6}, formula =

v4 weight 100 A

v8 weight 100 A

- w7 weight 100 A

- v3 V vl weight 5 A

= v5 V v2 weight 5 A

- v5 V v3 weight 5 A

- ve V v5 weight 5 A

- v6e V vl weight 5 A

- v4 V v6 weight 5 A

summarySet = - v8 V v6 weight 5 A

{(100, v4), (100, v8)} e ( )

20

—~ ?
[ 220 }%max(workSet U summarySet) - max(workSet) = 0 ] 8
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Example: lteration 1 (blue = true, red = false)

Quetries = {v6}, formula =

v4 weight 100 A

v8 weight 100 A

- w7 weight 100 A

- v3 V vl weight 5 A

= v5 V v2 weight 5 A

- v5 V v3 weight 5 A

- ve V v5 weight 5 A

- v6e V vl weight 5 A

- v4 V v6 weight 5 A

summarySet = - v8 V v6 weight 5 A

{(100, v4), (100, v8)} e ( )

20

N
[ 220 }%max(workSet U summarySet) - max(workSet) = 0 ] x
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Example: lteration 1 (blue = true, red = false)

Quetries = {v6}, formula =

v4 weight 100 A

v8 weight 100 A

- w7 weight 100 A

- v3 V vl weight 5 A

= v5 V v2 weight 5 A

- v5 V v3 weight 5 A

- ve V v5 weight 5 A

- v6e V vl weight 5 A

- v4 V v6 weight 5 A

summarySet = - v8 V v6 weight 5 A

{(1 00, v4), (100, V8>} /{v4 = true, vb = true, v6 = true,
—A v/ = true, v8 = true

[ 220 max(workSet U summarySet) - ma:x(workSet) =0 x
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Example: lteration 2 (blue = true, red = false)

Quetries = {v6}, formula =

l\ /,' v4 weight 100 A

\ Pt v8 weight 100 A

/ - v weight 100 A
ﬁ\m’ / - v3 V vl weight 5 A

workSet | 7 v5 V v2  weight 5 A
NERRE V v3 weight 5 A

@ ‘\® M ve V v5 weight 5 A
Vi v8 - v6 V v7 weight 5 A
- v4 V v6 weight 5 A

- v8 V v6 weight 5 A
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Example: lteration 2 (blue = true, red = false)

l\ /,' v4 weight 100 A

\ Pt v8 weight 100 A

/ - v weight 100 A
ﬁ\m’ / - v3 V vl weight 5 A

workSet | 7 v5 V v2  weight 5 A
NERRE V v3 weight 5 A

@ ‘\® M ve V v5 weight 5 A
Vi v8 - v6 V v7 weight 5 A
- v4 V v6 weight 5 A

- v8 V v6 weight 5 A
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Example: lteration 2 (blue = true, red = false)

p— == vi T T R
— Q v4 weight 100 A
X v8 weight 100 A
‘- < " / - v weight 100 A
ﬁ / - v3 V vl weight 5 A
WorkSet - v5 V v2 weight 5 A
Vo / - v5 V v3  weight 5 A
\ - v6 V v5 weight 5 A
V7 V8 - v6 V v7 weight 5 A
- v4 V v6  weight 5 A
summarySet = {(100, 7v7), - v8 V v6 weight 5 A
(5, 75V v2), (5, 75V v3)}
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Example: lteration 2 (blue = true, red = false)

T -
-
-~

Quetries = {v6}, formula =

vH

v@/\@ |

summarySet = {(100, 7v7),
(5, W5V2), (5, V5 V3)}

o/ /
S:>v4//
VvorkSet

4 4 11 171701

v
v3
v5
v5
v6
v6
vi
v8

<< << << K<L

vl
v2
v3
v5
v
v6
v6

weight 100 A
weight 100 A
weight 100 A
weight 5
weight
weight
weight
weight
weight
weight

Lo o Lo,
>>>>>>>

[ max(workSet U summarySet) - max(workSet) = 0 ] ?
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Example: lteration 2 (blue = true, red = false)

T -
-
-~

Quetries = {v6}, formula =

vH

v@/\@ |

[ summarySet = {(100, ~v7), ]
(5, v5), (5, 7v5)}

o/ /
S:>v4//
VvorkSet

4 4 11 171701

v
v3
v5
v5
v6
v6
vi
v8

<< << << K<L

vl
v2
v3
v5
v
v6
v6

weight 100 A
weight 100 A
weight 100 A
weight 5
weight
weight
weight
weight
weight
weight

Lo o Lo,
>>>>>>>

[ max(workSet U summarySet) - max(workSet) = 0 ] ?
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Example: lteration 2 (blue = true, red = false)

e
-
-~

Quetries = {v6}, formula =

vH

w@/ \®

- S >v4 /
WorkSet

[ summarySet = {(100, ~v7), ]
(5, v5), (5, 7v5)}

4 4 11 171701

v
v3
v5
v5
v6
v6
vi
v8

<< << << K<L

weight 100 A
weight 100 A
weight 100 A

vl weight 5 A
v2 weight 5 A
v3 weight 5 A
v5 weight 5 A
v7 weight 5 A
v6 weight 5 A
v6 weight 5 A
220

—
[ 320 1—% max(workSet U summarySet) - max(workSet) = 0 ] x
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Example: lteration 2 (blue = true, red = false)

T -
-
-~

Quetries = {v6}, formula =

v4 weight 100 A
Rt v8 weight 100 A
N / - v weight 100 A
ﬁ‘m’/ - v3 V vl weight 5 A
. WorkSet - v5 V v2 we:?.ght 5 A
- v5 V v3 weight 5 A
g '\® \ - v6e V v5 weight 5 A
v/ :
- v6 V v7 weight 5 A
- v4 V v6  weight 5 A
summarySet = {(100, 7v7), - v8 V v6 weight 5 A
(5, 75), (5, 7v5)} [ on )
(v4 = true, vb = false, v6 =

[ 320 1-% max(workSet U summarySet)

v/ =

true
true v8 = true

\

J vV
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Example: lteration 3 (blue = true, red = false)

Quetries = {v6}, formula =

T -
-
-~

weight 100 A
weight 100 A

\
\
I
!
\
\
\
4 <
o

) v weight 100 A
/®V4 /l - v3 V vl weight 5 A
M workSet - v5 V v2 weight 5 A
- v5 V v3 weight 5 A
\ .
, o - v6 V v5 weight 5 A
v v - v6 V v7 weight 5 A
- v4 V v6  weight 5 A
- v8 V v6 weight 5 A
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Example: lteration 3 (blue = true, red = false)

? Quetries = {v6}, formula =

—_—— -
_—— -
-
-~

L v4 weight 100 A
el v8 weight 100 A
) v weight 100 A
/®V4 /l - v3 V vl weight 5 A
M workSet - v5 V v2 weight 5 A
- v5 V v3 weight 5 A
\ .
, o - v6 V v5 weight 5 A
v v - v6 V v7 weight 5 A
- v4 V v6  weight 5 A
- v8 V v6 weight 5 A
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Example: lteration 3 (blue = true, red = false)

_——
_—— -
-
-~

-« /' v4 weight 100 A
v8 weight 100 A
, 7 v7 weight 100 A
ﬁ\m’ / - v3 V vl weight 5 A
WorkSet - v5 V v2 weight 5 A
= v5 V v3 weight 5 A
\ - v6 V v5 weight 5 A
V7 V8 - v6 V v7 weight 5 A
- v4 V v6 weight 5 A
- v8 V v6 weight 5 A
[ summarySet = {(5, 7v3Vv1)} ]

p 139 CAV 2017 8/5/17



Example: lteration 3 (blue = true, red = false)

Quetries = {v6}, formula =

TS v / ~~

// 4—\/‘, —— /,' v weight 100 A
LN : 3 v8 weight 100 A
\_~ \\‘,l — 7 weight 100 /\

2 3 / v
! \ va / - v3 V vl weight 5 A\
workSet 7 v5 V v2 weight 5 A
- v5 V v3 weight 5 A
®/ ‘\® \ - v6e V v5 weight 5 A
- v6 V v7 weight 5 A
- v4 V v6  weight 5 A
- v8 V v6 weight 5 A

[ summarySet = {(5, 7v3 \/VD} ] f 325 ]

[ 330 ]% max(workSet U summarySet) - max(workSet) = 0 x
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Example: lteration 3 (blue = true, red = false)

Quetries = {v6}, formula =

T -
-
-~

JRANE ,' va weight 100 A
v8 weight 100 A
, v7 weight 100 A
ﬁ% / - v3 V vl weight 5 A
WorkSet - v5 V v2  weight 5 A
- v5 V v3 weight 5 A
\ - v6 V v5 weight 5 A
V7 V8 - v6 V v7  weight 5 A
- v4 V v6  weight 5 A
- v8 V v6 weight 5 A
[ summarySet = {(5, 7v3 V~1)} ] o (

325 |
[ 325 ]% max(workSet U summarySet) - max(workSet) = 0 I /
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Example

Quetries = {v6}, formula =

v4 weight 100 A

v8 weight 100 A

- v7 weight 100 A

va - v3 V vl weight 5 A

workSet | = v5 V v2 weight 5 A

=formula| = v5 V v3 weight 5 A

- v6 V v5 weight 5 A

V1 v8 - v6 V vl weight 5 A
- v4 V v6 weight 5 A

- v8 V v6 weight 5 A
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Benchmark Characteristics

2.3M
hedc 36 3.8M 4.8M
weblech 25 5.8M 8.4M
lusearch 248 7.8M 10.9M
luindex 109 8.5M 11.9M
avrora 151 11.7M 16.3M
IE 6 47K 0.9M
ER 25 3K 4.8M
AR 10 0.3M 7.9M

K = thousands, M = millions
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Performance Results

running time peak memory # clauses
(seconds) (MB) (M=million)

current | baseline | current | baseline | current | baseline

1,262 0.03M 3.0M
hedc 23 21 181 1,918 0.4M 4.8M
weblech 4 timeout 363 timeout 0.9M 8.4M
lusearch 115 timeout 659 timeout 1.5M 10.9M
luindex 169 timeout 944 timeout 2.2M 11.9M
avrora 178 timeout 1,095 timeout 2.6M 16.3M
IE 2 2,760 13 335 27K 0.9M
ER 13 2 6 44 9K 4.8M
AE 4 timeout 4 timeout 2K 7.9M
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Incremental Solving [CP 2016]

¢ mm) @, ) D3 )
=@ UA; =@, UA,

» Two levels of incrementality

» MaxSAT level

Application solves a sequence of MaxSAT instances
Re-use unsat cores (for core-guided solver)

» SAT level
Each MaxSAT solves a sequence of SAT instances
Leverage standard incremental SAT solving
» Key insight: sporadic restarts

» Heuristically detect and avoid reusing bad unsat cores
based on split-limit (max. # times a soft clause is split)
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CPU time (s)

Performance Results

6——6 incremental (split limit=5) x¥—x non-incremental incremental (split limit=15)
;A incremental (split limit=2) +—+ incremental (split limit=10) *—%* incremental (no restart)
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Future Directions

Program P(X|Y)
Reasoning |
Algorithm

Data-Driven

& GitHub

source
Y Bitbucket Forge.

2
=
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Conclusions

Soundness Conditions

» New methodology to incorporate ijd4
objectives into constraint-based = %4 s e, S~
software analyses W ™ )

MLN instance

I » General framework to solve weighted

neer reaer e st CONSEraints that is sound, optimal and

No

ot scalable

Abstraction Selection in Automated Verification
[PLDI 2014, POPL 2016]

» Showed practical effectiveness

. . . o;‘;lz:"((gfg)f‘“i"““ » Alarm Classiﬁcan'on in Static
for three dominant applications EV A
Of S OftW a re a n a | y S e S Alarm Rcsolutiortltcracﬁve Verification
[OOPSLA 2017]
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