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Abstract

Method preconditions define the conditions that must be satisfied before a method is called. Often,

such conditions are not documented and must be inferred. We present Prex, a pattern-based static

analysis approach that infers preconditions from explicit checks in Java source code. For each

precondition, Prex reports the condition required for a valid call and the reported exception in the

case of a violation. Prex also attempts code transformations to convert the condition detected within

a method’s implementation into an expression that can be evaluated by client code. It leverages

the concept of a mutation boundary to separate precondition checks from exceptions that may

occur after the method changes the program state. We evaluated Prex on 46 open source Java

projects and manually reviewed independent samples of 150 reports. Among the 150 Prex reports,

149 were correct and 125 of the correct reports were executable by client code. In a systematic

comparison with an alternative approach based on path expansion, Prex provided more precise

results. In total, 122 of the 149 correct reports had no relevant method documentation, and 41
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required nontrivial source code analysis to recover manually. Overall, explicit source-code checks

provide precondition information that can be absent from method documentation, and Prex can

help recover them.
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Abrégé

Les préconditions de méthode définissent les conditions qui doivent être satisfaites avant l’appel

d’une méthode. Souvent, ces conditions ne sont pas documentées et doivent être inférées. Nous

présentons Prex, une approche d’analyse statique fondée sur des patrons qui infère des précondi-

tions à partir de vérifications explicites dans le code source Java. Pour chaque précondition, Prex

signale la condition requise pour un appel valide et l’exception signalée en cas de violation. Prex

tente également d’effectuer des transformations de code afin de convertir la condition détectée dans

l’implémentation d’une méthode en une expression pouvant être évaluée par le code client. Elle

exploite le concept de frontière de mutation pour distinguer les vérifications de préconditions des

exceptions qui peuvent survenir après que la méthode a modifié l’état du programme. Nous avons

évalué Prex sur 46 projets Java à code source ouvert et avons examiné manuellement des échan-

tillons indépendants de 150 rapports. Parmi les 150 rapports de Prex, 149 étaient corrects et 125

des rapports corrects pouvaient être évalués par le code client. Dans une comparaison systématique
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avec une approche alternative fondée sur l’expansion de chemins, Prex a fourni des résultats plus

précis. Au total, 122 des 149 rapports corrects ne disposaient d’aucune documentation de méthode

pertinente, et 41 nécessitaient une analyse non triviale du code source pour être retrouvés manuelle-

ment. Dans l’ensemble, les vérifications explicites du code source fournissent des informations sur

les préconditions qui peuvent être absentes de la documentation des méthodes, et Prex peut aider à

les retrouver.
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1
Introduction

Developers routinely define conditions on the execution of methods [1]. In modern programming

languages such as Java, a method signature gives basic information about a call, including the

method name, the input argument types, and the return type. This information helps callers know

how to form a syntactically valid call. However, the signature does not explain all conditions that

must hold for the call to be valid [2]. For example, an integer argument may need to be within a

certain range, or a method may be valid only during a certain state of the method’s target object.

Calling a method when such conditions are violated can lead to exceptions, incorrect results, or

undefined behavior [1, 3].

This missing information can make a method interface ambiguous [4]. From the signature

alone, callers may not know whether a method rejects invalid input, silently handles it, or assumes

that such input will never be provided. Meyer introduced Design by Contract (DbC) to reduce
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Introduction

this ambiguity by treating an interface as a contract between the caller and the implementation [1,

5]. The caller is responsible for satisfying the requirements stated by the contract. In return, the

implementation is responsible for providing the promised result when those requirements hold.

The contract is usually described using three kinds of properties: preconditions, postconditions,

and invariants [1, 5]. A precondition is a predicate that must be true when a method starts executing.

A postcondition is a predicate that must be true when the method completes and the invariant is a

predicate about object state that must hold across public operations, often at method entry and exit

points [1]. These properties make explicit which part of the behavior is the caller’s responsibility

and which part is the implementation’s responsibility [6].

This thesis focuses on preconditions, the caller-side part of the contract. Listing 1.1 provides

an example of a method with two precondition checks in Java.

private boolean readOnly;

private String content = "";

/**

* @throws IllegalStateException if the document is read−only

* @throws IllegalArgumentException if text is null

*/

public void append(String text) {

if (readOnly) {

throw new IllegalStateException();

}

if (text == null) {
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Introduction

throw new IllegalArgumentException();

}

content += text;

}

Listing 1.1: Two precondition checks in a document append operation

The comment above the method documents exceptions for callers. Each @throws entry names

an exception and may state its condition. The first entry states that append throws an IllegalState-

Exception if the document is read-only. This documentation entry informs authors of client code,

which calls the analyzed method, about the constraint in ordinary language, but not how to deter-

mine whether the document is read-only before calling append. The second entry directly identifies

null as the rejected input value, which callers can check before the method call.

Each conditional code block works as a precondition check. Preconditions checks can depend

on both the current state of a method’s target object and the input passed to it. The first if block

checks the readOnly field, which constitutes private state of the object rather than user input. When

readOnly is true, the method throws an IllegalStateException. The second if statement checks the

input argument text and rejects null with an IllegalArgumentException. After both checks pass, the

obligation on the caller is considered satisfied, and the method can execute the append operation.

For these preconditions to be helpful, they must be understandable and testable before the call

is made. A precondition is testable when the condition can be tested before the call with input

arguments and publicly accessible values. A condition over inaccessible details of the object’s

state, such as involving private implementation structure, may still be a valid precondition but the
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Introduction

client cannot check it directly. Untestable preconditions break the principle of Design by Contract.

Since the caller is responsible for satisfying the preconditions, the caller needs a practical way to

validate them before calling the method [7].

Preconditions must also be communicated clearly to callers. In Java, developers can indicate

preconditions through documentation, source code and, in a limited sense, annotations [8]. How-

ever, in many software projects, there is no formal support for documenting and reasoning about

preconditions, and usage is haphazard [9].

In this context, users of software packages are often left uncertain about the preconditions for

calling a method. If the documentation is lacking or incorrect, violated preconditions can lead to

exceptions and undefined behaviors. Avoiding this eventuality can require defensive programming

in user code [10]. The goal of our research is to provide automated, precise, and deterministic

support for identifying preconditions in existing source code. This thesis contributes a solution for

the Java language based on general principles intended to carry over to comparable programming

languages.

When documentation does not state a precondition, the method implementation can provide

another source of evidence [11]. Static analysis provides a way to examine source code without

executing the program. It can systematically inspect an entire codebase or selected parts of one to

recover information from the structure of the code [12].

We present Prex (Precondition Extractor), a tool-supported static analysis approach to extract

explicit precondition checks from Java source code and convert them into precondition descriptors.

Each descriptor records the guard condition required for a valid call, the violation signal, and a
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mapping from guard symbols to their method boundary representations. The analysis recognizes

common Java precondition patterns, including assertions and conditional throws. Prex leverages

the concept of a mutation boundary to exclude runtime failures that can occur only after the method

has started changing program state. Finally, it attempts to express guards using method arguments

and public query methods so that client code can evaluate them before invocation. These guards

are therefore testable. Some preconditions depend on hidden state for which no public expression

exists; Prex identifies such expressions as untestable.

The design of Prex is conservative. If it cannot establish that a candidate is an explicit precon-

dition check before the mutation boundary, it discards the candidate. Every reported descriptor can

be traced to the source expressions and control-flow decisions used to construct it. This makes the

analysis deterministic and allows its results to be checked and reproduced. The approach does not

rely on generated text, training data, or runtime executions.

The closest alternative to the Prex approach is WIT, which uses bounded path analysis to ex-

tract conditions that lead Java methods to throw exceptions [3]. WIT targets exception behavior:

a reported condition explains when an exception can be reached. Our goal is more specific, as we

seek explicit checks that define obligations on the user before method execution. An exception

path is therefore excluded if it crosses the mutation boundary, even if its path condition is valid.

Other work mines preconditions from repeated guards at API call sites or infers broader program

properties from executions [13, 14]. In contrast, our evidence comes from explicit checks in the

implementation of the target method and its helpers. This choice limits recovery to explicit pre-

conditions, but it ties every precondition report to a specific check in the source code and does not
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Introduction

require a large usage corpus or a representative test suite.

We evaluated Prex on methods from 46 open-source Java projects and manually reviewed two

independent samples of 150 precondition descriptors: one sampled from Prex and one sampled

from WIT. Of the 150 Prex reports, 149 (99.3%) were correct. Among these correct reports, 125

were testable by users. This includes 12 cases in which the source check used hidden state but

Prex recovered a public expression for the same state. In contrast, only 57 of the 150 sampled WIT

reports were true and correctly-expressed preconditions. Most of the false positives were caused

by exception paths that crossed the mutation boundary. Our results also show that precondition

extraction is important to support developers, as we found that 122 of the 149 correct Prex reports

identified preconditions that were not documented.

This thesis makes the following contributions:

‚ A novel static analysis algorithm for extracting preconditions from the computation of a

mutation boundary and the detection of recognized patterns in source code;

‚ A technique to transform guard condition expressions to use method-boundary elements and

to determine whether the resulting conditions are testable by client code;

‚ An empirical evaluation of the precision and testability of the output of the approach on 46

Java projects and a systematic comparison with a path expansion approach;

‚ Empirical data about the gap between implicitly checked and documented preconditions.

‚ An open source release of Prex to support reproducibility and use by general public1.

1The tool is released as a open source software on Codeburg [15].
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The rest of the thesis is organized as follows. In Chapter 2, we review research on exception

behavior and precondition mining and explain how our work differs. Chapter 3 formulates the

problem and describes the design and implementation of Prex. Chapter 4 presents our evaluation

dataset, manual review process, and results. In Chapter 5, we discuss all the findings comprehen-

sively. Finally, in Chapter 6 we conclude our research and the implications of our findings.
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2
Related Work

Research on Java preconditions has followed several related directions. The direction closest to the

present thesis studies the static extraction of exception conditions from method implementations.

Another direction mines likely preconditions from recurring guard patterns at API call sites across

large Java code corpora. There is also work on code inference based on contracts, annotations, and

invariants. Across these directions, the main distinction from our work is that we focus on explicit

precondition checks in method implementations, rather than on all exception-triggering conditions

or broadly-inferred contracts. Section 2.1 distinguishes the scope of these conditions before the

remainder of the chapter discusses the individual approaches.
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2.1 Scope and Organization of Related Work

Precondition inference can use different sources of evidence. Behavioral interface specifications

describe the intended behavior of program modules [4]. Inference techniques may instead use

checks in the implementation, guards observed in client code, values observed during execution, or

paths that lead to exceptions. The resulting condition has the meaning supported by its evidence:

client-side mining reports potential API preconditions [13], dynamic inference reports likely in-

variants observed in executions [14], and exception analysis reports conditions under which a

method can throw an exception [3].

This thesis studies explicit checks in method implementations. It focuses on checks made be-

fore the method begins changing program state. We also seek to describe each condition using

method inputs and other information that a caller can access, where possible. The remainder of

this chapter discusses implementation-based analyses, client-side precondition mining, and other

forms of contract and invariant inference.

Table 2.1 provides a compact comparison of the directions discussed below. The table classifies

each direction by the evidence used to infer a condition and by the kind of result it reports. The

Detailed discussion column identifies the section that discusses each direction. The table does not

compare their precision or usefulness, since the approaches have different goals and evaluation

settings.
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Table 2.1: Evidence and reported conditions in related precondition and specification inference
research directions.

Direction Detailed dis-
cussion

Primary evidence Reported condition

Exception behavior ex-
traction [3, 16]

Section 2.2.1 Method implementation
and exception paths

A condition under which a
method can throw an excep-
tion.

Documentation and test-
based condition recov-
ery [17, 18]

Section 2.2.2 Documentation, test tem-
plates, or source analysis

Conditions based on docu-
mentation fragments or unit
tests.

Client-side precondition
mining [13, 19]

Section 2.3 Guards observed before
API calls in client code

A potential API precondi-
tion inferred from recurring
usage.

Object protocol analy-
sis [20]

Section 2.4.1 Source-code locations that
may indicate method-order
constraints

Legal sequences of method
calls and state transitions on
an object.

Static contract and anno-
tation inference [21, 22]

Section 2.4.2 Candidate annotations or
assertions in source code

A contract clause or annota-
tion for static checking.

Dynamic invariant infer-
ence [14]

Section 2.4.3 Values observed during
program executions

A likely invariant that holds
over observed executions.
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2.2 Implementation-Based Analyses

Implementation-based analyses derive conditions from method implementations, exception paths,

documentation, or test artifacts. The first subsection discusses analyses of exception behavior, and

the second discusses approaches that recover conditions from documentation and test-related arti-

facts.

2.2.1 Exception Behavior Extraction

Several prior works extract exception conditions by reconstructing paths that lead to thrown ex-

ceptions. Marcilio and Furia presented WIT, a tool that extracts the exception preconditions of

Java methods and constructors. WIT statically analyzes the paths in a method’s implementation

that lead to an exception being thrown [3]. WIT is different in that it seeks to identify exception

preconditions, i.e., an input configuration that triggers an exception. To do so, WIT builds paths

that end in explicit throws or exceptional calls, inlines callees when their source code is available,

and checks whether the resulting path condition is feasible. It uses bounded path exploration to

extract the full path of the condition without building it. For this purpose, it relies on an encoding

of paths limited to a core subset of Java features and library methods.

Marcilio and Furia evaluated WIT on the JDK and 46 Java projects. It reported 30,487 excep-

tion preconditions in 24,461 methods, and a manual analysis of a significant sample found that the

reported preconditions were correct [3].

WIT reports conditions that can lead a method to throw an exception. In contrast, we report a
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condition only when it acts as a precondition that users should satisfy before calling the method.

For example, an exception may happen only after the method has already changed state, or the

extracted formula may refer to internal state that users cannot directly test. We therefore use the

mutation boundary and testability analysis to decide what and how to report as a precondition. In

contrast to WIT, we aim to report only preconditions that users need to understand and validate

before they call the method.

Buse et al. developed a technique to generate exception documentation based on interprocedu-

ral exception propagation analysis with symbolic execution-like path reasoning [16]. Their evalu-

ation compared the generated documentation with more than 900 instances of existing exception

documentation in almost two million lines of code. They found that the generated output was at

least as good as the existing documentation 85% of the time and better 25% of the time [16].

The main connection to our research is that it statically extracts exception-related paths and turns

them into documentation, again without the focus on producing precondition descriptors testable

by client code.

Robillard and Murphy presented Jex, a static analysis tool that provides Java developers with

the exception types that may arise at program points and the handlers that are present [23]. Overall,

work on exception behavior extraction can be placed in the broader context of exception flow and

error-handling behavior analysis [24, 25, 26]. This work investigates exception-triggering paths,

propagation, and error-handling behavior in method implementations.
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2.2.2 Documentation and Test-Based Condition Recovery

Exception conditions can be used as documentation or as input for creating executable artifacts.

While Buse et al. use source analysis to produce documentation, related work on software testing

starts from documented conditions. Goffi et al. presented Toradocu, which transforms Javadoc de-

scriptions of exceptional behavior into test oracles using natural language processing and runtime

instrumentation [17]. The resulting oracles can be combined with a test-input generation tool to

create tests for exceptional behavior [17].

Nassif et al. presented DScribe, a template-based technique that jointly generates unit tests

and documentation fragments from one specification source [18]. The technique can detect and

replace outdated documentation, since the test and documentation are generated from the same

template [18]. These approaches show that the same behavioral fact can support documentation,

testing, or both. They differ from this thesis because they use existing documentation or templates,

whereas Prex extracts explicit precondition checks from method implementations.

Zhong et al. studied parameter constraints in Java libraries and where they appear, such as

in Javadoc or implementation code [11]. Their PaRu approach locates constraints described in

Javadoc and parameters associated with exception declarations or assertions, after which manual

inspection categorizes the candidate rules and maps documentation rules to code rules [11]. The

parameter rules are similar to preconditions, but may not have explicit guards in the code. This

work studies existing descriptions and associated source locations, whereas Prex extracts explicit

precondition checks from method implementations.
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2.3 Precondition Mining from Client-Side Patterns

Another line of work extracts preconditions and constraints from recurring guard patterns at API

call sites.

Ramanathan et al. statically infer preconditions that must hold when a procedure is called

using interprocedural, path-sensitive dataflow analysis and predicate mining [2]. The basic idea

of client-side mining is that if many call sites use the same guard before a call, that condition

may reflect a precondition of the target API [13]. Nguyen et al. later use consensus over a large

number of API usages to retain guard conditions that appear in the majority of usages and rank

the inferred preconditions by frequency [19]. Later work observes that usage-based methods can

produce stronger preconditions than intended, whereas implementation-based analysis can produce

weaker ones, and argues for integrating the two approaches [27].

Ramanathan et al. evaluated their approach on large open-source benchmarks and reported that

the derived specifications were precise and useful. Their implementation also discovered several

critical, previously undocumented preconditions in well-tested libraries [2]. Nguyen et al. ana-

lyzed almost 120 million lines of code to infer preconditions for Java Development Kit APIs. They

reported recall between 75-80% and precision between 82-84%, and found five preconditions miss-

ing from human-written specifications that a specification expert confirmed [13].

Client-side mining uses recurring usage as its evidence. In contrast, Prex recovers explicit

checks from method implementations and can operate when client usage data is limited.
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2.4 Contract and Invariant Inference

Other approaches infer properties that constrain the use of an API but are broader than one explicit

check. They include object protocols, static contracts and annotations, and dynamic invariants.

2.4.1 Object Protocol Analysis

An object protocol describes legal sequences of calls on an object. It can model an object’s concrete

state as a finite set of abstract states and specify the method calls that move an instance between

those states [20]. Consequently, the same method call can be valid in one abstract state and invalid

in another. Beckman et al. developed ProtocolFinder, a tool that identifies source-code locations

that may indicate such protocols [20]. In their study of several popular open-source Java programs,

7.2% of types were found to define protocols and 13% of classes acted as protocol clients [20].

ProtocolFinder is related to our work because it also uses source code patterns as evidence of

usage constraints in Java programs. A precondition can depend on the same state, but it describes

the requirement of one call rather than the sequence of calls that leads to that state. A report of

an explicit precondition check can therefore help a client decide whether to make a particular call,

without recovering the complete state-transition model of the object. Object protocols and method

preconditions thus describe related usage constraints at different levels: protocols describe the

history of interactions with an object, whereas this thesis extracts checks associated with individual

method calls.
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2.4.2 Static Contract and Annotation Inference

Flanagan et al. introduced Houdini, which infers candidate annotations with the modular static

checker ESC/Java [21, 28]. Houdini generates a large set of candidate annotations, then iteratively

runs ESC/Java to refute and remove candidates until a fixed point is reached. The authors report

that, on four test programs totaling 50,000 lines of code, the inferred annotations reduced false

alarms and the programmer time needed to find defects statically [21]. Even though Houdini is not

focused on preconditions, it provides a scalable way to run template-like filters to infer annotations.

Cousot et al. formalize contract precondition inference from intermittent assertions and in-

troduce abstract interpretation methods to infer both a static contract precondition and code that

checks it at runtime [22]. Static contract and annotation inference therefore seeks properties that

a checker can use to reason about a program without executing it. The inferred properties can ex-

press method requirements, but they are broader than the explicit method-entry checks considered

in this thesis.

2.4.3 Dynamic Invariant Inference

Dynamic inference systems such as Daikon observe values produced during program executions

and report likely invariants that hold at program points in the observed executions [14, 29]. These

invariants can be used in assertions, documentation, and formal specifications [14]. Daikon sup-

ports C, C++, Java, and Perl programs, and its inferred invariants have been used for tasks including

test-case generation, component-integration analysis, and theorem proving [14].
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Nimmer and Ernst evaluated Houdini and Daikon as annotation assistants for ESC/Java, ex-

amining how static and dynamic inference help programmers complete verification tasks [30].

Dynamic inference can suggest useful properties without requiring an explicit check in the source

code, but the reported properties depend on the executions available to the analysis. On the other

hand, Prex uses source-code checks as its evidence and reports only conditions associated with

explicit precondition checks before the mutation boundary.
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3
Approach

We developed Prex, a source code analysis tool to detect preconditions from the source code of

Java methods and produce guard expressions testable by client code.

3.1 Scope and Terminology

Generally speaking, a precondition is any predicate that must be true before a method is executed.

In principle, executing a method without respecting all of its preconditions leads to undefined

behavior. We refer to the execution of a method with one or more precondition violations as an

illegal execution. In practice, the result of an illegal execution is often a runtime error indicated

through Java’s exception-handling mechanism. Other possible results include silently incorrect

behavior and system crashes.

In the implementation of a method, a precondition can be either checked or unchecked. This
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3.1 Scope and Terminology

distinction does not relate to the type of exception raised, but rather to whether there is code explic-

itly checking that the precondition holds. A precondition is checked if the method’s implementation

includes an explicit validation of input arguments or object state that aborts the method execution

upon failure. In Java this check is typically implemented via a throw or assert statement. For ex-

ample, the first statement of many of the implementations of List#getFirst checks whether the list is

empty and explicitly throws an exception if it is. We refer to such code fragments as precondition

checks. We define a precondition check as a predicate on the input to a method that occurs before

the method has any side effect and that results in the execution of the method becoming disabled.

Here, a side effect is a change to state outside the method’s local variables[31, 32]. This includes

updates to object fields. We call the mutation boundary the first reachable control-flow node on

each path from the method entry point that is estimated to correspond to code with a side effect. For

direct state mutations, this node is the first write to an instance or static field. A precondition check

comprises two parts: a guard, which must hold for a valid call, and a violation signal, which is the

type of exception raised when the guard does not hold. A precondition can also be unchecked in

the sense that, although it is documented and/or its violation results in an exception being thrown,

it is not possible to unambiguously identify a dedicated check for it.

The guards in precondition checks can be further categorized as testable guards or untestable

guards. A testable guard can be evaluated by client code before calling the method. An untestable

guard depends on information that is inaccessible outside the class.

Finally, preconditions can be documented with various degrees of quality. Precise documenta-

tion includes both a testable guard and signal. Partial documentation includes only fragments of

19



3.2 Problem Formulation

information or untestable code. In many cases, only a @throws clause is provided in the Javadocs.

Finally, preconditions can, of course, remain undocumented.

Given the above terminology, we define the scope of our approach as a tool aimed at converting

precondition checks into precise documentation, i.e., Javadocs that include testable guards and the

violation signal.

3.2 Problem Formulation

We define the problem of precondition extraction as a function that takes as input a Java method

and produces a set of precondition descriptors. We model a precondition descriptor p as a tuple

pg, s, V q, where:

‚ g is the precondition guard, i.e., the boolean predicate that must be true to avoid invalidating

the method’s execution. In documentation, the guard is typically negated to describe the

condition under which the violation signal occurs.

‚ s is the violation signal, expressed as the fully-qualified type of the exception (or error)

thrown if the guard evaluates to false in an execution of the method. This element refers to a

subtype of Throwable.

‚ V records how client code can obtain the values used in g before the call. A parameter is

marked DIRECT if its value is directly accessible by the method caller, for example, through

public fields or the method’s input parameters. Other symbols map to equivalent public field

accesses or public query expressions when available, and to HIDDEN when no accessible
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3.3 Analysis Algorithm

equivalent is found.

Listing 3.1 shows the precondition descriptor extracted for method ArrayList#add of the Java

Development Kit (JDK, version 25). The field input identifies the input method, and the guard,

signal, and map correspond to elements g, s, V , respectively. The map shows that the public getter

method size() has been identified for symbol size and that symbol index refers to a parameter. The

field description combines the elements into a precise piece of documentation.

‘‘input’’ : ‘‘ArrayList#add(index, E)’’,

"guard" : "!(index > size || index < 0)",

"signal" : "IndexOutOfBoundsException",

"map" : {

"size" : "size()",

"index" : "DIRECT"

},

"description" : "@Throws IndexOutOfBoundsException if index > size() || index < 0",

"testability" : "TESTABLE",

Listing 3.1: Example precondition output produced by Prex. Package names of Java elements are

omitted for readability

3.3 Analysis Algorithm

Prex extracts precondition descriptors from a collection of Java source files. In principle, there is

no requirement for the input files to logically correspond to a single project. However, the input

collection is considered as a unit for the purpose of resolving dependencies, as described below.
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3.3 Analysis Algorithm

Henceforth, we refer to the input collection of files simply as a Java program.

The analysis begins by parsing the program source code into a collection of abstract syntax tree

(ASTs) using the JavaParser library.1 Algorithm 1 presents the overall strategy to extract precondi-

tion descriptors from the input program. In addition to a Java program, the analysis takes as input

a customizable catalog of common precondition-checking methods that are not part of the input

Java program (e.g., Objects#requireNonNull).

Before processing individual methods, the extractTypeHierarchy function performs a preliminary

pass over the ASTs of all compilation units to create a data structure that comprises all classes,

their fields and visibility, and inheritance relations between classes (Line 1). This global context

information is required to accurately resolve whether instance fields are accessible to client code.

The analysis then proceeds in a modular fashion by inspecting each method individually

(Line 4). Prex first identifies potential precondition candidates in the method (Line 6). At this

stage, a precondition candidate is either a recognized code pattern that results in an exception, or

any method call (which could result in a downstream precondition check). The function removeNon-

PreconditionFailures filters these candidates using the estimated mutation boundary of each method

and removes all non-precondition checks that lie beyond the boundary (Line 7).

For each candidate, we then inline any precondition check from downstream methods into the

calling method’s context, ensuring that the precondition is attributed to the method that exposes it.

As part of this propagation, the algorithm performs argument substitution so that the downstream

method’s local conditions are accurately expressed in terms of the calling method’s scope. Once

1https://javaparser.org/. We used version 3.27.1.
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Algorithm 1: Overall Analysis Strategy
Input: J : Java program as ASTs
Input: L: Precondition catalog
Output: P : Set of all precondition descriptors for J

1 T Ð extractTypeHierarchypJq;
2 P Ð H;
3 foreach method m P J do
4 C Ð H; // Potential Preconditions
5 Pm Ð H;
6 C Ð preconditionCandidatespm,T, Lq;
7 C Ð removeNonPreconditionFailurespCq;
8 end
9 foreach candidate c P C do

10 c1 Ð propagateDownstreamCheckspc, C, Lq;
11 if isPublicpdeclaringMethodpc1qq then
12 s Ð extractSignalpc1q;
13 g Ð extractGuardpc1q;
14 V Ð resolveVariableAccesspc1, T q;
15 p Ð pg, s, V q;
16 Pm Ð Pm Y tpu;
17 end
18 end
19 P Ð P Y Pm;

downstream methods are inlined, the candidate is considered a complete precondition check (c1,

Line 10).

In the final stage of the algorithm, we check if the precondition check’s declaring method is

public and, in the affirmative, we convert our internal representation of a precondition check into a

precondition descriptor (Lines 12-15) and add it to the output (Lines 16 and 19).
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3.4 Implementation Details

3.4 Implementation Details

Prex relies on several dedicated strategies to transform AST nodes into precondition descriptors

and classify their testability.

The precondition catalog (L) has two roles: identifying API methods that perform checks, such

as Objects#requireNonNull, and identifying public state-querying methods used in guards, such as

List#size. Every method listed in the catalog is assumed to have been manually verified as non-

mutating. Prex includes selected methods from java.util and java.lang and allows users to extend the

list with any method, including from project-specific code.

Recognized Patterns

In preconditionCandidates, we use three patterns to cover all explicit precondition checks that throw

exceptions using throw or assert statements. A precondition is either alway violated, or detected

through a conditional check or an assertion statement. We convert the precondition checking pro-

cess into three patterns: (1) unconditional throw, (2) assertion-based check, and (3) conditional

throw. Prex is capable of handling variations in expressions of these general patterns, including

early returns and preconditions raised in downstream method calls.

Unconditional Throw

This pattern corresponds to a throw statement in the direct path of the method entry that raises an

exception whenever the method is executed. This structure is typically used in abstract classes, or
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3.4 Implementation Details

for unsupported interface methods. For example, in Listing 3.2, the method set from AbstractList

always throws an UnsupportedOperationException. This pattern corresponds to a precondition that

can never be met.

public E set(int index, E element) {

throw new UnsupportedOperationException();

}

Listing 3.2: Unconditional throw in AbstractList

Assert-based Checks

The second recognized pattern is the assertion statement. Each assert statement evaluates a boolean

expression and throws an AssertionError if the condition is not satisfied (when assertion checking is

enabled).

Conditional Throw

This more general form of precondition check uses an if-throw pattern. Listing 3.3 shows an abstract

representation of this pattern. The preGuardExecution() and postGuardExecution() are respectively the

code that executes before and after the precondition check. The expression in the if statement is the

throw condition. Prex negates this condition when needed to produce the guard g required for a

valid call. The mutation boundary of preGuardExecution() will be discussed in the next section.

methodName(inputArgs) {

preGuardExecution();

if (throwCondition) {
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3.4 Implementation Details

throw Exception e;

}

postGuardExecution();

}

Listing 3.3: Abstraction of conditional throw pattern

If the pre-guard execution does not cross the mutation boundary, we consider the if-throw block

to represent a precondition. Prex then attempts to inline the elements used in the guard. The inlining

logic aims to report the most accessible method or field that can be used to test the precondition.

The depth of inlining is determined by the accessibility of the elements involved. For example, in

Listing 3.4, len uses the value of size(). Since size() is a public method without state mutation, the

tool replaces the access to len with a call to size() and negates the throw condition to recover the

testable guard size() != 0. In contrast, in Listing 3.5, the throw condition contains a private method

computeJ that is not accessible, so the tool inlines the helper methods logic to recover a testable

guard.

public synchronized E peek() {

int len = size();

if (len == 0)

throw new EmptyStackException();

return elementAt(len − 1);

}

Listing 3.4: Conditional throw pattern precondition from class Stack

public void getResult(int i) {
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if (computeJ(i) > 10) {

throw new IllegalArgumentException();

}

}

private int computeJ(int num) {

return num + 5;

}

Listing 3.5: Input validation

Prex supports variations in expressions of the conditional. In Listing 3.6, the exception is placed

in the else block. To extract the precondition, preconditionCandidates traverses the if-else branches

upward from the throw statement, logically negating conditions to recover the required state. In this

example, the extracted throw condition is

!(initialCapacity > 0) && initialCapacity != 0

which the tool simplifies and negates to produce the guard initialCapacity >= 0.

public ArrayList(int initialCapacity) {

if (initialCapacity > 0) {

this.elementData = new Object[initialCapacity];

} else if (initialCapacity == 0) {

this.elementData = EMPTY_ELEMENTDATA;

} else {

throw new IllegalArgumentException("Illegal Capacity: "+
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initialCapacity);

}

}

Listing 3.6: Cases where throw statement in the else block

The same traversal is applied to nested if statements and early returns. Starting from the throw

statement, Prex walks through the control flow and collects the conditions that must hold to reach

the violation signal. When a condition must be false to reach the signal, Prex negates the corre-

sponding condition before adding it to the recovered guard.

Mutation Boundary

A precondition must be evaluated before a method performs any externally observable state muta-

tion. We define the mutation boundary as the first reachable control-flow node on each path from

the method entry point that is estimated to correspond to code with a side effect.

Due to aliasing, abstraction, and polymorphism, it is practically impossible to determine pre-

cisely whether a statement has a side-effect or not. To ensure that our approach remains conser-

vative, our algorithm (removeNonPreconditionFailures) assumes that any statement has, by default,

a side effect, and reverses this decision only if it can be verified that the statement has no side

effect. To verify whether a statement is side-effect free, our analysis separately considers mutating

operators and method calls expressions.

If a statement involves one or more mutating operators, such as assignment, increment, or

decrement, Prex checks the target of the operation. Mutation operations applied to method-local
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3.4 Implementation Details

variables are allowed, but all others are considered to be mutating. For non-primitive local refer-

ences, the analysis also tracks name aliases introduced before the check, such as a local variable

assigned from a field. If the alias is later used to update the referenced object, the update is also

considered crossing the mutation boundary.

For statements involving method calls, Prex checks whether each call can be treated as non-

mutating before the guard. Calls in the precondition catalog are considered non-mutating by defi-

nition, as they must be manually validated as such. Calls to methods defined outside the analyzed

program and outside the precondition catalog are conservatively considered to be mutating. This

approach also covers unresolved calls that may perform file or network I/O which the analysis

does not separately model. For calls to methods within the analyzed program, we first determine

whether they are statically bound or not (i.e., calls to static, final, or private methods). If a method

is dynamically dispatched, we conservatively consider it to be mutating. If the method is statically

dispatched, we recursively traverse its body to determine whether we can consider it non-mutating

using the same procedure as described above. Finally, as a special case, if a call expression is to a

method of a non-final class defined in the analyzed program and that has a single implementation,

we analyze the single implementation instead of considering the method non-mutating, and issue a

warning in the tool’s output. During the development of the approach, we determined that exclud-

ing all dynamically dispatched calls was too conservative with respect to the mostly theoretical

possibility that an external class could be injected by a third party.
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Resolving Variable Access

The resolveVariableAccess function evaluates the extracted guard to construct the variable map-

ping V and determine the precondition’s testability. The function iterates through every variable

and method in the guard. If a variable corresponds to a method input argument, it is mapped as

DIRECT. Fields that are public or exposed via a getter method are mapped to their respective rep-

resentations, while internal fields lacking public accessibility are flagged as HIDDEN. A method

is considered a getter method for a field only if it is public, takes no parameters, does not cross

the mutation boundary, and directly returns a field from the same class. For example, the guard

for ArrayList#getFirst refers to the private field in size != 0. Mapping size to the getter method size()

produces the testable guard size() != 0. The default implementation in List#getFirst already uses the

public expression !this.isEmpty(), so its guard is directly testable.

3.5 Limitations and Exclusions

There are hypothetical cases of precondition checks that Prex intentionally excludes from analysis.

Silent failures are excluded, as the method does not throw an exception when a precondition is

violated, but instead silently fails or produces undefined behavior. It is difficult to statically detect

silent failures as there is no clear indication of failure. We also ignore exceptions handled in catch

blocks, since they represent internal error handling rather than checks before execution. We also

exclude predicates evaluated in loops because of the difficulty of precisely identifying the exact

conditions under which the precondition holds using only static analysis.
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3.5 Limitations and Exclusions

Besides these intentional exclusions, the tool has a few known limitations. The extractTypeHier-

archy function tracks arrays and collections as a whole, without tracking which element or nested

object is mutated. This may make guards that depend on such state harder to recover. The static

handling of downstream calls may miss checks that depend on dynamic dispatch or external code.

Lastly, our detection of the mutation boundary can be imprecise when the method contains com-

plex loops. To prevent false positives, we treat all loops before the precondition check as potentially

mutating. Read-only loops may therefore cause valid precondition checks to be discarded.
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4
Evaluation

We evaluated Prex through a benchmarking study and systematic comparison with a path-expansion

approach. We analyzed precondition descriptors extracted from methods in 46 Java projects from

the WIT dataset. The goal of our study was to provide a quantitative assessment of the estimated

operational performance of pattern-based precondition extraction. We investigated the following

questions:

‚ RQ1 (Precision): What proportion of preconditions reported by Prex are correct?

‚ RQ2 (Testability): What proportion of correct preconditions reported by Prex is testable by

client code?

‚ RQ3 (Comparison): How does a pattern-based approach compare to a systematic path ex-

pansion approach?

‚ RQ4 (Value): How does pattern-based precondition extraction complement existing docu-
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mentation?

4.1 Sampling Approach and Dataset

We draw conclusions from the application of Prex to a sample of Java methods. We had three main

requirements for our sampling approach. First, for the ecological validity of our results, methods

in the sample should constitute examples of production code developers could reasonably expect

to encounter in the wild. Second, to ensure the internal validity of our results, we aimed to sample

to an extent that would enable the detailed manual review of each precondition in its code context.

Finally, to ensure that our results were comparable to an alternative approach, we needed to draw

from an existing public dataset. Given these requirements, we leveraged the dataset of Marcilio

and Furia [3] and subsampled from it to reduce the scale to one that can be manually reviewed. We

refer to this dataset as the WIT dataset, from the name of the corresponding tool.

The dataset comprises preconditions inferred from methods sampled from two sources: (1)

classes from five modules of the Java Development Kit (JDK) version 11, and (2) classes from

46 open source Java projects (OSS). The paper reports two kinds of extracted exception precondi-

tions: expres, whose feasibility is fully checked, and maybes, which are reported without the same

guarantee. We used the 46 OSS project portion of the WIT dataset and excluded the JDK modules

because we had used JDK classes as input data to develop the approach. The 46 OSS projects of the

WIT dataset thus constitute unseen data for the purpose of our evaluation. Henceforth, references

to the WIT dataset are to the OSS portion of the dataset. Excluding the JDK classes, we collected

53 222 precondition descriptors from the reports in the WIT replication package.
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Table 4.1: Evaluation Dataset

Approach Output Sample Projects Classes

Prex 18 412 150 31 145

WIT 53 222 150 31 144

To produce our sample, we applied Prex to all Java methods in the WIT dataset. This opera-

tion produced 18 412 precondition descriptors, or only about 35% of the amount yielded by WIT.

From this list, we randomly sampled 150 precondition reports. These reports cover 31 projects,

145 classes, and 150 distinct method ˆ exception entries. WIT reports a condition for 87 of these

entries. We then randomly sampled another 150 precondition descriptors from WIT’s 53,222 re-

sults. These reports cover 31 projects, 144 classes, and 150 distinct method ˆ exception entries.

Table 4.1 summarizes our evaluation dataset. The full entries for both samples are available in

Appendix A.

The two main parameters in this sampling approach are (1) the decision to sample per pre-

condition descriptor as opposed to per method, and (2) the decision to sample 150 precondition

descriptors per approach. The justification for our choice of precondition descriptor as the unit

of analysis is simply that in operational conditions these are the data items developers would be

inspecting. The justification for our selection of 150 items per approach is that we budgeted 25

hours for the focused manual review of results (300 items ˆ an estimated average of five minutes

per item).

The Appendix A contains the two manually reviewed 150-report samples, and the manual
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labeling conducted to map the two samples.

4.2 RQ1: Precision of Prex

We first investigated RQ1: What proportion of preconditions reported by Prex are correct?

Method We manually inspected each of the 150 preconditions reported by Prex in detail. We

checked each reported precondition against the implementation from which it was extracted, trac-

ing through downstream method calls when needed. We identified a precondition report as correct

only if it satisfies the following requirements: (1) There is a path through the control flow of a

method leading to a throw statement (called an exception path); (2) the exception path does not

cross the mutation boundary; (3) the reported guard preserves the condition required by the source

check, and (4) the variables and expressions in the reported guard refer to valid program entities:

method inputs, instance variables accessible to the method, or expressions over them.

Results

In the Prex sample, 149 of the 150 reported conditions are correct. This observation corresponds

to a sampled precision of 99.3%, with a Wilson binomial confidence interval of r96.3%, 99.9%s at

the 95% level. The one incorrect report was due to a missing corner case in our implementation.

The precondition is in a getter method, and Prex transforms the access to a private field into a call

to the method containing the precondition, which creates a circular dependency.
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Answer to RQ1 (Precision): 149 of the 150 preconditions reported by Prex and randomly-

sampled for inspection were correct. The single incorrect result was due to an implementation

oversight, as opposed to an inherent limitation of the approach.

4.3 RQ2: Testability

Our answer to RQ1 validated that pattern-based precondition inference, as implemented through

Prex, identifies preconditions with almost no false positives. The question is then, can we use these

reports for software development? We thus sought to answer: RQ2: What proportion of correct

preconditions reported by Prex is testable by client code?

Method As part of our systematic review of the results (see Section 4.2), we also manually

assessed to what extent the reported precondition was testable. A tool condition is testable if every

element (variable or method) needed to evaluate the reported precondition is accessible to client

code outside the package. If a precondition check in source code uses hidden state, Prex attempts to

recover a public query method for the same state as described in Section 3.3. When such a method

is found, Prex can report a testable condition. If no expression visible to client code is available, the

descriptor remains untestable. For convenience to developers and for the purpose of the research,

Prex automatically reports whether the reported precondition descriptor is testable.

Results Among the 149 correct reports, 125 are testable by client code. In 113 cases, the source

condition is already testable and Prex preserves that testability. In 12 cases, the condition relies on

hidden state, but Prex recovers a public expression for the same state. The remaining 24 correct
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reports depend on inaccessible state and remain untestable.

Answer to RQ2 (Testability): Among the 149 correct reports, 125 are testable by users. Prex

preserves testability in 113 reports whose source condition is already testable and recovers a

testable form in 12 reports whose source condition is inaccessible.

4.4 RQ3: Comparison

We manually reviewed the 150 reports in the WIT sample and compared the results with those from

the Prex sample. The analysis answers RQ3: How does a pattern-based approach compare to a

systematic path expansion approach?

Method The samples were drawn independently from the output of each tool. We used the same

systematic review process as described in Sections 4.2 and 4.3, including the same definitions of

correctness and testability. WIT targets the broader concept of exception behavior, so a report clas-

sified as incorrect under our criteria may still correctly describe an exception-triggering condition.

The comparison therefore measures the quality of reports that a user may encounter in each output.

Results In the WIT sample, only 57 of the 150 precondition descriptors are correct according to

our precondition definition. Most incorrect descriptors are due to mutation boundary violations: the

exception-raising statement can be reached after the method has crossed a conservatively-estimated

mutation boundary, so the condition is arguably not a clear precondition. Table 4.2 presents the two

independent samples side by side.
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Table 4.2: Precision comparison on independent samples from each tool.

Sample Correct Incorrect Precision 95% CI

Prex 149 1 99.3% [96.3, 99.9]%

WIT 57 93 38.0% [30.6, 46.0]%

The comparison with WIT clearly shows the impact of considering the mutation boundary

when extracting preconditions. Among the 93 WIT reports that do not satisfy our precondition

definition, 69 describe exception paths that cross the mutation boundary. Prex does not report a

condition for any of these 69 entries. The mutation boundary therefore removes many exception

paths that are valid descriptions of exceptional behavior but are not method-entry preconditions

under our definition.

The difference is also visible in the form of the reported guard condition. WIT may inline the

code of downstream methods and expose an internal value even when the source condition is al-

ready expressed through a public getter. For example, in JavaBeanDescriptor#getPrimitiveProperty(),

the source check uses isPrimitiveType(), which is a public method of the same class. Prex reports

the condition as !(isPrimitiveType()). WIT reports type != 6, exposing the internal encoding used

by the downstream method instead of the public method accessible to client code. Another case

where WIT fails relates to inlining the behavior of lower level library methods. For example, in

BitmapCharacterSet#setStyle(int), the source guard checks the size of the receiver’s characters collec-

tion. WIT reports the condition as size > 1, which drops the receiver object expression and retains

an unbound variable size. In contrast, Prex reports characters.size() > 1, preserving the value used
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by the source.

In terms of overlap, Prex reports a condition for 40 of the 57 correct entries in the WIT sample,

and all 40 Prex reports are correct. The 17 correct WIT reports not covered by Prex (i.e., the

false negatives) are all explained by our conservative design decisions to (1) only analyze the

input program (excluding dependencies), and (2) assume methods have side effects by default.

Specifically, some precondition candidates were eliminated because they call methods outside the

analyzed program and outside the precondition catalog. In the other cases, dynamically-bound

methods were conservatively discarded but the manual inspection shows that potential bindings

did not result in state mutation. In the Prex sample, WIT reports a condition for 87 entries. All

87 Prex reports are correct, while 82 of the corresponding WIT reports are also correct under our

definition. The remaining five WIT reports do not preserve a correct precondition due to variables

that are not in scope at the method entry point.

Answer to RQ3 (Comparison): A total of 93 out of 150 (62%) exception paths reported by

the WIT path-expansion approach do not describe likely preconditions because they occur after

the method may have mutated the state of the running program and/or involve symbols that are

not in scope at the method entry point. Comparison with WIT identified 17 false negatives out

of (150 + 17 = 167) precondition reports, all of which are due to conservative assumptions in

the design of Prex.
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4.5 RQ4: Value

Finally, we sought to better understand the value proposition of our proposed approach. We thus

investigated RQ4: How does pattern-based precondition extraction complement existing doc-

umentation?

Method To evaluate how Prex complements documentation, we examined whether the precon-

ditions reported by Prex are documented and how much source code analysis is needed to recover

them manually. For each method in the Prex sample, the first author reviewed its documentation

and implementation. We labeled documentation based on the relevant @throws entry and its de-

scription. We separately labeled recovery effort based on the control flow and downstream calls

that must be followed to recover the guard from the implementation. Table 4.3 defines both di-

mensions. NONE corresponds to undocumented preconditions, UNEXPLAINED and UNSTRUCTURED to

fragmentary or unstructured documentation, and PRECISE to precise documentation. The quantita-

tive results include only the 149 correct Prex reports.

Results Table 4.4 reports documentation quality and source recovery effort for the 149 correct

Prex reports. These labels measure orthogonal dimensions. A precondition can be undocumented

but easy to recover if it appears as a direct if statement followed by throw, or a downstream validation

method. A documented exception can still be hard to understand if the source condition is spread

across downstream method calls or control flow.

The documentation categorization shows evidence of poor documentation quality. In 122 of the

149 correct Prex reports, the relevant exception or condition is not even documented. In another 17
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Table 4.3: Coding Guide for Precondition Documentation

Code Description Example

Dimension: Documentation (ordinal scale)

NONE The relevant exception or precondition is
not documented.

No relevant @throws entry.

UNEXPLAINED The exception is documented, but the
condition is not explained.

@throws IllegalArgumentException

UNSTRUCTURED The condition is described in natural lan-
guage without identifying the exact pro-
gram values and relations.

@throws IllegalArgumentException if the
list is empty.

PRECISE The documentation identifies the relevant
program value and the relation that causes
the exception.

@throws IllegalArgumentException if in-
dex < 0.

Dimension: Recovery Effort (ordinal scale)

DIRECT The guard appears directly in the method
or in a dedicated validation call.

assert input != null;

INTERMEDIATE Recovering the guard requires a sim-
ple substitution, calculation, or helper
lookup.

int i = input * 2; assert i > 5;

COMPLEX Recovering the guard requires combining
branches or following nested helper logic.

if (conditionA)...else if (conditionB)...else
{throw Exception}

cases, there is only partial documentation: six cases are UNEXPLAINED, and 11 cases are UNSTRUC-

TURED. Only 10 preconditions have corresponding documentation that names the relevant state and
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4.5 RQ4: Value

Table 4.4: Documentation quality and source recovery effort among correct Prex reports.

Documentation NONE UNEXPLAINED UNSTRUCTURED PRECISE

Reports 122 6 11 10

Recovery effort DIRECT INTERMEDIATE COMPLEX

Reports 108 21 20

the triggering relation. Overall, 139 of the 149 correct reports are missing precise documentation.

The categorization of manual recovery effort shows that many preconditions can be retrieved

directly via inspection, but not all of them are easy for users to recover. The 108 DIRECT cases

include direct null checks, simple input checks, assertions, and validation helper methods. The

21 INTERMEDIATE cases require simple code inlining, substitution, or local calculations. The 20

COMPLEX cases require significantly more effort to extract. Some guards appear only after recon-

structing nested if/else–if/else branches, where the exception-throwing branch is reached only after

combining earlier branch conditions. Other guards are hidden inside helper methods that also per-

form setup, input normalization, or queries of the object state. A method call may look like normal

setup code, but the callee may perform an additional precondition check before returning. In such

cases, a user has to follow the call, mentally inline the relevant guard, and convert it back into input

from the client code.
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4.5 RQ4: Value

Answer to RQ4 (Value) Our sample provides evidence of 122 cases of undocumented and

17 cases of partially-documented preconditions out of 150 inspected. Manually recovering the

precondition can require challenging code inspection and reasoning in at least 20 cases.

43



5
Discussion

This chapter discusses the implications of the four research questions, the tradeoffs of the evalu-

ation design, and the directions for future work. Each research question is restated with its main

result before considering its meaning for precondition inference and use.

5.1 RQ1: Precision of Prex Precondition Reports

RQ1 asks whether a precondition report from Prex accurately represents an explicit check in the

source code. We reviewed 150 sampled reports by tracing each condition to the relevant excep-

tion path and checking that it occurs before the method changes program state. Of these reports,

149 were correct. The remaining report was caused by an implementation self-reference in the

prototype.

The answer to RQ1 validates our assumption that pattern-based precondition extraction can
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5.2 RQ2: Client Testability of Extracted Preconditions

produce precise output by targeting code patterns that align with developer intent to check precon-

ditions in method implementations. However, the inherent trade-off for a high-precision solution

is the potential presence of false negatives (i.e., missed preconditions). We do not measure recall

as part of RQ1. Recall would measure the proportion of all explicit preconditions in the studied

methods that Prex reports, which requires a ground truth of all such preconditions. Nevertheless,

comparison with a path expansion approach (see Section 4.4) confirmed that Prex did not miss any

case identified through this alternative.

5.2 RQ2: Client Testability of Extracted Preconditions

RQ2 asks what proportion of correct preconditions reported by Prex can be tested by client code.

A condition is testable when client code can evaluate it before calling the method. Among the 149

correct reports, 125 are testable by client code. Among the testable preconditions, 113 were already

expressed using accessible values and 12 became testable after Prex recovered a public expression

for hidden state.

Correctness and testability describe different properties of a report. A condition can preserve

the required condition from the source check but still depend on state that users cannot observe

before calling the method. Most correct Prex reports preserve a condition that is already expressed

using inputs or public state. The 12 recovered cases show the additional value of variable mapping:

the source check uses hidden state, but a public query method provides an equivalent expression

that users can test. In the remaining 24 cases, no testable mapping was found, suggesting that these

preconditions cannot be easily leveraged for design by contract. This observation motivates im-
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5.3 RQ3: Comparison with WIT’s Path-Expansion Analysis

provements in development practices, whereby precondition checks are expressed in terms of code

that can be evaluated outside the method. By automatically identifying the testability of precondi-

tion checks, Prex supports efforts to improve code to make it more suitable for design by contract

practices.

5.3 RQ3: Comparison with WIT’s Path-Expansion Analysis

For RQ3, we compare Prex with WIT, which uses path expansion to report conditions under which

exceptions can occur. We manually reviewed independent random samples of 150 reports from

each tool using the same definition of a method precondition. Under this definition, 149 of the

150 Prex reports and 57 of the 150 WIT reports met the precondition criteria and are considered

correct.

WIT reports feasible conditions that trigger exceptions, including conditions reached after the

method has started executing. Prex reports explicit checks that act as obligations on the user before

execution. The difference in output size follows from the different focus of each approach. First,

the mutation boundary removes exception paths that occur after state changes, including the 69

cases identified in the WIT sample. Second, Prex follows checks within the analyzed program and

methods listed in its precondition catalog, but does not expand exception behavior from other Java

base-library methods. WIT follows such lower-level behavior when constructing exception paths.

The smaller output therefore reflects a more targeted analysis scope of Prex, rather than a direct

measure of recall. The answer to RQ3 thus illustrates how pattern-based precondition extraction

is a solution that offers near-perfect precision at the cost of some false negatives in the presence
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5.4 RQ4: Complementing Precondition Documentation

of precondition checks with complex logic or delegation to dynamically-bound and/or externally-

implemented methods.

5.4 RQ4: Complementing Precondition Documentation

Among the 149 correct reports, 122 of the preconditions are not documented and 17 are partially

documented.

RQ4 asks how pattern-based precondition extraction complements existing documentation. We

compared each of the 149 correct reports with the relevant method documentation and recorded the

effort needed to recover the condition manually from the source code. 122 of these reports were

undocumented, 17 were only partially documented, and 10 were documented precisely. In 20 of

the 149 cases, the preconditions require complex source inspection if users attempt to recover them

manually.

The documentation gap is not limited to preconditions that are difficult to express. Many direct

checks are also undocumented, even though their conditions are already present in a form close to

what could be shown to users. This suggests that precondition checks and method documentation

may be maintained as separate concerns. When checks are placed in helper methods or spread

across the control flow, keeping the documentation complete becomes challenging. Prex can help

connect documentation and code relating to precondition checks. Its descriptors bind the violation

signal to the extracted guard and its source check, and express the condition using values avail-

able at the method boundary when possible. For direct checks, this information can be collected

without requiring users to inspect the implementation. For checks obscured by local calculations,
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5.5 Tradeoffs and Threats to Validity

branches, or helper methods, the analysis performs the substitutions needed to recover the condi-

tion. These descriptors can therefore provide a basis for completing or checking documentation

when the source and its documentation have become inconsistent.

5.5 Tradeoffs and Threats to Validity

The evaluation combined automated analysis of 46 open-source Java projects with detailed manual

review of two independent samples of 150 reports. This design provides direct evidence about

correctness, testability, documentation quality, and the comparison with WIT, but it also introduces

limits related to the sample scope and the manual classifications.

5.5.1 Sampling Scope

Our experimental design is centered around a detailed expert inspection of a small sample of results

as opposed to a quantitative analysis of large amounts of unvalidated data. This trade-off provides

us high confidence that the data items we report on are meaningful, but at the cost that we have

not verified how the approach operates on all possible input scenarios in our sampling frame of 46

open-source projects.

5.5.2 Manual Classification

One potential threat to the internal validity comes from the manual labeling required by various

components of the evaluation, including correctness, testability, documentation, and recovery ef-

fort associated with precondition descriptors. We design our classification schemes to minimize
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5.6 Future Work

subjective judgement, but there remains the possibility of human error in any manual inspection

process. However, given that each precondition report in the set of 300 had to be reviewed multiple

times under different perspectives as part of the research, we estimate the risk of error to be very

low and we include our raw data for independent verification. We did not conduct an inter-rater

agreement evaluation on the classification because of the high level of effort and expertise involved.

In our case, an inter-rater agreement metric would be more indicative of reviewer motivation and

focus during the task than inherent subjectivity in the classification scheme.

5.6 Future Work

Prex reports explicit checks that it can trace in source code before a possible state change. This

design supports high precision, but it can exclude checks that depend on loops, collections, or calls

with unresolved side effects. The evaluation also showed that the resulting descriptors can expose

undocumented requirements. We may help developers add this missing information to method

documentation in the future.

5.6.1 Increasing Analysis Coverage

Future work can improve the analysis of collections, loops, and dynamic dispatch to improve re-

call while preserving the precision of the reported conditions. Extending the default precondition

catalog with common library methods and identifying side-effect-free query methods could re-

cover some of these cases. The analysis could also extend support to collections and loops, where

a precondition may be evaluated for each element rather than through a single guard at the method
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5.6 Future Work

entry point. For dynamically-bound calls, a future direction is to summarize all known implemen-

tations and determine when a call does not cross the mutation boundary. These extensions should

be evaluated against the current precision criterion, since increasing coverage must not turn general

exception paths into reported preconditions.

5.6.2 Using Extracted Preconditions in Development

Another direction is to use Prex to migrate precondition checks into assert statements, or to inject

checks in client code, thus helping developers validate preconditions before a method call. The

descriptor produced by Prex already connects a guard, a violation signal, and the source location

of the check. For a testable precondition, these elements could support a candidate @throws entry,

a client-side assertion, or a unit-test oracle. For an untestable precondition, the report could instead

direct developers to the hidden state that prevents client validation. A study of this workflow could

examine whether the reports help developers document preconditions, find inconsistencies between

code and documentation, or revise interfaces whose preconditions cannot be tested by clients.
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6
Conclusion

We presented Prex, a static analysis approach for extracting explicit precondition checks from

recognized patterns in Java source code. Each precondition descriptor returned by Prex records

the guard required for a valid call and the violation signal. To the extent possible, the guard ex-

pression is transformed into an expression that can be called by client code to check whether

the precondition holds. A key aspect of our approach is the computation of a mutation boundary

within methods. With this mutation boundary identified, we limit the analysis to checks that occur

before the method changes program state. This important functionality allows us to distinguish

likely preconditions from general exception-causing paths through the code, reported by previous

approaches.

Our evaluation shows that pattern-based extraction can recover explicit preconditions with high

precision. A total of 149 of the 150 sampled reports from our current prototype of Prex were cor-
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Conclusion

rect. For several preconditions originally expressed in terms of hidden state, our approach was able

to recover the equivalent publicly-testable checks. The remaining untestable conditions revealed

contract design issues in which client code must satisfy a precondition without access to the rele-

vant state information. The comparison with an existing path expansion approach also confirmed

that our novel approach produces higher precision and more useful results, at the cost of some

potential false negatives caused by a conservative approach to estimating state mutation. Finally,

inspection of the documentation of sampled methods showed that the preconditions we extract

were seldomly documented at the same level of detail as the code checks. Manually recovering

these preconditions is nontrivial, especially when the recovery requires inspecting nested method

calls.

Prex shows that explicit precondition checks contain contract information that is often missing

from documentation or hard to understand. Its output can support documentation and can also

identify untestable preconditions that may require changes to the method implementation.
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A
Evaluation Samples

This appendix presents the two 150-report evaluation samples used in Chapter 4.

A.1 Prex Evaluation Sample
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