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ABSTRACT
Exceptionhandlingmechanismsare intendedto help developers
build robustsystems.Althoughanexceptionhandlingmechanism
providesa basisfor structuringsourcecodedealingwith unusual
situations,little informationis availableto helpguidea developer
in theappropriateapplicationof themechanism.In ourexperience,
this lackof guidanceleadsto complex exceptionstructures.In this
paper, we reflect upon our experiencesusing the Java exception
handlingmechanism.Basedon theseexperiences,we discusstwo
issueswe believe underliethedifficultiesencountered:exceptions
area global designproblem,andexceptionsourcesareoften dif-
ficult to predict in advance. We thendescribea designapproach,
basedon work by Litke for Ada programs,which we have usedto
simplify exceptionstructurein existingJava programs.

Categoriesand SubjectDescriptors
D.1.5[ProgrammingTechniques]: Object-orientedProgramming—
Java,exceptionhandling; D.2.2 [Software Engineering]: Design
ToolsandTechniques

GeneralTerms
DESIGN,EXPERIMENTATION

Keywords
Exceptionhandling,errorhandling,exceptionstructuredesign,soft-
warecompartments

1. INTRODUCTION

For programsto be reliable and fault tolerant, each
programmodulemustbedefinedto behavereasonably
undera wide variety of circumstances.An exception
handlingmechanismsupportstheconstructionof such
modules.[8, p.546]
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Mostmodernprogramminglanguages,includingobject-oriented
languagessuchas C++ [13] and Java [6], provide an exception
handlingmechanism.Syntactically, thesemechanismsprovide a
meansto explicitly raiseanexceptionalcondition,anda meansof
expressinga block of codeto handleoneor moreexceptionalcon-
ditions. As describedby Liskov andSnyder above, the intent of
thesemechanismsis to make it easierto reasonaboutandbuild
robustsoftwaresystems.

Althoughanexceptionhandlingmechanismprovidesa basisfor
structuringsourcecodethatdealswith unusualsituations,little in-
formation is available to help guide a software developer in the
appropriateapplicationof the mechanism.In our experience,this
lack of informationabouthow to designandimplementwith ex-
ceptionsleadsto complex andspaghetti-like exceptionstructures.
Evenwhenwesetoutto carefullydesignandimplementtheexcep-
tion handlingcodein oneof our programs,we still endedup in the
samepredicament.Speakingwith otherJava developersandana-
lyzing otherJavasourcecode[11], wehavefoundthatthesituation
is far from uncommon.

In this paper, we reflectuponour experiencestrying to build a
robustprogramanalysistool in Javawith a“good” exceptionstruc-
ture(Section2). We describewhereandwhenwe madetrade-offs
that eventually led to an overly complex exceptionstructure. We
thendiscussthe two issueswe believe underliethedifficulties we
encountered(Section3). Thefirst issueis thatexceptionhandling
is a global designproblem,making it difficult to decomposethe
problemto handlecomplexity. Thesecondissueis that it is often
extremelydifficult to predictthesourcesof exceptionsin advance,
complicatingthedesignandimplementationof exceptionstructure.

We believe thatthedifficultieswe encounteredcanbemitigated
throughthedevelopmentanduseof betterdesignmethodsfor ex-
ceptions.To provide anexampleof how designmethodscanhelp,
we describean approachwe have usedto simplify the exception
structurein existing systems(Section4). This approachis based
onaproposedmethodfor designingfault-tolerantAdasystems[9].
We discusstheoutcomeof applyingthis approachto threediffer-
entJavasystems(Section4 and5) andanalyzeits costsandbenefits
(Section6). We alsocomparethework presentedin this paperto
previousefforts (Section7).

By describingthedifficultieswehaveencounteredworkingwith
exceptionsandamethodwehaveusedto addressthesedifficulties,
this papermakes two contributions. First, it identifiessomerea-
sonswhy andhow exceptionstructurebecomescomplex. Second,
it demonstrateshow a straightforwardapproachto exceptionstruc-
ture designand implementationcansimplify exceptionstructure,
improving therobustnessandchangeabilityof theprogram.



2. DESIGNING WITH EXCEPTIONS
To illustratethe difficulty of designingandimplementinga ro-

bustsystemwith exceptions,wedescribethecaseof theJex excep-
tion analysistool [11]. Jex is a staticanalysistool thatdetermines
exceptionflow informationin Java programs.Specifically, Jex de-
terminesthe list of exceptionsthatcanberaisedat every program
point andpresentsthis informationin thecontext of theexception
handlingstructureof theprogram.

Type System

Controller

ASTParser

Jex Loader

Figure1: The Ar chitectureof Jex

Jex consistsof fivecomponents(Figure1)comprising136classes
andapproximately22kLOC.1 Eachcomponentconsistsof a setof
highly relatedclassesthat areaccessedthrougha restrictedinter-
face.Thearrows in thefigurerepresentcallsbetweenthecompo-
nents.

From the start, we wantedJex to be robust and not to fail in
unanticipatedways. To achieve this goal,we choseto build upon
theexceptionhandlingmechanismsupportedby Java,thelanguage
usedto implementJex. Specifically, weuseda two-level approach.
At thefirst level, thecomponent-level, we designeda restrictedset
of general,high-level, exceptionsfor eachcomponent.A compo-
nentwasto explicitly signalonly this limited setof exceptions.By
limiting theexceptionsthatcouldberaised,we hopedto limit the
numberandcomplexity of handlersfor thoseexceptionsin clients
to a manageablelevel. Table1 shows the initial specificationfor
the exceptionsraisedat the componentlevel; eachwaschosento
representa failurethatwasmeaningfulfrom anarchitecturalview-
point. Our intentwasto make reasoningabouttheexceptionflow
a manageabletaskandto limit thenumberof unanticipatedexcep-
tionsthatcouldcrosscomponentboundariesandcausethesystem
to crash.

Having a specificationof the exceptionswhich can propagate
from acomponentwasalsointendedto simplify thedesignof intra-
componentexceptionhandling,the secondlevel. Specifically, for
eachintra-componentexception,adecisionhadto bemadewhether
to handlethe exception locally, or to re-mapthe exception to a
component-level exceptionandpropagateit. To make theoptionof
re-mappingfeasible,we tried to namethecomponent-level excep-
tionsusingtermsgeneralenoughthat intra-componentexceptions
couldbe meaningfullyre-mapped.The ideawasto beableto fo-
cusindependentlyon intra-componentor component-level excep-
tions,dependingon whetherwe wereimplementingor integrating
components.Specifyingthecomponentexceptioninterfacesearly
supportedthis focus.

After producinganarchitecturaldesignwith detailedinterfaces,
the Jex developmentproceededincrementally. The components
weredevelopedin a roughly bottom-uporder: Type System,Jex
Loader, Parser, AST, andController.
�
ThekLOC figuresin this paperincludegeneratedcodeandcom-

ments.

Table 1: Component-level exceptionspecification
ComponentName ExceptionsRaised
Controller None
TypeSystem TypeException

ParseExceptionJex Loader
IOException
AnalysisExceptionAST
ExceptionGenerationException

Parser ParseException

2.1 CreepingExceptionComplexity
EvenbeforetheJex tool wascomplete,we realizedthat theex-

ceptionstructurewasgainingrapidly in complexity. This increase
in complexity occurreddespitethefactthatthestructureof thecode
handlingnormalconditionsremainedstraightforward.Our“lossof
control” of theexceptionstructurewasdueto thefollowing causes.

Ambiguousexceptionsemantics. As mentionedabove, in our
designapproach,intra-componentexceptionscouldbe re-mapped
to the smallersetof exceptionsthat might be raisedby a compo-
nent.In practice,this led to problemsinterpretingthemeaningof a
component-level exception.Considerthe following example.The
implementationof theTypeSystemcomponentre-mappedtheex-
ceptionsthatcouldoccurin classescontributingto theTypeSystem
to the genericTypeException. In most cases,this re-mapping
wasappropriatebecausetheprecisemeaningof theerrorsraisedin
thecomponentdidnotenableclientsto varyor improvetheirrecov-
ery code.However, in onecase,there-mappingapproachled to a
TypeException representingeithersomeI/O problemsrelatedto
initializing thetypesystemcomponent,or lookupproblemsrelated
to usingthecomponent.Treatingtheseexceptionsthesamemade
it difficult to write usefulhandlers;for instance,it wasdifficult to
write a handlerto inform the userthat their environmentwasnot
setupproperly. To enablethis separatetreatment,we modifiedthe
interfaceof the Type Systemcomponentto propagateIOExcep-
tion. Unfortunately, this changeled the explicitly raisedType-
Exception andthe propagatedIOException to carry the same
semanticsduringtheinitializationof theTypeSystem.In thiscase,
thehandlingof bothtypesof exceptionswasidentical.Clearly, this
situationmadeit confusinganddifficult for a client to determine
whenthesemanticsof theexceptionswerethesameandwhenthey
differed.

Distinguishingexceptionswith exceptionvalues. To enablecli-
entsto distinguishthespecificreasona particularcomponent-level
exceptionwasraised,wesometimesusedinformationstoredin the
exceptionobject—thevalueof theexception.This situationarose,
for instance,in the client of the Jex Loadercomponent.The Jex
Loaderparsesfilescontaininginformationaboutexceptionflow for
all methodsof aclass.As describedin Table1, only two exceptions
wereto escapetheJex Loader: anIOException if thefile could
not be opened,and a ParseException if the file could not be
parsedcorrectly. Whenthesystemwasimplemented,it wasdeter-
minedthat the situationin which a file doesnot containinforma-
tion requestedabouta methodbesignaledasaParseException.
However, whenwe integratedthe Jex Loaderwith its client, the
AST, we realizedthatthedifferencebetweena parsingerroranda
unfulfilled requestfor methodinformationshouldbe distinct. To
differentiatebetweenthetwo situations,wesetthevalueof theex-
ceptiondifferently in eachcase.Althoughthis allowedusto write
handlersto dealwith eachcaseseparately, we found that the ap-
proachcomplicatedboth the writing of handlers,andthe mainte-
nanceof the exceptionstructure.The problemis that it is almost



impossibleto tracewhich programentitiesareallowedto createor
modify theexceptionvalue.

Confusionovertheuseofsystem-definedexceptions.Undersome
conditions,suchaswhena documentationfile couldnot befound,
theJex Loaderraiseda system-definedIOException. An IOEx-
ception could also be raisedby the methodsof the Java API
classeswhensomelow-level I/O problemsoccurred.As a result,
IOException endedup being more pervasive thanmostuser-
definedexceptions.It wasdifficult for theclient of theJex Loader,
the AST, to handlethe exceptionbecausethe causecould be so
varied.

Unboundedunchecked exceptions. In Java, exceptionscan be
eitherchecked or unchecked (runtime). Checked exceptionsmust
be declaredin the headerof all methodswhich propagatethem;
unchecked exceptionsneednot be declared.User-definedexcep-
tionsaretypically checked exceptionsbecausethey correspondto
conditionswhich developersfind usefulto signalasa specificpo-
tential causeof exiting a method.Enablingthecompilerto check
suchexceptionsmakesclientsawareof thesespecificexit condi-
tions. Although checked exceptionshave many benefits,they can
alsobeexpensive to implement.For instance,it would have been
desirableto declaretheAST’sAnalysisException andExcep-
tionGenerationException2 aschecked exceptions. However,
sincetheAST componentis implementedasahierarchyof roughly
100differentclasses,andsincetheproblemscorrespondingto the
two exceptionscanariseanywherein the AST, exceptionscould
potentiallypropagatethroughmostof themethodsof mostof the
classes.If we haddefinedtheseexceptionsascheckedexceptions,
we would have had to declarethem in approximatelytwo to ten
methodsin eachof 100 classes.An engineeringdecisionhad to
be made:declaringthe exceptionsaschecked exceptionswasnot
deemedcost-effective and the two exceptionsweredefinedto be
unchecked. This decisionhadtwo main consequences.First, be-
causethey areunchecked,extra careandinspectionwasneededto
identify thepropagationpathsof theexceptionssothat they could
be handledeffectively. Second,to limit the numberof different
uncheckedexceptionsflowing in theAST andtherebysimplify the
exceptionstructure,someotherexceptionswererecasteitherasan
AnalysisException or anExceptionGenerationException,
leadingto ambiguity.

Many of the the low-level exceptionsin Java, suchasArray-
IndexOutOfBounds, arealsouncheckedexceptions.Becausethey
areunchecked, theselow-level exceptions,which typically repre-
senta problemwith the implementationof a component,tend to
propagateout of thecomponentthroughmostof the call chainto
the entry point of the application. Sincetheseexceptionsareso
general,it wasimpossibleto provide handlersat theentrypoint to
performany recovery or to provide any usefulerrormessage.All
we could do is simply catchall unchecked exceptionsat the pro-
gramentrypoint to avoid crashingtheprogram.

3. DIFFICUL TIES IN EXCEPTION DESIGN
Lookingbackat theJex development,it mayseemasif someof

theproblemsdescribedabove couldhave beenavoidedby making
betterdesigndecisions. Indeed,given an unboundedamountof
timeandresources,thedesignandimplementationof asystemcan
alwaysbeimproved.

Few developments,though,proceedin anenvironmentwith un-
boundedresources.Reflectingon thecausespresentedabove and�
An AnalysisException results from any problem relatedto

the syntacticanalysisof the AST, while an ExceptionGenera-
tionException correspondsto any problemrelatedto theexcep-
tion informationgenerationphaseof theAST.
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Figure2: Propagationgraph of ClassCastException
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analysesof otherJavaprograms[11], webelievetherearetwo main
factorswhich contributesignificantlyto thedifficulty of designing
exceptionswhentimeandresourcesarebounded.

1. Exceptionhandlingis essentiallya globalphenomenon.

2. It is difficult andcostly to anticipateall categoriesof prob-
lems, and how they shouldbe reported,during the design
phase.

3.1 A Global Phenomenon
Exceptionsarepropagatedautomaticallyin Java: whenamethod

exits with an exception,control is not necessarilytransferedback
to thedirectcallerof themethod.Instead,it cantransparentlyjump
any numberof levelsup thecall chain.This featuremakesit possi-
ble for theraiseandhandlepointsfor anexceptionto beseparated
by numerousmethodcalls.

Onedifficulty relatedto automaticpropagationis thatreasoning
aboutexceptioncontrol pathscan quickly becomean intractable
taskfor developers.As oneexample,Figure2 representstheprop-
agationpaths,at the class-level, leadingto the entry point of Jex
for a singleunchecked exception,ClassCastException. Obvi-
ously, reasoningaboutthebehavior of thesystemandhandlingthe
exceptionreasonablyto producea robust systemis difficult! Fig-
ure3 presentsastylizedrepresentationof theflow of all exceptions
betweencomponentsin Jex. The width of eacharrow is roughly
proportionalto the numberof differentexceptionsflowing on the
path;thenumbersarealsoindicatedonthefigure.Clearly, thereare
moreexceptionsflowing in thesystembeyondcomponentbound-
ariesthanwereanticipatedor desired.

A seconddifficulty introducedby theglobalnatureof exception
handlingis the costof modifying exceptioninterfaces,which re-
quiresmoreeffort thanmodifying normalmethodinterfaces.For
example, the task of adding a parameterto a methodsignature
requirestrackingdown wherethe methodis called and ensuring
thata meaningfulvalueis assignedto theparameter. For theJava
language,in caseswherethe methodis not overloaded,the com-



piler will catchcalls thathave been“forgotten”. In contrast,when
changing� the list of exceptionsa methodcanraise,how canone
ensurethatall theright handlersareidentifiedandinspected?The
handlerswill not necessarilybe in thecallersof themethod.And
a namesearchon thetypeof theexceptionto bechangedcouldbe
misleadingsincethis exceptioncouldbe raisedby othermethods,
or somehandlerscouldcatchtheexceptionby subsumption.3 Tools
like Jex [11] canhelp, but in our experience,trackingdown han-
dlersremainsa dauntingtask.Furthermore,in thecaseof checked
exceptions,changingthe exception interfacepotentially requires
modifying the interfacesof all themethodsalongthepropagation
pathof theexception.

3.2 Unanticipated ExceptionSources
In earlierwork onexceptionanalysis[11], weidentifiedthatrea-

soningaboutexceptionsin Javaprogramswasdifficult becausepre-
ciseinformationaboutthetypesof exceptionsthatcouldberaised
at variousprogrampointswasnot easilyavailable to developers.
Usingvery detaileddesignpractices(down to the implementation
level), it is possiblefor softwareengineersto accuratelypredictall
thepotentialsourcesof exceptionsoriginatingin amoduleor com-
ponent. While someorganizationsusesuchfine-graineddetailed
designaspartof their softwaredevelopmentprocess,it is not typ-
ical. Evenwhenimplementationinformationis available,it is still
costlyto tracethesourcesof all exceptions[11]. For thesereasons,
the specificationof component-level exceptionstendsto be based
on incompleteknowledgeof how a componentcanfail. As thede-
sign andimplementationis iterated,new, unanticipatedexception
sourcescanemerge.

Theendresultis thatsoftwaredevelopershaveincompleteknowl-
edgeaboutthe exceptionsthat may occurwhendesigningan ex-
ceptionstructurefor their program.This lack of knowledgeleads
to a tensionbetweentrying to designspecificinterfacesto enable
appropriatehandlingof unusualsituations,anddesigninggeneral
interfacesto enableemerging exceptionsto behandledwithin the
boundsof the currentchosenscheme.This problemsharesmany
similaritieswith designingmoduleinterfaces. However, asnoted
in the previous section,the globalnatureof exceptionsmakesthe
taskmorechallenging.

4. SOFTWARE COMPARTMENTS
Our initial approachto designingexception handling was in-

tendedto make it tractableto understandour exceptionstructure
by dividing it into two levels: the component-level andthe intra-
component-level. Unfortunately, this two-level approachwasnot
enoughto keepcontrolof theexceptionstructureasit evolveddur-
ing theincrementaldevelopmentof our system.Onepossiblerea-
sonwhy our approachdid not prove entirely successfulis that it
lacked the formal conceptualelementsnecessaryfor a systematic
application,andguidelinesto helpmake decisionswhentradeoffs
arose.

To investigatehow amorethoroughmethodcouldhelp,we tried
applyingthetheprinciplesof compartmentedsoftware, initially de-
scribedby Litke for designingfault-tolerantsystemsin Ada [9].
Litke describestheapproachasfollows.

An important effect of compartmentedsoftware de-
signis to provide a clearspecificationanda readyun-
derstandingof error-tolerating behavior at the com-
partmentboundaries.This propertymakesreasoning�

Subsumptionis theactionof implicitly upcastinganobjectwhen
assigningit to a variableof a typecorrespondingto oneof its su-
pertypes.

abouttheprogrambehavior easierbyreducingthecom-
plexity of relationshipsandmakesmodificationof error-
toleratingcodeeasier[9, p. 405].

This propertyis exactly whatwe weretrying to achieve. To ap-
ply the techniqueto Jex, we neededto adaptthe techniquefor an
object-orientedlanguage,in this case,Java. This sectiondescribes
ourrefinementof thetechniqueandits applicationto Jex. Section5
describestheapplicationof thetechniqueto two othersystems.

Litke’s techniqueconsistsof thefollowing steps.

1. Determiningsoftwarecompartments.

2. Definingpreciseandcompleteexceptioninterfacesfor each
compartment.

3. Automaticallyverifying the conformanceof the actualpro-
gramto thecompartmentspecification.

Clearly, thistechniqueoverlapswith ouroriginalconceptof com-
ponent-level and intra-component-level exceptions. However, in
comparison,the techniqueof Litke is moreexplicit aboutthedef-
inition of compartments,providesbetterguidancefor determining
interfaces,andincludesa verificationaspect.

4.1 Compartments
The idea behind software compartmentingis that “compart-

mentedprogramshaveidentifiableboundarieswithin themthatcon-
tain thepropagationof specificerrorclasses”[9, p.405].

Thereis norealrestrictiononwhatcompartmentscanbe. In the-
ory, acompartmentcouldbeany setof entitiesthatcanraiseexcep-
tions,suchasasetof methods.Litkesuggestschoosingboundaries
at thesoftwarearchitecturelevel so that the functionalandexcep-
tional interfacesareminimal. Practically, aligning compartments
with theprogramstructureprovidesabasisfor reasoningaboutthe
exceptionstructure. In Jex, the compartmentswe chosemostly
alignedwith thearchitecturalcomponentsin thesystem:theCon-
troller, theTypeSystem,theParserandtheJex Loader. Wedid not
specifytheAST componentto bea compartmentfor two reasons.
First, the interfaceto the componentcompriseda high numberof
public methodswith extensive useof polymorphism.Second,the
AST componentwasaccessedonly throughthe Parser;the com-
partmentspecifiedfor theparsercouldincludetheAST.

In addition to thesecoarse-grainedcompartments,we found it
usefulto specifyonesub-componentcompartmentarounda class,
Resolver, which wasresponsiblefor resolvingsimplenamesto
fully-qualified Java names. This refinementis compatiblewith
Litke’s approach,which suggestsallocating “internal compart-
ments” if the initial boundariesaretoo large [9, p. 460]. We de-
finedthiscompartmentfor two reasons:thepreciseerrorsemantics
of theResolver classwerenecessaryto performsomespecialized
recovery in ourprogram,andthecostof definingthiscompartment
wasnegligible sincetheinterfaceconsistedof only a few methods.

4.2 Exception Interfaces

Thenext stepinvolvesdeterminingwhich exceptionswill beal-
lowed to propagatefrom a compartment.We refer to exceptions
designedto propagatefrom a compartmentasabstract exceptions.
Determiningtheseexceptionsis themostdifficult step. Thediffi-
culty stemsfrom trying to determinealist of semanticallycoherent
exceptionsthatdescribethecompletesetof problemsthatcanhap-
penin a compartment.



Litke statesfour importantguidelinesin establishingexception
interf� aces[9, p.406].

1. “UseAdaexceptionsto signalall detectederrors.”

2. “Enumerateall exceptionspropagatedacrossthe defined
boundaries.”

3. “Decide[ ���	� ] theprecisesemanticsof all errorsignalsprop-
agatedacrosstheboundary.”

4. “Determineappropriatetransforms[re-mappings]for excep-
tions, including specifyingwhich are completelyhandled,
andwhich arepartially handledbeforepropagationto pro-
vide the specifiedsemantics.This stepmay requirea def-
inition of a new exceptionto carry the specifiedsemantics
acrosstheboundary.”

Applying theseguidelinesto Javahasledto thefollowing refine-
ments.

1.Onlyuseexceptions.Similarto Litke’sfirst guideline,wehave
found it useful to limit the error handlingstructureto the useof
the Java exceptionhandlingmechanism.Global error codevari-
ablesandlocal exit instructionsshouldbe avoided. Adherenceto
this guidelineensuresa simplerstructure,andfacilitatesreuseby
allowing clientsto controlhow they shouldfail. In Jex, no compo-
nentwasallowed to terminatethe programexceptthe Controller,
which is theentrypoint to theapplication.

2. Documentexhaustiveinterfaces. The descriptionof the ab-
stractexceptionsshouldbecompleteandprecise.By complete,we
meanthat every possibleabstractexception,runtimeor checked,
must be specified. By precise,we meanthat, if the exceptions
thatcanbepropagatedareorganizedin a hierarchy, all exceptions
shouldbe documented,not only the supertype.This way, all exit
pointsoutof thecompartmentareexplicit.

3. Specifypreciseerror semantics.SinceAda doesnot support
exceptionhierarchies,Litke suggeststhat theprecisesemanticsof
all abstractexceptionsbe specifiedin advance. As we described
earlier, meetingthisconditionis almostimpossiblegiventheemer-
genceof unanticipatedexceptionsourcesasdesignandimplemen-
tation proceeds.To try andmanagethis situation,we proposean
enhancedversionof thisguideline.

3a.Designexceptioninterfacesfor change. Whena hierarchical
exceptionmechanismis available,asis thecasein Java, it canbe
usedto helpmanagetheevolutionof exceptioninterfaces.Specifi-
cally, abstractexceptionsshouldbechosento beasgeneralaspos-
siblewhile still beingmeaningful.If a new sourceof exceptionis
uncoveredthathasamorespecificmeaning,often,asubtypeof the
original abstractexceptioncanbe addedto thecompartment’s in-
terface.Thisapproachgivestheclient theoptionof eitherhandling
only the more generalsupertypeexceptionor handlingthe more
specificsubtypeexception.Thischangecanbemadewithoutmod-
ifying the interfacesto all themethodspropagatingtheexception.
Thedifficulty lies in choosingtheoriginal abstractexceptionto be
sufficiently general.

4. Determinere-mappingsfor exceptions.We interpretLitke’s
guidelinesimplyasdeterminingin advancewhichlow-level excep-
tionsshouldbehandledlocally, andwhichexceptionsshouldbere-
mappedasabstractexceptions.Again,becauseof unanticipatedex-
ceptionsources,thiscanbeadifficult task.Instead,we have found
it usefulto distinguishbetweentwo classesof intra-componentex-
ceptions:systemexceptionsand internal failures. Systemexcep-
tionstypically correspondto brokenassumptionsaboutthesystem.
Suchassumptionscanincludeconstraintsaboutthesequenceof op-
erationsonacomponent,theparametersto anoperation,or theen-
vironment.On theotherhand,internalfailuresrelateto aninternal

inconsistency. Theseexceptionstypically correspondto an imple-
mentationproblemandgenerallydonot indicateanythingusefulto
aclient,exceptafailureof thecomponent.Exampleof internalfail-
urescanincludedynamicallycastingan objectto an invalid type,
or accessinganarraybeyondits bounds.For Jex andtheotherpro-
gramswe have analyzed,wehave useda singleabstractexception,
AlgorithmicException, to modelinternalfailures.4

In addition to the first four guidelinessuggestedby Litke, we
have alsofoundthefollowing guidelinesto behelpful.

5. Avoidusingsystem-definedexceptionsasabstract exceptions.
Even thoughreusinga pre-definedexception,suchasIOExcep-
tion, asanabstractexceptionsaveswriting anexceptionclass,this
doesnotgenerallypayoff asit makestheinterpretationof abstract
exceptionsmoredifficult.

6. Do not propagate abstract exceptions. Abstractexceptions
aremeantto besemanticallyassociatedwith thecompartmentthat
raisesthem. For instance,the Resolver compartmentcan raise
a NameException when a namecannotbe resolved to a fully-
qualified Java name. To avoid weakening the semanticconnota-
tion of the exception,it shouldnot be propagatedpastthe client
compartment.This is not to say that abstractexceptionsshould
not necessarilybe reusedwhereappropriate.However, theuseof
abstractexceptionsshouldbelimited to compartmentboundaries.

7. Do not raiseabstract exceptionsexceptin a compartment’s
entrypoints. Abstractexceptionsshouldnot beraisedby methods
thatarenotentrypointsto acompartment.If amethodwhichis not
anentrypoint raisesanabstractexception,thenit becomesdifficult
to reusethat methodin anothercompartment.It is preferableto
catchall intra-compartmentexceptionsat thecompartmentbound-
aries,andto re-maptheseexceptionsinto theabstractexceptionsat
thecompartment’s entrypoints.

Table2 shows the completelist of abstractexceptionsfor each
compartmentin Jex. The Controller, beingthe entry point of the
application,cannotraiseany exception. For theTypeSystem,we
chosetwo exceptionscorrespondingto the two orthogonalmodes
of operationson the component:initialization andlookup. Since
theseexceptionscannever be raisedby the sameoperation,they
arenot specifiedin a hierarchy. TheAlgorithmicException is
the abstractexceptionrepresentinginternal failuresin eachcom-
partmentother thanController. This exceptionis reusedin most
compartments,andthusis allowed to propagatethroughcompart-
ments.We feel this “exception” to guideline6 is acceptablesince
it representsinternal failures,which we canrarely handle,except
at theapplicationentrypoint.

The other abstractexceptionsall representsystemexceptions.
The Resolver propagatesa NameException if a namecannotbe
resolved. The Jex Loadercanraisetwo abstractexceptions;each
is a subtypeof JexFileException sinceeachcanbe raisedby
thesameoperation.Finally, theParsercanraisethreeabstractsys-
tem exceptions: ParseException, and two exceptionsthat can
propagatefrom theAST, AnalysisException andException-
GenerationException.

4.3 Compartment Verification
The meansof establishingconformancesuggestedby Litke is

basedon a proposedautomatedtool. This tool, usingan informal
modelof exceptioncontrol flow in Ada, is intendedto locateand
classifyexceptionraisepoints,andto tracethepropagationof ex-
ceptionsup to eithertheirhandlingpointor a programexit point.


Somelanguagesdirectly supporttheunifiedsignalingof internal

errors. For example,CLU hasa single unchecked failure ex-
ception.C++ re-mapsall undeclaredexceptionsto a singleunex-
pected type.



Table 2: Abstract exceptionspecificationfor Jex
ComponentName ExceptionsRaised
Controller None

TypeSystemSetupException
TypeSystem TypeSystemLookupException

AlgorithmicException
NameExceptionResolver
AlgorithmicException
JexFileException
JexFileLoadingExceptionJex Loader
JexFileInterpretationException
AlgorithmicException
ParseException
AnalysisExceptionParser
ExceptionGenerationException
AlgorithmicException

public TypeSystem()
{

try
{

// Initializing the Type System
// Perform necessary exception
// re-mappings

}
catch( TypeSystemSetupException e )
{ throw e; }
catch( Throwable e )
{ throw new AlgorithmicException( e ); }

}

Figure4: An exampleof exceptionguard implementation

Java easestheproblemof establishingconformancethroughits
supportof exceptionhierarchies.Throughsubsumption,many types
of exceptionscanbecaughtin a singlecatch clause.Specifically,
we useexceptionguards to enforcetheexceptioninterface,ensur-
ing only abstractexceptionsdefinedfor acompartmentareallowed
to propagate.

Eachentrypoint methodof a compartmentis wrappedin a try
block with a catch clausefor every abstractexception,followed
by a catchclausedeclaringthe typeThrowable, thesupertypeof
all exceptionsthat can be raisedin a Java program. The catch
clausesfor theabstractexceptionssimply re-throw theexceptions,
while thecatch clausefor thegeneraltypemapsall exceptionsto
anew exceptionof typeAlgorithmicException. As specifiedin
Table2, anAlgorithmicException is raisedwhenever anunan-
ticipatedexceptionis detectedin the compartment,and thus this
typeof exceptioncorrespondsto theconceptof internalfailure.

Figure4 givesanexampleof theimplementationof anexception
guardfor theconstructorof theTypeSystem.In this case,because
of thecomplexity of theoperationsin thetop-level try block, the
re-mappingsto abstractexceptionsareperformedwithin the try
block andtheabstractexceptionsarefiltered in thecorresponding
catch clauses.For methodswith simpleroperations,it is possible
to performthere-mappingsdirectlyin thecatch clausesassociated
with thetop-level try block.

Althoughthey helpenforcingconformancewithoutrequiringtool
support,exceptionguardshave two weaknesses.First, exceptions
cantheoreticallybe raisedin the top-level catch clause.Second,
themechanismonly enforcessyntacticconformance.Specifically,
anuncheckedexceptionthatwasmeantto bere-mappedasanab-
stractexceptioncouldbe“forgotten”,andautomaticallyre-mapped
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Figure5: Exceptionpropagationin the revisedversion of Jex

asaninternalfailure.
Whennecessary, thesefiner pointscanbe dealtwith usingthe

Jex tool. SinceJex extractsexceptioninformationfrom Java pro-
grams,it canbeusedto reportany exceptionsraisedin thetop-level
catchclause,andall uncaughtexceptionspropagatingto the top-
level try block. RunningJex onthemodifiedJex programallowed
usto ensurethatthedesiredcontainmentpropertieswererespected.

With theexceptionguardsin placeandtheconformanceto our
specificationof abstractexceptionsverified,thepropagationinter-
actionsbetweenthecomponentsof Jex aresimpler(Figure5).

5. ADDITION AL EXPERIENCES
In many respects,Jex was an ideal candidatefor applying the

compartmentingapproach.Sincecompartmentingis a refinement
of ouroriginaldesignapproachfor exceptions,mostcompartments
alignedwith Jex components. In addition, in choosingabstract
exceptions,we could build upon our previous experiencechoos-
ing component-level exceptions.To investigatewhetherthe com-
partmentingapproachappliesin other situations,we appliedthe
techniqueto two otherexisting softwarepackages:GNU JTar ver-
sion1.1. andIBM’ s Bobbyclasslibrary, version7.5

We chooseto apply the compartmentingapproachto existing
systemsinsteadof experimentingwith thedevelopmentof new Java
programsbecauseour goalwasto investigatehow reasoningabout
compartmentedexceptionstructurecomparedto reasoningabout
otherstylesof exceptionstructure.Theuseof existingprogramsal-
lowedusto gatherinsight into how specificdesigndecisionsmade
by variousdevelopersinfluencedthe overall exceptionstructure.
The tradeoff is that this casestudy approachpreventedus from
studyinghow compartmentdesigninteractswith traditionaldesign
activities. Theinvestigationof this interactionis thesubjectof fu-
turework.

Eachof thepackageinvestigatedhasuniquecharacteristics.The
JTar sourcedemonstratesa layeredarchitecturewith no uniform
errorhandling.TheBobbypackageis a classlibrary with no over-
all architecturalstructure. In both cases,using compartmenting,
we wereableto simplify andimprove specificaspectsof theerror
handlingstructurewithout changingthe structureof the program
handlingnormaloperations.

5.1 JTar
JTar is acommand-lineprogramimplementedin Javawhichcre-

atesandextractstapearchive(tar)files. It comprises48classesin 6
packages( � 7 kLOC). Basedon a manualinspectionof thesource
code,we determinedthatJTar hasa simplearchitectureconsisting
of threelayers:Controller, Actions,andBufferedI/O (Figure6).
�
Bobbyis now calledtheJikesBytecodeToolkit. It is availableat

IBM’ s Aphaworkswebsite,www.alphaworks.ibm.com.
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Figure6: Simplified architectureof JTar

The Controller layer is the entry point to JTar andcontrolsthe
application. It parsesthe command-lineargumentsandcalls the
Actions layer to perform actionsrequestedby usersthroughthe
command-linearguments,suchascreate,read,andextracttarfiles.
Theclassesof theActionslayerusetheBufferedI/O layerto carry
out specializedI/O tasks.

Basedonaninspectionof thesourcecode,wedeterminedthater-
ror handlingwasnotuniformin JTar. In theclassesof theBuffered
I/O layer, internalfailures,suchasNullPointerException,were
propagated;other exceptions,suchasIOException, causedthe
programto terminate.In theActions layer, exceptionsweretypi-
cally caughtandanerrorcodewassetbeforethecall returnednor-
mally, perhapswithout having completedthe action. We believe
thatthesechoiceswerenot optimal. First, handlingexceptionsus-
ing a combinationof exceptionhandlingandnormalcodemakesit
difficult to reasonaboutandmodify how theprogramhandlesex-
ceptionalconditions.Second,exiting theapplicationhaphazardly
complicatesreuseof thecomponents.

Our goal was to improve the JTar codein two ways. Oneim-
provementwasto ensurethe programcould only exit at theCon-
troller layer. The secondimprovementwas to report every fault
usingexceptions.To make theseimprovements,we appliedthere-
finedcompartmentapproachwith eachlayerservingasa compart-
ment.Our casestudyfocuseson theinterfacebetweentheActions
andBufferedI/O compartments.

We beganwith the BufferedI/O compartment.First, we deter-
minedtheentrypointsto thecompartmentwhich consistedof the
17 public methodsof the two classes,BufferRead andBuffer-
Write.6 At eachentrypoint,weimplementedexceptionguardsfor
thefollowingexceptionstypes:JTarCorruptedInputException,
JTarFileIOException,JTarNoPermissionException,JTar-
NoArchiveNameException,andAlgorithmicException. This
list wasdeterminedby inspectingthe conditionsunderwhich the
programterminated,andthemessagethatwasoutputat thatpoint.
The first four exceptiontypescorrespondto conditionsrelatedto
theparametersor theobject(typically, a tar file) of thevariousop-
erations. To allow the possibility of handlingall of theseexcep-
tionsat oncein a client, we definedthemassubtypesof a general
JTarException type,whichrepresentsany problemrelatedto the
handlingof a tar file. As before,internalfailureswererepresented
usingAlgorithmicException. Next, we identifiedthepointsin
Buffered I/O wherean exit waspresentandreplacedthe exit in-
structionwith a suitablethrow statement.This redesignof theex-
ceptionstructureof theBufferedI/O layer led to a simplerfailure


Originally, noneof the 32 methodsof theseclasseswerescoped
private. However, we could easilydeterminea setof methods
thatwasonlyaccessedwithin theclass.To maketheinterfaceto the
BufferedI/O layermoreexplicit, we have qualifiedthesemethods
asprivate.

modelbecauseall exceptionalconditionsare reportedto the Ac-
tions layer in the form of anticipatedexceptions,andbecausethe
BufferedI/O layeris unableto terminatetheapplication.

Applying thecompartmentingtechniquerequiredreasoningabout
thesemanticsof theprogram.Muchof theeffort requiredinvolved
trackingdown the sourcesof errorsandconverting theminto ex-
ceptions.Whenimplementingtheguards,we foundthat themain
difficulty wasin mappingexisting exceptionsandexit instructions
to theabstractexceptionsdefinedin thecompartmentspecification.

5.2 Bobby
Bobbyis a Java classlibrary for manipulatingJava classfiles. It

consistsof 118 classes( � 23.5kLOC) representingsuchitemsas
theconstantpool,methods,andinstructionsof a classfile.

In contrastto Jex andJTar, Bobbydoesnot have anobviousar-
chitecturaldecomposition.All the Bobby classesare public and
mostof themareintendedfor inter-packageuse.Therearenumer-
ousdependenciesbetweenclasses.For thesereasons,it wasnot
possibleto identify cleancompartmentswithin Bobby. However,
sinceBobbyis a classlibrary, it is meantto beusedby client code.
Fromtheperspective of potentialclient code,two issuesregarding
exceptionhandlingarose.

First, mostproblemsinternal to Bobby werereportedaseither
aRuntimeException or asanInternalError. Thesetwo con-
ditions make it difficult for a client to recover from a problemin
Bobby. A RuntimeException cannotbe caughtwithout catch-
ing all otherRuntimeExceptions, restrictingthe granularityof
thepotentialrecovery. Accordingto theJava API specification,an
InternalError correspondsto a problemwith the Java virtual
machine(JVM). For a client, it would only be possibleto deter-
mine if anInternalError wasraisedby Bobby andnot by the
JVM by programaticallyinspectingthecall stack.

Second,Bobbyalsoreportssomesystemexceptionswhichresult
from a sequenceof operationson the classlibrary asInternal-
Errors,makingit difficult for clientsto anticipatethesefailures.

To improvetheflexibility of Bobbyclients,wewereinterestedin
aversionwhichwouldnotreportsystemexceptionsasinternalfail-
ures,andwhichwouldenableactualinternalfailuresto behandled
moreeffectively.

Applying the compartmentingtechniquewas more difficult in
thecaseof Bobbythantheothertwo systems.Sincealmostevery
methodin Bobby is public, implementingguardsimplied adding
a top-level try block and ensuringthat exceptionsraisedin the
methodconformedto the interface in every methodof the 118
classes.To managethecostof this change,we decidedto imple-
menttheguardsononly a subsetof frequently-usedclasses.

Theabstractexceptionsconsistedof thetwoexistinguser-defined
exceptions,BB ClassFileException andBB DuplicateClass-
Exception. We alsoaddedBB IllegalOperationException
to signalillegaloperationsandBB InternalFailureException
to representinternalfailures.Thefirst two exceptionswerechecked
exceptions. We decidedto implementthe two new exceptionsas
unchecked exceptions,becauseof their pervasivenessinside the
Bobbypackage.

Applying the approachto Bobby, even in this partial way, al-
lowedustosimplify theflow of exceptionswithin theBobbyclasses.
TherevisedBobbyis alsoeasierto usebecausetheexit points,both
normalandexceptional,areexplicit, andthe exceptionsaremore
meaningful.



6. EVALUATION
The� casestudiesshow that compartmentingis applicableto a

smallsetof diversesystems.In thissectionwediscusswhetherthe
approachis workableby consideringits benefitsandcosts.

6.1 Benefits
Fromouroriginalexperience,wecitedtwo difficultiesrelatedto

designingandimplementing“good” exceptionstructure:reasoning
aboutglobalexceptionflow, anddealingwith emerging exception
sources(Section3).

With respectto dealingwith global exceptionflow, our experi-
encein the threecasestudiesagreeswith the intuition of Litke:
boundingexception propagationat compartmentboundarieshas
practicalbenefits.First,by limiting thescopeof exceptionpropaga-
tion at compartmentboundaries,we reducethe intra-compartment
exceptiondesignproblemto decidingwhetheranexceptionshould
be handledlocally or whether it should be propagatedandre-
mappedasanabstractexception.Second,by enforcinghardinter-
facesbetweencompartments,weeliminatethepossibilityof unan-
ticipatedexceptionsbeingraisedby a compartment.The endre-
sult is that compartmentsandexceptionguardsenabledevelopers
to reasonaboutcompartment-level exceptionsin a straightforward
andmanageableway.

It is lessobvioushow compartmentingallows developersto bet-
termanagetheemergenceof new exceptionsources.Designguide-
line 3a,presentedin Section4, specificallycatersto thateffect,but
whetherit will work well in thegeneralcase,andhow well it scales,
is theobjectof futureinvestigation.

For thethreeprogramswestudied,theguidelinesweresufficient
to addressmostof theproblemsinitially identifiedwith exception
structure.As oneexample,we now revisit thecauseswe hadiden-
tified for theJex system(Section2).

Ambiguousexceptionsemantics.As wementionedearlier, deter-
mining the ideal setof abstractexceptionsis the truechallengeof
softwarecompartmenting.To avoid thecaseof ambiguousexcep-
tion semanticsidentifiedin Section2, caremustbetakento ensure
that themeaningof the systemabstractexceptionschosenfor the
new interfacedonotoverlap.For example,in therefinedversionof
Jex, wedid notpropagatethepre-definedIOException, but rather
definedtwo non-overlappingabstractexceptions.

Useof exceptionvaluesto distinguishbetweenfailure types.In
our refinedapproach,insteadof usingexceptionvaluesto distin-
guishbetweendifferenttypesof failures,we usedsubtypesto ex-
pressthe morespecificinformation. Subtypesareeasierto track
anddistinguishthanvalues,makingtheexceptionstructureeasier
to reasonabout.Exceptionvalueswereusedonly to carrysupple-
mentalinformation. As an example,in all the casestudies,when
raisinganAlgorithmicException, we nestedthe“original” ex-
ceptionobjectwithin the AlgorithmicException, to retain in-
formationabouttheparticularsourceof theproblem.

Confusionover theuseof system-definedexception.This caseis
avoidedsimplyby refrainingfrom usingpre-definedexceptions.

Unboundedunchecked exceptions.Exceptionguardsautomati-
cally boundall exceptionsat thecompartmentboundaries.

6.2 Costsand Tradeoffs
Applying this technologyto threedifferentprogramsallows us

to roughlyevaluatetheeffort involvedin settingup compartments.
Thebasicdesignproblemfor softwarecompartmentingis to estab-
lish a semanticallymeaningfulsetof abstractexceptions.As is the
casewhendesigning“normal” moduleinterfaces,the taskof de-
signingexceptioninterfacesis difficult to performandits costsare
difficult to assess.

In our experience,onceexceptioninterfacesarechosenfor the
compartments,the effort requiredto adapta programto the com-
partmentinterfacesprimarily comprisestwo activities:

1. settingup exceptionguardsat compartmentboundariesto
prevent unanticipatedexceptionsfrom escapingcompart-
ments,and

2. tracking down meaningfulexceptionsourcesto map them
into theexceptioninterfaces.

Thecostof thefirst activity is roughlyproportionalto thenumber
of exceptionguardsneeded.Thenumberof guardsis determined
by thegranularityof compartmentsandthesizeof their functional
interface. The costof the secondactivity is mostly relatedto the
complexity of theoriginalexceptionstructure.It is difficult to gen-
eralizethis factor. Tracking down meaningfulerror sourceswas
easyin Bobby, whereonly a few exceptionswereused.In thecase
of Jex, this costwasslightly higher, sinceJex hasmorefunctional-
ity, resultingin theneedfor agreaternumberof abstractexceptions.
In thecaseof JTar, re-mappingtheerrorsourcesto abstractexcep-
tionswasparticularlyarduous,mostlybecauseof theadhocerror
handlingschemeused.

7. RELATED WORK
Seminalwork onthedesignof robustandfault-tolerantprograms

usingexceptionhandlingwasdoneby F. Christian. His contribu-
tionsincludea studyof how thefailureoccurrencesrelatedto spe-
cific classesof designfaultscanbeaddressedusingdefault excep-
tion handlingbasedon automaticbackwardrecovery [3]. In a later
paper, Christianalsoproposed“a programminglanguagesuitable
for writing well-structuredrobustprograms”[4, p.163].Thework,
mostly theoretical,includesa deductive systemfor proving total
correctnessandrobustnesspropertiesof programswith exceptions.

Work on designingprogramswith exceptionsalsospansthear-
easof application-domainspecificapproaches,methodologies,and
designtools. As describedearlier, Litke [9] proposedanapproach
to designingfault-tolerantsystemsin Ada. Similarly, deLemosand
Romanovsky havesuggestedaframework for integratingexception
handlinginto theearlyphasesof thesoftwarelife-cycle [5].

Toolsandmodelingtechniquesintegratingexceptionshave also
beensuggested.An exampleof atool is OODREX[1], whichhelps
take exceptionsinto accountwhendesigningC++ classes.An ex-
ampleof a notationthat integratesexceptionsis theUnified Mod-
eling Language(UML) [2]. Additionally, anextensionto UML to
modelexceptionsaspre- andpost-conditionconstraintsusingthe
Object ConstraintLanguage[14] hasbeenproposedrecentlyby
SoundarajanandFridella[12].

Thework describedin this paperdiffers from theseefforts asit
focuseson reasonswhy exceptionstructuredegrades,andinvesti-
gatesadisciplineddesigntechniqueto alleviatetheproblemscaus-
ing degradation.

More closelyrelatedto the problemsdiscussedin this paperis
ananalysisby Miller andTripathi [10] of why it is difficult to de-
sign exceptionsin object-orientedsystems.However, their analy-
sis focuseson conceptualclashesbetweenobject-orientationand
exceptionhandling,suchasabstraction,encapsulation,modularity
andinheritance,ratherthanon the realitiesof programmingwith
exceptions.Finally, Lippert andLopeshave investigatedhow de-
signing exceptionhandlingcodecan be simplified using aspect-
orientedprogrammingin AspectJ��� [7]. Their focuswasprimar-
ily onreducingredundantinformationin exceptionhandlersandin
enablingdifferentconfigurationsof exceptionstructuresratherthan
in the designof an exceptionstrategy for a system.It is possible
thatAspectJprovidesanotherway to implementexceptionguards.



8. SUMMARY
To help developersduring design,principles,methods,andno-

tationshave beenelaborated.For the mostpart, thesedesignap-
proacheshave focusedon thenormaloperationsof a system.De-
spitethepresenceof mechanisms,suchasexceptionhandling,for
expressingandseparatingwhata programshoulddo in anunusual
situation,therehasbeenlessguidanceavailableto helpadeveloper
structurethe“exceptional”portionsof a system.

In our experience,this lack of informationabouthow to design
and implementwith exceptionsleadsto complex and spaghetti-
like exceptionstructures.To gaininsight into why this complexity
arises,we reflecteduponour experiencestrying to build a “good”
exceptionstructureinto a programanalysistool we were imple-
mentingin Java. Basedonthecausesof complexity whicharosein
thatsystemandanalysesof otherJava programs,we believe there
aretwo mainfactorswhichcontributesignificantlyto thedifficulty
of designingexceptionstructures:the global flow of exceptions,
and the emergenceof unanticipatedexceptions. To help control
thesefactors,werefinedanexistingsoftwarecompartmentingtech-
niquefor exceptiondesign. We reporton our experiencesapply-
ing it to threedifferentJava programs. In eachcase,the refined
compartmentingapproachhelpedby providing a basisonwhich to
make decisionsduringexceptiondesign.

Thispaperthusmakestwo contributions.First,it identifiessome
reasonswhy andhow exceptionstructurebecomescomplex. Sec-
ond,it describesastraightforwardsetof designguidelineswehave
usedto helpsimplify exceptionstructure.To date,theseguidelines
have beenappliedto existing systemsfor which someexception
handlingstructurealreadyexisted. The next stepsare to try ap-
plying theseguidelinesto thedevelopmentof new systemsor new
partsof systems,andto track theeffect of theguidelinesover the
longerevolution of thesystems.
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