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ABSTRACT

Exceptionhandlingmechanismsre intendedto help developers
build robust systems Although an exceptionhandlingmechanism
providesa basisfor structuringsourcecodedealingwith unusual
situations little informationis availableto help guidea developer
in theappropriateapplicationof themechanismin our experience,
this lack of guidancdeadsto comple exceptionstructuresin this
paper we reflect upon our experiencesusing the Java exception
handlingmechanismBasedon theseexperiencesye discusswo
issueswe believe underliethe difficulties encounteredexceptions
are a global designproblem,and exceptionsourcesare often dif-
ficult to predictin adwance. We thendescribea designapproach,
basedonwork by Litke for Ada programswhich we have usedto
simplify exceptionstructurein existing Java programs.
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1. INTRODUCTION

For programsto be reliable and fault tolerant, each

programmodulemustbedefinedtio behae reasonably
undera wide variety of circumstancesAn exception

handlingmechanisnsupportghe constructiorof such

modules|8, p.546]
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Mostmodernprogramminganguagesincludingobject-oriented
languagessuchas C++ [13] and Java [6], provide an exception
handlingmechanism. Syntactically thesemechanismsprovide a
meango explicitly raisean exceptionalcondition,anda meansof
expressinga block of codeto handleoneor moreexceptionalcon-
ditions. As describedby Liskov and Sryder above, the intent of
thesemechanismgs to male it easierto reasonaboutand build
robustsoftwaresystems.

Althoughanexceptionhandlingmechanisnprovidesa basisfor
structuringsourcecodethatdealswith unusuakituationsittle in-
formation is available to help guide a software developerin the
appropriateapplicationof the mechanismin our experience this
lack of informationabouthow to designandimplementwith ex-
ceptionsleadsto complex and spaghetti-lile exceptionstructures.
Evenwhenwe setoutto carefullydesignandimplementthe excep-
tion handlingcodein oneof our programsyve still endedupin the
samepredicament.Speakingwith otherJava developersandana-
lyzing otherJarasourcecode[11], we have foundthatthesituation
is farfrom uncommon.

In this paper we reflectupon our experiencegrying to build a
robustprogramanalysisool in Jazawith a“good” exceptionstruc-
ture (Section2). We describewhereandwhenwe madetrade-ofs
that eventuallyled to an overly complex exceptionstructure. We
thendiscussthe two issueswe believe underliethe difficulties we
encounteredSection3). Thefirst issueis thatexceptionhandling
is a global designproblem, makingit difficult to decomposehe
problemto handlecompleity. The secondssueis thatit is often
extremelydifficult to predictthe sourcesof exceptionsin advance,
complicatingthedesignandimplementatiorof exceptionstructure.

We believe thatthe difficultieswe encounteredanbe mitigated
throughthe developmentanduseof betterdesignmethodsor ex-
ceptions.To provide an exampleof how designmethodscanhelp,
we describean approachwe have usedto simplify the exception
structurein existing systemgSection4). This approachis based
on aproposednethodfor designingault-tolerantAda systemg9].
We discussthe outcomeof applyingthis approacho threediffer-
entJavasystemgSectiond and5) andanalyzeits costsandbenefits
(Section6). We alsocomparethe work presentedn this paperto
previousefforts (Section?).

By describingthedifficultieswe have encountereavorking with
exceptionsanda methodwe have usedto addresshesedifficulties,
this papermales two contrikutions. First, it identifiessomerea-
sonswhy andhow exceptionstructurebecomesomple. Second,
it demonstratebow a straightforvard approacho exceptionstruc-
ture designand implementationcan simplify exceptionstructure,
improving therobustnesandchangeabilityof the program.



2. DESIGNING WITH EXCEPTIONS

To illustrate the difficulty of designingandimplementinga ro-
bustsystemwith exceptionswe describethe caseof the Jex excep-
tion analysistool [11]. Jex is a staticanalysistool thatdetermines
exceptionflow informationin Java programs.Specifically Jex de-
terminesthelist of exceptionsthatcanbe raisedat every program
point and presentghis informationin the contet of the exception
handlingstructureof the program.

Controller

/\

Type System

Parser AST —

Jex Loader

Figure 1: The Architecture of Jex

Jex consistof fivecomponentg§Figurel) comprisingl36classes
andapproximately22 kLOC.! Eachcomponentonsistsf a setof
highly relatedclasseghat are accessedhrougha restrictedinter
face. Thearraws in thefigure representalls betweerthe compo-
nents.

From the start, we wantedJex to be robust and not to fail in
unanticipatedvays. To achieve this goal, we choseto build upon
theexceptionhandlingmechanisnsupportedy Java, thelanguage
usedto implementJex. Specifically we useda two-level approach.
At thefirst level, thecomponent-leel, we designeda restrictedset
of general high-level, exceptionsfor eachcomponent.A compo-
nentwasto explicitly signalonly this limited setof exceptions.By
limiting the exceptionsthat could be raised,we hopedto limit the
numberandcompleity of handlersfor thoseexceptionsin clients
to a manageabléevel. Table1 shavs the initial specificationfor
the exceptionsraisedat the componentevel; eachwas chosento
representfailurethatwasmeaningfulfrom anarchitecturaview-
point. Our intentwasto make reasoningaboutthe exceptionflow
amanageabléaskandto limit the numberof unanticipatedxcep-
tionsthatcould crosscomponenboundariesandcausethe system
to crash.

Having a specificationof the exceptionswhich can propagate
from acomponentwasalsointendedo simplify thedesignof intra-
componenexceptionhandling,the secondevel. Specifically for
eachintra-componengxception,adecisiorhadto bemadewhether
to handlethe exceptionlocally, or to re-mapthe exceptionto a
component-leel exceptionandpropagatét. To make theoptionof
re-mappingeasible,we tried to namethe component-leel excep-
tions usingtermsgeneralenoughthatintra-componengexceptions
could be meaningfullyre-mapped.The ideawasto be ableto fo-
cusindependentlyon intra-componenbr component-feel excep-
tions, dependingon whetherwe wereimplementingor integrating
componentsSpecifyingthe componenexceptioninterfacesearly
supportedhisfocus.

After producinganarchitecturadesignwith detailedinterfaces,
the Jex developmentproceededncrementally The components
were developedin a roughly bottom-uporder: Type System,Jex
Loader Parser AST, andController

! The kLOC figuresin this paperincludegenerated¢odeandcom-
ments.

Table 1: Component-level exceptionspecification

[ ComponentName  ExceptionsRaised |

Controller None

Type System TypeException
ParseException

JecLoader IOException

AST AnalysisException
ExceptionGenerationExceém

Parser ParseException

2.1 CreepingException Complexity

Evenbeforethe Jex tool wascomplete we realizedthatthe ex-
ceptionstructurewasgainingrapidly in compleity. Thisincrease
in compleity occurreddespitehefactthatthestructureof thecode
handlingnormalconditionsremainedstraightforvard. Our “loss of
control” of theexceptionstructurewasdueto thefollowing causes.

Ambiguousexceptionsemantics. As mentionedabore, in our
designapproachjntra-componenéxceptionscould be re-mapped
to the smallersetof exceptionsthat might be raisedby a compo-
nent.In practice this ledto problemsnterpretingthemeaningof a
component-leel exception. Considerthe following example. The
implementatiorof the Type Systemcomponente-mappedhe ex-
ceptionghatcouldoccurin classegontritutingto the Type System
to the genericTypeExcept i on. In mostcasesthis re-mapping
wasappropriatdoecause¢he precisemeaningof theerrorsraisedin
thecomponendtid notenableclientsto vary orimprove theirrecor-
ery code. However, in onecase there-mappingapproacHedto a
TypeExcept i on representingithersomel/O problemsrelatedto
initializing thetype systemcomponentpr lookup problemsrelated
to usingthe component Treatingtheseexceptionsthe samemade
it difficult to write usefulhandlersjfor instancejt wasdifficult to
write a handlerto inform the userthat their ervironmentwas not
setupproperly To enablethis separatéreatmentwe modifiedthe
interface of the Type Systemcomponento propagatd OExcep-
ti on. Unfortunately this changeled the explicitly raisedType-
Except i on andthe propagated OExcept i on to carry the same
semanticsluringtheinitialization of the Type System.In thiscase,
thehandlingof bothtypesof exceptionsvasidentical. Clearly this
situationmadeit confusinganddifficult for a client to determine
whenthesemantic®f theexceptionsverethesameandwhenthey
differed.

Distinguishingexceptionswith exceptionvalues. To enablecli-
entsto distinguishthe specificreasora particularcomponent-ieel
exceptionwasraised we sometimesisedinformationstoredin the
exceptionobject—thevalueof the exception. This situationarose,
for instance,in the client of the Jex Loadercomponent. The Jex
Loaderparsediles containinginformationaboutexceptionflow for
all methodf aclass.As describedn Tablel, only two exceptions
wereto escapehe Jex Loader:an| OExcept i on if thefile could
not be opened,and a Par seExcept i on if the file could not be
parsedcorrectly Whenthe systemwasimplementedit wasdeter
minedthatthe situationin which a file doesnot containinforma-
tion requeste@bouta methodbe signaledasa Par seExcept i on.
However, whenwe integratedthe Jex Loaderwith its client, the
AST, we realizedthatthe differencebetweena parsingerroranda
unfulfilled requestfor methodinformation shouldbe distinct. To
differentiatebetweerthe two situationswe setthevalueof theex-
ceptiondifferentlyin eachcase.Althoughthis allowed usto write
handlersto dealwith eachcaseseparatelywe found that the ap-
proachcomplicatedboth the writing of handlers,andthe mainte-
nanceof the exceptionstructure. The problemis thatit is almost



impossibleto tracewhich programentitiesareallowedto createor
modify the exceptionvalue.

Confusiorovertheuseof system-definegkceptionsUndersome
conditions,suchaswhena documentatioriile could not be found,
the Jex Loaderraiseda system-defined CExcept i on. An | OEx-
ception could also be raisedby the methodsof the Java API
classesvhensomelow-level I/O problemsoccurred. As aresult,
| CExcepti on endedup being more penasive than mostuser
definedexceptions.lt wasdifficult for the client of the Jex Loader
the AST, to handlethe exceptionbecausehe causecould be so
varied.

Unboundedundeded exceptions. In Java, exceptionscan be
eitherchecled or uncheckd (runtimg. Checled exceptionsmust
be declaredin the headerof all methodswhich propagatethem;
uncheclked exceptionsneednot be declared. Userdefinedexcep-
tions aretypically checled exceptionshecausehey correspondo
conditionswhich developersfind usefulto signalasa specificpo-
tential causeof exiting a method. Enablingthe compilerto check
suchexceptionsmalkes clients aware of thesespecificexit condi-
tions. Although checled exceptionshave mary benefitsthey can
alsobe expensve to implement. For instancejt would have been
desirableto declarethe AST's Anal ysi sExcept i on andExcep-
ti onGener at i onExcept i on? aschecled exceptions. However,
sincethe AST componentis implementedasa hierarchyof roughly
100differentclassesandsincethe problemscorrespondingo the
two exceptionscan arisearywherein the AST, exceptionscould
potentially propagatehroughmostof the methodsof mostof the
classeslf we haddefinedtheseexceptionsaschecled exceptions,
we would have hadto declarethemin approximatelytwo to ten
methodsin eachof 100 classes.An engineeringdecisionhad to
be made:declaringthe exceptionsas checled exceptionswasnot
deemedcost-efective and the two exceptionswere definedto be
uncheclkd. This decisionhadtwo main consequencesFirst, be-
causethey areuncheclked, extra careandinspectionwasneededo
identify the propagatiorpathsof the exceptionssothatthey could
be handledeffectively. Second,to limit the numberof different
uncheclked exceptionglowing in the AST andtherebysimplify the
exceptionstructure someotherexceptionswererecastkitherasan
Anal ysi sExcepti on oranExcepti onGener ati onExcepti on,
leadingto ambiguity

Mary of the the low-level exceptionsin Jasa, suchasArr ay-
I ndexQut Of Bounds, arealsouncheclkdexceptions Becausé¢hey
areuncheckd, theselow-level exceptions,which typically repre-
senta problemwith the implementationof a componenttendto
propagateout of the componenthroughmostof the call chainto
the entry point of the application. Sincetheseexceptionsare so
generaljt wasimpossibleto provide handlersat the entry point to
performary recovery or to provide ary usefulerror messageAll
we could do is simply catchall uncheckd exceptionsat the pro-
gramentry pointto avoid crashingthe program.

3. DIFFICUL TIES IN EXCEPTION DESIGN

Looking backat the Jex developmentjt may seemasif someof
the problemsdescribedabore could have beenavoidedby making
betterdesigndecisions. Indeed,given an unboundedamountof
time andresourcesthe designandimplementatiorof a systemcan
alwaysbeimproved.

Few developmentsthough,proceedn anenvironmentwith un-
boundedresourcesReflectingon the causegpresentedgbore and

2An Anal ysi sExcept i on resultsfrom ary problem relatedto
the syntacticanalysisof the AST, while an Except i onGener a-

ti onExcepti on corresponds$o ary problemrelatedto the excep-
tion informationgeneratiorphaseof the AST.
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Figure2: Propagationgraph of Cl assCast Excepti on

Controller -

14

Parser AST

Type System

Jex Loader

Figure 3: Exceptionpropagationin Jex

analysesf otherJavaprogramg11], webelieve therearetwo main
factorswhich contribute significantlyto the difficulty of designing
exceptionswhentime andresourcesrebounded.

1. Exceptionhandlingis essentiallya globalphenomenon.

2. It is difficult and costly to anticipateall catgoriesof prob-
lems, and how they shouldbe reported,during the design
phase.

3.1 A Global Phenomenon

Exceptionsarepropagate@dutomaticallyin Java: whenamethod
exits with an exception,controlis not necessarilytransferecback
to thedirectcallerof themethod.Insteadjt cantransparentlyump
ary numberof levelsup thecall chain. This featuremalesit possi-
ble for theraiseandhandlepointsfor an exceptionto be separated
by numerousmethodcalls.

Onedifficulty relatedto automaticpropagatioris thatreasoning
aboutexceptioncontrol pathscan quickly becomean intractable
taskfor developers.As oneexample,Figure2 representthe prop-
agationpaths,at the class-level, leadingto the entry point of Jex
for a singleuncheckd exception,C assCast Except i on. Obvi-
ously reasoningaboutthe behaior of the systemandhandlingthe
exceptionreasonablyto producea robust systemis difficult! Fig-
ure3 presents stylizedrepresentationf theflow of all exceptions
betweencomponentsn Jex. The width of eacharrow is roughly
proportionalto the numberof differentexceptionsflowing on the
path;thenumbersarealsoindicatedonthefigure. Clearly, thereare
more exceptionsflowing in the systembeyond componenbound-
ariesthanwereanticipatedor desired.

A secondlifficulty introducedby the global natureof exception
handlingis the costof modifying exceptioninterfaces,which re-
quiresmore effort than modifying normalmethodinterfaces. For
example, the task of addinga parameterto a methodsignature
requirestracking down wherethe methodis called and ensuring
thata meaningfulvalueis assignedo the parameterFor the Java
languagejn casesvherethe methodis not overloadedthe com-



piler will catchcallsthathave been“forgotten”. In contrastwhen
changingthe list of exceptionsa methodcanraise,how canone
ensurethatall theright handlersareidentifiedandinspected?The
handlerswill not necessarilyoein the callersof the method. And
anamesearchon thetype of the exceptionto be changedtouldbe
misleadingsincethis exceptioncould be raisedby othermethods,
or somehandlersouldcatchtheexceptionby subsumptior. Tools
like Jex [11] canhelp, but in our experience trackingdown han-
dlersremainsa dauntingtask. Furthermorein the caseof checled
exceptions,changingthe exceptioninterface potentially requires
modifying the interfacesof all the methodsalongthe propagation
pathof the exception.

3.2 Unanticipated Exception Sources

In earlierwork on exceptionanalysig11], weidentifiedthatrea-
soningaboutexceptiondn Java programswvasdifficult becausgre-
ciseinformationaboutthe typesof exceptionsthatcouldberaised
at various programpoints was not easily available to developers.
Using very detaileddesignpracticesdown to theimplementation
level), it is possiblefor softwareengineerdo accuratelypredictall
the potentialsourceof exceptionsoriginatingin amoduleor com-
ponent. While someorganizationsusesuchfine-graineddetailed
designaspartof their software developmentprocessit is not typ-
ical. Evenwhenimplementatiorinformationis available, it is still
costlyto tracethesourcef all exceptiong11]. For thesereasons,
the specificationof component-ieel exceptionstendsto be based
onincompleteknowledgeof how acomponentanfail. As thede-
sign andimplementations iterated,new, unanticipatedexception
sourceganemepe.

Theendresultis thatsoftwaredevelopershave incompleteknowl-
edgeaboutthe exceptionsthat may occurwhendesigningan ex-
ceptionstructurefor their program. This lack of knowledgeleads
to atensionbetweentrying to designspecificinterfacesto enable
appropriatehandlingof unusualsituations,and designinggeneral
interfacesto enableemeping exceptionsto be handledwithin the
boundsof the currentchosenscheme.This problemsharesmary
similaritieswith designingmoduleinterfaces. However, asnoted
in the previous section,the global natureof exceptionsmakesthe
taskmorechallenging.

4. SOFTWARE COMPARTMENTS

Our initial approachto designingexception handlingwas in-
tendedto male it tractableto understandur exceptionstructure
by dividing it into two levels: the component-leel andthe intra-
component-leel. Unfortunately this two-level approachwas not
enoughto keepcontrolof the exceptionstructureasit evolveddur
ing theincrementaldevelopmentof our system.Onepossiblerea-
sonwhy our approachdid not prove entirely successfuls that it
lacked the formal conceptuaklementsecessaryor a systematic
application,andguidelinesto help make decisionsvhentradeofs
arose.

To investigatehov amorethoroughmethodcouldhelp,we tried
applyingthetheprinciplesof compartmentedoftwae, initially de-
scribedby Litke for designingfault-tolerantsystemsin Ada [9].
Litke describeshe approachasfollows.

An importanteffect of compartmentedoftware de-
signis to provide a clearspecificatioranda readyun-
derstandingof errortolerating behaior at the com-
partmentboundaries.This propertymakes reasoning

3Subsumptionis the actionof implicitly upcastingan objectwhen
assigningt to a variableof a type correspondindo oneof its su-

pertypes.

abouttheprogrambehaior easietby reducinghecom-
plexity of relationship@ndmakesmodificationof error
toleratingcodeeasielf9, p. 405].

This propertyis exactly whatwe weretrying to achieve. To ap-
ply the techniqueto Jex, we neededo adaptthe techniquefor an
object-orientedanguagein this case Java. This sectiondescribes
ourrefinemenbdf thetechniqueandits applicationto Jex. Sections
describesheapplicationof thetechnigueto two othersystems.

Litk e’stechniqueconsistsof thefollowing steps.
1. Determiningsoftwarecompartments

2. Defining preciseandcompleteexceptioninterfacesfor each
compartment.

3. Automaticallyverifying the conformanceof the actualpro-
gramto thecompartmenspecification.

Clearly, thistechniqueoverlapswith ouroriginalconcepbf com-
ponent-lgel and intra-component-kel exceptions. However, in
comparisonthe techniqueof Litke is moreexplicit aboutthe def-
inition of compartmentsprovidesbetterguidancefor determining
interfaces andincludesa verificationaspect.

4.1 Compartments

The idea behind software compartmentingis that “compart-
mentedorogramshaveidentifiableboundariesvithin themthatcon-
tain the propagatiorof specificerrorclasses’9, p.405].

Thereis norealrestrictiononwhatcompartmentsanbe. In the-
ory, acompartmentouldbeary setof entitiesthatcanraiseexcep-
tions,suchasa setof methodsLitk e suggestshoosingooundaries
at the softwarearchitecturdevel so thatthe functionalandexcep-
tional interfacesare minimal. Practically aligning compartments
with theprogramstructureprovidesa basisfor reasoningaboutthe
exceptionstructure. In Jex, the compartmentsve chosemostly
alignedwith the architecturacomponentsn the system:the Con-
troller, the Type Systemthe Parserandthe Jex Loader We did not
specifythe AST componento be a compartmenfor two reasons.
First, the interfaceto the componentompriseda high numberof
public methodswith extensve useof polymorphism.Secondthe
AST componentwas accesseanly throughthe Parser;the com-
partmentspecifiedfor the parsercouldincludethe AST.

In additionto thesecoarse-grainedompartmentsye found it
usefulto specifyonesub-componentompartmenarounda class,
Resol ver, which wasresponsibl€or resolvingsimple namesto
fully-qualified Java names. This refinementis compatiblewith
Litke’'s approach,which suggestsallocating “internal compart-
ments”if theinitial boundariesaretoo large [9, p. 460]. We de-
finedthis compartmentor two reasonsthe preciseerrorsemantics
of theResol ver classwerenecessaryo performsomespecialized
recovery in our program andthe costof definingthis compartment
wasnegligible sincetheinterfaceconsistedf only afew methods.

4.2 ExceptionInterfaces

Thenext stepinvolvesdeterminingwhich exceptionswill beal-
lowed to propagaterom a compartment.We refer to exceptions
designedo propagatdrom a compartmengasabstract exceptions
Determiningtheseexceptionsis the mostdifficult step. The diffi-
culty stemsfrom trying to determinealist of semanticallycoherent
exceptionghatdescribehe completesetof problemsthatcanhap-
penin acompartment.



Litk e statesfour importantguidelinesin establishingexception
interfaceq9, p.406].

1. “Use Ada exceptiongo signalall detecteckrrors”

2. “Enumerateall exceptionspropagatedacrossthe defined
boundaries.

3. “Decide] ... ] theprecisesemantic®f all errorsignalsprop-
agatedhcrosgheboundary

4. “Determineappropriatéransformgre-mappingsfor excep-
tions, including specifyingwhich are completelyhandled,
andwhich are partially handledbefore propagatiorto pro-
vide the specifiedsemantics.This stepmay requirea def-
inition of a new exceptionto carry the specifiedsemantics
acrossheboundary

Applying theseguidelinego Java hasled to thefollowing refine-
ments.

1. Onlyuseexceptions Similarto Litk e'sfirst guideline we have
found it usefulto limit the error handlingstructureto the use of
the Java exceptionhandlingmechanism.Global error codevari-
ablesandlocal exit instructionsshouldbe avoided. Adherenceo
this guidelineensuresa simplerstructure,andfacilitatesreuseby
allowing clientsto controlhow they shouldfail. In Jex, no compo-
nentwas allowed to terminatethe programexceptthe Controller
whichis theentrypointto theapplication.

2. Documentexhaustiveinterfaces. The descriptionof the ab-
stractexceptionsshouldbe completeandprecise By completewe
meanthat every possibleabstractexception, runtime or checled,
must be specified. By precise,we meanthat, if the exceptions
thatcanbe propagatedreorganizedn a hierarchy all exceptions
shouldbe documentednot only the supertype.This way;, all exit
pointsout of thecompartmenareexplicit.

3. Specifypreciseerror semantics.SinceAda doesnot support
exceptionhierarchieslitk e suggestshatthe precisesemanticof
all abstractexceptionsbe specifiedin adwance. As we described
earlier meetingthis conditionis almostimpossiblegiventheemetr
genceof unanticipatedxceptionsourcesasdesignandimplemen-
tation proceeds.To try and managethis situation,we proposean
enhancedersionof this guideline.

3a.Designexceptioninterfacesfor change. Whena hierarchical
exceptionmechanisnis available,asis the casein Jasa, it canbe
usedto helpmanagehe evolution of exceptioninterfaces.Specifi-
cally, abstracexceptionsshouldbe choserto beasgenerabhspos-
sible while still beingmeaningful.If a new sourceof exceptionis
uncoveredthathasa morespecificmeaning pften,a subtypeof the
original abstractexceptioncanbe addedto the compartmens in-
terface.This approachyivestheclienttheoptionof eitherhandling
only the more generalsupertypeexceptionor handlingthe more
specificsubtypeexception.This changecanbe madewithout mod-
ifying the interfacesto all the methodspropagatinghe exception.
Thedifficulty liesin choosingthe original abstracexceptionto be
sufficiently general.

4. Determinere-mappinggor exceptions. We interpretLitke’s
guidelinesimply asdeterminingn adwvancewhichlow-level excep-
tionsshouldbe handledocally, andwhich exceptionsshouldbere-
mappedasabstracexceptions Again,becausef unanticipatedx-
ceptionsourcesthis canbeadifficult task. Insteadwe have found
it usefulto distinguishbetweertwo classe®f intra-componengx-
ceptions: systemexceptionsandinternal failures Systemexcep-
tionstypically correspondo brokenassumptiongaboutthe system.
Suchassumptionsanincludeconstraint@aboutthesequencef op-
erationson acomponentthe parameterso anoperationor theen-
vironment.On the otherhand,internalfailuresrelateto aninternal

inconsisteng. Theseexceptionstypically correspondo animple-
mentatiorproblemandgenerallydo notindicatearything usefulto
aclient,exceptafailureof thecomponentExampleof internalfail-
urescaninclude dynamicallycastingan objectto aninvalid type,
or accessingnarraybeyondits bounds.For Jex andthe otherpro-
gramswe have analyzedwe have useda singleabstracexception,
Al gorit hmi cExcept i on, to modelinternalfailures?

In additionto the first four guidelinessuggestedy Litke, we
have alsofoundthefollowing guidelinesto be helpful.

5. Avoid usingsystem-defineekceptionsas abstract exceptions.
Even thoughreusinga pre-definedexception,suchas| OExcep-
ti on, asanabstracexceptionsareswriting anexceptionclass this
doesnotgenerallypay off asit makestheinterpretatiorof abstract
exceptionsmoredifficult.

6. Do not propagate abstiact exceptions. Abstractexceptions
aremeantto be semanticallyassociatedavith the compartmenthat
raisesthem. For instancethe Resol ver compartmentanraise
a NanmeExcept i on when a namecannotbe resohed to a fully-
qualified Java name. To avoid wealening the semanticconnota-
tion of the exception, it shouldnot be propagatecpastthe client
compartment. This is not to say that abstractexceptionsshould
not necessarilype reusedwhereappropriate.However, the useof
abstracexceptionsshouldbelimited to compartmenboundaries.

7. Do not raise abstiact exceptionsexceptin a compartmens
entry points. Abstractexceptionsshouldnot be raisedby methods
thatarenotentrypointsto acompartmentlf amethodwhichis not
anentrypointraisesanabstracexception thenit becomedifficult
to reusethat methodin anothercompartment.lt is preferableto
catchall intra-compartmengxceptionsat the compartmenbound-
aries,andto re-maptheseexceptionsnto theabstracexceptionsat
thecompartmens entrypoints.

Table 2 shavs the completelist of abstractexceptionsfor each
compartmentn Jex. The Controller beingthe entry point of the
application,cannotraiseary exception. For the Type System,we
chosetwo exceptionscorrespondingo the two orthogonalmodes
of operationson the component:initialization and lookup. Since
theseexceptionscan never be raisedby the sameoperation,they
arenot specifiedin a hierarchy The Al gori t hni cExcepti on is
the abstractexceptionrepresentingnternal failuresin eachcom-
partmentotherthan Controller This exceptionis reusedin most
compartmentsandthusis allowedto propagatehroughcompart-
ments. We feel this “exception”to guideline6 is acceptablesince
it representsnternalfailures,which we canrarely handle,except
attheapplicationentry point.

The other abstractexceptionsall represensystemexceptions.
The Resoler propagates NaneExcept i on if a namecannotbe
resolhed. The Jex Loadercanraisetwo abstractexceptions;each
is a subtypeof JexFi | eExcept i on sinceeachcanbe raisedby
the sameoperation.Finally, the Parsercanraisethreeabstracsys-
tem exceptions: Par seExcept i on, and two exceptionsthat can
propagatdrom the AST, Anal ysi sExcept i on andExcept i on-
Gener ati onExcepti on.

4.3 Compartment Verification

The meansof establishingconformancesuggestedy Litke is
basedon a proposedautomatedool. This tool, usinganinformal
modelof exceptioncontrol flow in Ada, is intendedto locateand
classifyexceptionraisepoints,andto tracethe propagatiorof ex-
ceptionsupto eithertheir handlingpoint or a programexit point.

4Somelanguageslirectly supportthe unified signalingof internal
errors. For example,CLU hasa singleuncheckd fai | ure ex-
ception.C++ re-mapsall undeclaredxceptionsto a singleunex-

pect ed type.



Table 2: Abstract exceptionspecificationfor Jex
ComponentName ExceptionsRaised |

Controller None
TypeSystemSetupException
TypeSystemLookupException
AlgorithmicException
NameException
AlgorithmicException
JexFileException
JexFileLoadingException
JexFileInterpretationExepion
AlgorithmicException
ParseException
AnalysisException
ExceptionGenerationExceém
AlgorithmicException

TypeSystem

Resolher

Jex Loader

Parser

public TypeSystem()
{

try

{
/1 Initializing the Type System
/1 Perform necessary exception
/'l re-mappi ngs

}

catch( TypeSyst enSet upException e )
throw e;

catch( Throwable e )

{ throw new Al gorithm cException( e ); }

Figure4: An exampleof exceptionguard implementation

Java easeghe problemof establishingconformancehroughits
supporf exceptionhierarchiesThroughsubsumptionmary types
of exceptionscanbe caughtin asinglecat ch clause.Specifically
we useexceptionguardsto enforcethe exceptioninterface,ensur
ing only abstracexceptionsdefinedfor acompartmenareallowed
to propagate.

Eachentry point methodof a compartments wrappedin atry
block with a cat ch clausefor every abstractexception,followed
by a catchclausedeclaringthe type Thr owabl e, the supertypeof
all exceptionsthat can be raisedin a Java program. The cat ch
clausedor the abstracexceptionssimply re-thrav the exceptions,
while thecat ch clausefor the generaltype mapsall exceptionsto
anew exceptionof typeAl gori t hm cExcept i on. As specifiedn
Table2, anAl gorit hmi cExcepti on is raisedwhen&er anunan-
ticipated exceptionis detectedn the compartmentand thus this
type of exceptioncorrespondso the conceptof internalfailure.

Figure4 givesanexampleof theimplementatiorof anexception
guardfor the constructorof the Type System.In this case pecause
of the complity of the operationsn thetop-level t ry block, the
re-mappinggo abstractexceptionsare performedwithin thetry
block andthe abstraciexceptionsarefilteredin the corresponding
cat ch clausesFor methodswith simpleroperationsit is possible
to performthere-mappingslirectlyin thecat ch clausesssociated
with thetop-level t ry block.

Althoughthey helpenforcingconformancevithoutrequiringtool
support,exceptionguardshave two weaknesseskirst, exceptions
cantheoreticallybe raisedin the top-level cat ch clause.Second,
the mechanisnonly enforcessyntacticconformance Specifically
anuncheclked exceptionthatwasmeantto be re-mappedsanab-
stractexceptioncouldbe“forgotten”,andautomaticallyre-mapped

Controller

Parser AST

Type System

Jex Loader

Figure5: Exception propagationin the revisedversion of Jex

asaninternalfailure.

When necessarythesefiner points canbe dealtwith usingthe
Jex tool. SinceJex extractsexceptioninformationfrom Java pro-
gramsjt canbeusedto reportary exceptiongaisedn thetop-level
catchclause,andall uncaughtexceptionspropagatingo the top-
levelt ry block. RunningJex onthe modifiedJex programallowed
usto ensurghatthedesiredcontainmenpropertiesvererespected.

With the exceptionguardsin placeandthe conformanceo our
specificationof abstracexceptionsverified, the propagatiorinter-
actionsbetweerthe component®f Jex aresimpler(Figure5s).

5. ADDITION AL EXPERIENCES

In mary respects,Jex was an ideal candidatefor applying the
compartmenting@pproach.Sincecompartmentings a refinement
of our original designapproactor exceptionsmostcompartments
alignedwith Jex components. In addition, in choosingabstract
exceptions,we could build upon our previous experiencechoos-
ing component-leel exceptions. To investigatewhetherthe com-
partmentingapproachappliesin other situations,we appliedthe
techniqueto two otherexisting software packagesGNU JTar ver-
sion1.1. andIBM’ s Bobbyclasslibrary, version7.?

We chooseto apply the compartmentingapproachto existing
systemsnsteadf experimentingwith thedevelopmenbf new Java
programshecaus®ur goalwasto investigatehow reasoningabout
compartmenteexception structurecomparedo reasoningabout
otherstylesof exceptionstructure . Theuseof existing programsal-
lowedusto gatherinsightinto how specificdesigndecisionanade
by various developersinfluencedthe overall exception structure.
The tradeof is that this casestudy approachprevented us from
studyinghow compartmentlesigninteractswith traditionaldesign
actiities. Theinvestigationof this interactionis the subjectof fu-
turework.

Eachof the packagenvestigatechasuniquecharacteristicsThe
JTar sourcedemonstrates layeredarchitecturewith no uniform
errorhandling. The Bobby packagés a classlibrary with no over-
all architecturalstructure. In both cases,using compartmenting,
we wereableto simplify andimprove specificaspectof the error
handlingstructurewithout changingthe structureof the program
handlingnormaloperations.

5.1 JTar

JTaris acommand-lingorogramimplementedn Javawhich cre-
atesandextractstapearchie (tar)files. It comprise€8 classesn 6
packageg~7 kLOC). Basedon a manualinspectionof the source
code,we determinedhat JTar hasa simplearchitectureconsisting
of threelayers:Controlletr Actions,andBuffered!/O (Figure6).

5Bobbyis now calledthe JikesBytecodeToolkit. It is availableat
IBM’ s Aphavorkswebsite ww. al phawor ks. i bm com
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Figure6: Simplified architecture of JTar

The Controllerlayer is the entry point to JTar and controlsthe
application. It parsesthe command-lineagumentsand calls the
Actions layer to perform actionsrequestedoy usersthroughthe
command-lineagumentssuchascreate read,andextracttarfiles.
Theclasse®f the Actionslayerusethe Bufferedl/O layerto carry
outspecialized/O tasks.

Basednaninspectiorof thesourcecode we determinedhater-
ror handlingwasnotuniformin JTar. In theclasse®f the Buffered
1/0 layer, internalfailures,suchasNul | Poi nt er Except i on,were
propagatedpther exceptions,suchas| OExcept i on, causedthe
programto terminate. In the Actions layer, exceptionsweretypi-
cally caughtandanerrorcodewassetbeforethe call returnednor
mally, perhapswithout having completedthe action. We believe
thatthesechoiceswerenot optimal. First, handlingexceptionsus-
ing acombinationof exceptionhandlingandnormalcodemalesit
difficult to reasonaboutandmodify how the programhandlesex-
ceptionalconditions. Second exiting the applicationhaphazardly
complicategeuseof thecomponents.

Our goal wasto improve the JTar codein two ways. Oneim-
provementwasto ensurethe programcould only exit at the Con-
troller layer The secondimprovementwasto reportevery fault
usingexceptions.To make theseéimprovementswe appliedthere-
fined compartmenapproactwith eachlayerservingasa compart-
ment. Our casestudyfocuseson the interfacebetweerthe Actions
andBuffered!l/O compartments.

We beganwith the Buffered /O compartment.First, we deter
minedthe entry pointsto the compartmentvhich consistef the
17 public methodsof the two classesBuf f er Read andBuf f er -
Wite.® At eachentrypoint, weimplementedxceptionguardsfor
thefollowing exceptiongypesJTar Cor r upt edl nput Except i on,
JTar Fi | el OExcepti on,JTar NoPer m ssi onExcepti on,JTar -
NoAr chi veNameExcept i on,andAl gorit hrmi cExcepti on. This
list was determinedby inspectingthe conditionsunderwhich the
programterminatedandthe messagéhatwasoutputat that point.
The first four exceptiontypescorrespondo conditionsrelatedto
the parametersr the object(typically, atar file) of the variousop-
erations. To allow the possibility of handlingall of theseexcep-
tionsat oncein a client, we definedthemassubtypeof a general
JTar Except i on type,whichrepresentary problemrelatedto the
handlingof atarfile. As before,internalfailureswererepresented
usingAl gori t hni cExcept i on. Next, we identifiedthe pointsin
Buffered /O wherean exit was presentand replacedthe exit in-
structionwith a suitablet hr ow statementThis redesigrof the ex-
ceptionstructureof the Buffered1/O layerled to a simplerfailure

50riginally, noneof the 32 methodsof theseclassesvere scoped
privat e. However, we could easily determinea setof methods
thatwasonly accessewithin theclass.To make theinterfaceto the
Bufferedl/O layer moreexplicit, we have qualifiedthesemethods
asprivate.

modelbecauseall exceptionalconditionsare reportedto the Ac-
tionslayerin the form of anticipatedexceptions,andbecausdghe
Bufferedl/O layeris unableto terminatethe application.

Applyingthecompartmentingechniqueequiredreasoningbout
thesemanticof the program.Much of the effort requiredinvolved
trackingdown the sourcesof errorsand converting theminto ex-
ceptions.Whenimplementingthe guards we found thatthe main
difficulty wasin mappingexisting exceptionsandexit instructions
to theabstracexceptionsgdefinedin thecompartmenspecification.

5.2 Bobby

Bobbyis a Java classlibrary for manipulatingJava classfiles. It
consistsof 118 classeq~23.5kLOC) representinguchitemsas
the constanpool, methodsandinstructionsof a classfile.

In contrastto Jex andJTar, Bobby doesnot have an obvious ar
chitecturaldecomposition.All the Bobby classesare public and
mostof themareintendedfor inter-packageise.Therearenumer
ous dependenciebetweenclasses.For thesereasonsijt was not
possibleto identify cleancompartmentsvithin Bobby However,
sinceBobbyis a classlibrary, it is meantto be usedby client code.
Fromthe perspectie of potentialclient code,two issuesegarding
exceptionhandlingarose.

First, mostproblemsinternalto Bobby were reportedas either
aRunti meExcepti on or asanl nt er nal Error. Thesetwo con-
ditions male it difficult for a client to recover from a problemin
Bobby A Runti neExcepti on cannotbe caughtwithout catch-
ing all other Runt i meExcept i ons, restrictingthe granularity of
the potentialrecovery. Accordingto the Java API specificationan
I nternal Error correspondgo a problemwith the Java virtual
machine(JVM). For a client, it would only be possibleto deter
mineif anl nternal Error wasraisedby Bobby andnot by the
JVM by programaticallyinspectingthe call stack.

SecondBobbyalsoreportssomesystemexceptionsvhichresult
from a sequencef operationson the classlibrary asi nt er nal -
Er r or s,makingit difficult for clientsto anticipatethesefailures.

Toimprove theflexibility of Bobbyclients,we wereinterestedn
aversionwhichwould notreportsystemexceptionsasinternalfail-
ures,andwhichwould enableactualinternalfailuresto be handled
moreeffectively.

Applying the compartmentingechniquewas more difficult in
the caseof Bobbythanthe othertwo systems.Sincealmostevery
methodin Bobby is public, implementingguardsimplied adding
a top-level t ry block and ensuringthat exceptionsraisedin the
method conformedto the interface in every methodof the 118
classes.To managethe costof this changewe decidedto imple-
mentthe guardson only a subsebdf frequently-usedlasses.

Theabstracexceptionsonsisteaf thetwo existinguserdefined
exceptionsBB_Cl assFi | eExcept i on andBB_Dupl i cat e ass-
Exception. We alsoaddedBB.I | | egal Qper ati onExcepti on
to signalillegal operationsandBB_I nt er nal Fai | ur eExcepti on
torepreseninternalfailures.Thefirst two exceptionsverechecled
exceptions. We decidedto implementthe two new exceptionsas
uncheclkd exceptions,becauseof their penasivenessinside the
Bobby package.

Applying the approachto Bobby, even in this partial way, al-
lowedusto simplify theflow of exceptionswithin theBobbyclasses.
TherevisedBobbyis alsoeasietto usebecausé¢heexit points,both
normaland exceptional,are explicit, andthe exceptionsare more
meaningful.



6. EVALUATION

The casestudiesshav that compartmentings applicableto a
smallsetof diversesystemslin this sectionwe discusswvhetherthe
approachs workableby consideringts benefitsandcosts.

6.1 Benefits

Fromour original experiencewe citedtwo difficultiesrelatedto
designingandimplementing'good” exceptionstructure:reasoning
aboutglobal exceptionflow, anddealingwith emeging exception
sourcegSection3).

With respecto dealingwith global exceptionflow, our experi-
encein the three casestudiesagreeswith the intuition of Litke:
bounding exception propagationat compartmentboundarieshas
practicalbenefits First, by limiting thescopeof exceptionpropaga-
tion at compartmenboundariesye reducethe intra-compartment
exceptiondesignproblemto decidingwhetheranexceptionshould
be handledlocally or whetherit should be propagatedcandre-
mappedasanabstracexception. Secondpy enforcinghardinter
facesbetweercompartmentsye eliminatethe possibility of unan-
ticipatedexceptionsbeingraisedby a compartment.The endre-
sultis that compartmentsand exceptionguardsenabledevelopers
to reasomaboutcompartment-ieel exceptionsin a straightforvard
andmanageablaay.

It is lessolvious how compartmentingllows developersto bet-
termanageheemepgenceof new exceptionsourcesDesignguide-
line 3a,presentedn Section4, specificallycatersto thateffect, but
whetheiit will work well in thegenerataseandhow well it scales,
is the objectof futureinvestigation.

For thethreeprogramswe studied theguidelinesveresuficient
to addressnostof the problemsinitially identifiedwith exception
structure.As oneexample,we now revisit the causesve hadiden-
tified for the Jex system(Section2).

AmbiguougxceptionsemanticsAs we mentioneckarlier deter
mining the ideal setof abstraciexceptionsis the true challengeof
software compartmentingTo avoid the caseof ambiguousexcep-
tion semanticsdentifiedin Section2, caremustbetakento ensure
thatthe meaningof the systemabstractexceptionschosenfor the
new interfacedo notoverlap. For example,in therefinedversionof
Jex, we did notpropagatehepre-defined CExcept i on, but rather
definedtwo non-overlappingabstracexceptions.

Useof exceptionvaluesto distinguishbetweerfailure types.In
our refinedapproachjnsteadof using exceptionvaluesto distin-
guishbetweendifferenttypesof failures,we usedsubtypedo ex-
pressthe more specificinformation. Subtypesare easierto track
anddistinguishthanvalues,makingthe exceptionstructureeasier
to reasomabout. Exceptionvalueswereusedonly to carry supple-
mentalinformation. As an example,in all the casestudies,when
raisinganAl gori t hni cExcepti on, we nestedthe “original” ex-
ceptionobjectwithin the Al gori t hni cExcepti on, to retainin-
formationaboutthe particularsourceof the problem.

Confusionover the useof system-defineekception.This caseis
avoidedsimply by refrainingfrom usingpre-definedxceptions.

Unboundeduncheded exceptions. Exceptionguardsautomati-
cally boundall exceptionsatthe compartmenboundaries.

6.2 Costsand Tradeoffs

Applying this technologyto threedifferentprogramsallows us
to roughly evaluatethe effort involvedin settingup compartments.
Thebasicdesignproblemfor softwarecompartmentings to estab-
lish asemanticallyneaningfulsetof abstracexceptions.As is the
casewhendesigning‘normal” moduleinterfaces,the task of de-
signingexceptioninterfacess difficult to performandits costsare
difficult to assess.

In our experience onceexceptioninterfacesare chosenfor the
compartmentsthe effort requiredto adapta programto the com-
partmentinterfacesprimarily compriseswo actvities:

1. settingup exceptionguardsat compartmentboundariesto
prevent unanticipatedexceptionsfrom escapingcompart-
ments,and

2. tracking down meaningfulexceptionsourcesto map them
into the exceptioninterfaces.

Thecostof thefirst activity is roughlyproportionako thenumber
of exceptionguardsneeded.The numberof guardsis determined
by the granularityof compartmentandthe sizeof their functional
interface. The costof the secondactivity is mostly relatedto the
compleity of theoriginal exceptionstructure It is difficult to gen-
eralizethis factor Trackingdown meaningfulerror sourceswas
easyin Bobby, whereonly afew exceptionswereused.In thecase
of Jex, this costwasslightly higher sinceJex hasmorefunctional-
ity, resultingin theneedfor agreatemumberof abstracexceptions.
In the caseof JTar, re-mappinghe errorsourcego abstracexcep-
tionswasparticularlyarduousmostly becausef the ad hocerror
handlingschemaused.

7. RELATED WORK

Seminalwork onthedesignof robustandfault-toleranprograms
usingexceptionhandlingwasdoneby F. Christian. His contriku-
tionsincludea studyof how thefailure occurrenceselatedto spe-
cific classeof designfaultscanbe addressedsingdefault excep-
tion handlingbasedon automatidoackwardrecovery [3]. In alater
paper Christianalso proposed‘a programminglanguagesuitable
for writing well-structuredobustprograms’4, p.163]. Thework,
mostly theoretical,includesa deductve systemfor proving total
correctnessndrobustnespropertiesof programswith exceptions.

Work on designingprogramswith exceptionsalsospanshe ar-
easof application-domairspecificapproachesnethodologiesand
designtools. As describecearlier, Litke [9] proposedanapproach
to designingault-toleransystemsn Ada. Similarly, deLemosand
Romanesky have suggested framework for integratingexception
handlinginto the early phase®f the softwarelife-cycle [5].

Toolsandmodelingtechniquesntegratingexceptionshave also
beensuggestedAn exampleof atoolis OODREX][1], whichhelps
take exceptionsinto accountwhendesigningC++ classesAn ex-
ampleof a notationthatintegratesexceptionsis the Unified Mod-
eling Languagg UML) [2]. Additionally, anextensionto UML to
model exceptionsas pre- and post-conditionconstraintausing the
Object ConstraintLanguage[14] hasbeenproposedrecently by
SoundarajaandFridella[12].

The work describedn this paperdiffers from theseefforts asit
focuseson reasonsvhy exceptionstructuredegradesandinvesti-
gatesadisciplineddesigntechniqueo alleviatethe problemscaus-
ing degradation.

More closelyrelatedto the problemsdiscussedn this paperis
ananalysisby Miller andTripathi[10] of why it is difficult to de-
sign exceptionsin object-orientedsystems.However, their analy-
sis focuseson conceptuaklashesbhetweenobject-orientatiorand
exceptionhandling,suchasabstractionencapsulatiormodularity
andinheritance ratherthan on the realitiesof programmingwith
exceptions.Finally, Lippert andLopeshave investigatechow de-
signing exception handling code can be simplified using aspect-
orientedprogrammingn AspectJ™ [7]. Their focuswasprimar
ily onreducingredundantnformationin exceptionhandlersandin
enablingdifferentconfiguration®f exceptionstructuresatherthan
in the designof an exceptionstrateyy for a system. |t is possible
thatAspectJprovidesanothemway to implementexceptionguards.



8. SUMMARY

To help developersduring design,principles,methods and no-
tationshave beenelaborated.For the mostpart, thesedesignap-
proachesave focusedon the normaloperationf a system.De-
spitethe presencef mechanismssuchasexceptionhandling,for
expressingandseparatingvhata programshoulddo in anunusual
situation therehasbeenlessguidanceavailableto helpadeveloper
structurethe “exceptional”portionsof a system.

In our experiencethis lack of informationabouthow to design
and implementwith exceptionsleadsto comple and spaghetti-
like exceptionstructuresTo gaininsightinto why this compleity
arises,we reflecteduponour experiencedrying to build a “good”
exceptionstructureinto a programanalysistool we were imple-
mentingin Java. Basedonthe cause®f complity whicharosein
that systemandanalyse®f otherJava programswe believe there
aretwo mainfactorswhich contritute significantlyto the difficulty
of designingexceptionstructures:the global flow of exceptions,
and the emegenceof unanticipatedexceptions. To help control
thesefactorswerefinedanexisting softwarecompartmentingech-
niquefor exceptiondesign. We reporton our experiencesapply-
ing it to threedifferent Java programs. In eachcase,the refined
compartmentingpproachelpedby providing a basison whichto
malke decisiongduringexceptiondesign.

This paperthusmalkestwo contritutions. First, it identifiessome
reasonavhy andhow exceptionstructurebecomesomple. Sec-
ond,it describes straightforvard setof designguidelineswe have
usedto helpsimplify exceptionstructure.To date theseguidelines
have beenappliedto existing systemsfor which someexception
handling structurealreadyexisted. The next stepsareto try ap-
plying theseguidelinesto the developmentof new systemsr new
partsof systemsandto track the effect of the guidelinesover the
longerevolution of the systems.
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