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Resour ces
1. RequestFor CommentgRFC):

e structuredbverview TCP/IPrelatedRFCs:http://www.webzone.net/machadospage/RFC.html
e completeoverview (with search)http://www.fags.og/rfcs/
e exampleRFCs:

e theTransportControlProtocol(TCP)RFC793: rfc793.txt
e theUserDatagranProtocol(UDP) RFC768: rfc768.txt

2. manpages:

e theSingleUNIX specificatior(searchable)http://www.opengroup.ay/onlinepubs/708799index.html
e manonlocalmachine

3. books:

e UNIX network programming,Volume 1: Networking APIs: Socletsand XTI Richard Stevens,
PrenticeHall, 1998,2nd Edition.

This text is mostly basedn the above book andits earlieredition.

Network Layers

e Divide-and-conquemetwork layers.

e 7 layerOSI (OpenSystemdnterconnectionjnodel(laterthanTCP/IP):
1. Physical:transmissiorof bit streamsver physicalmedium.

DataLink: addsreliability servicedo physicallayer.

Network: source-to-destinatiodelivery acrosamultiple networks.

Transport:source-to-destinatiodelivery of entiremessage.

Sessionnetwork dialogcontroller

Presentationsyntaxandsemantic®f exchangedinformation.

N o ok~ N

Application: useraccesgo the network.



Protocolsat eachlevel.
e TCP/IPmodel:

1. Physical.
2. DataLink.
3. Network:

4. Transport:

Internetworking Protocol(IP)

ICMP (InternetControlMessagédrotocol)
IGMP (InternetGroupMessagédrotocol)
ARP (AddressResolutionProtocol)

RARP (ReverseAddressResolutionProtocol)

e TransmissiorControl Protocol(TCP)
e UserDatagranProtocol(UDP)

CommunicatioAPI) betweermpplicationand Transporiayer: sockets.

5. Application: OSI’s SessionPresentationApplication.

FTP(File TransportProtocol)(TCP)

TFTP (Trivial File TransferProtocol)(UDP)
TELNET (remotelogin)
SMTP (SimpleMail TransferProtocol)

Commonarchitectureclient-server.

User User
process process
OSI Layers 5-7
TCP UDP
OS5I Layer 4
ICMP IP ARP RARP
=7 OSI Layer 3
Y
Hardware
Interface
OSI Layers 1-2

TCP/IP protocol suite

e 1980s:standardor the ARPANET andassociate®oD networks

e 1987:protocolfor communicationn the NSFNET (supercomputers)




e now: protocolthe”Internet”.

Characteristicsf the protocol suite:

notvendorspecific

implementedn almostall platforms

usedfor bothlocal andwide areanetworks

wide usethanksto inclusionin the BSD Unix systemaround1982.

Userinteractionwith the TCP/IPprotocolsuite:

e IPisnotaccessedirectly.

unreliable

connectionless

no errorcheckingor tracking

datatransportedn pacletscalledlatagrams, transportedeparately—
e maytravel alongdifferentroutes

e canarrive outof sequence
e maybeduplicated

e UDP/IP:
e unreliable
e connectionless
o |IP+
e portnumbers
e length
e optionalchecksunfor verification
e TCP/IP:
e reliable(checksumspositive acknaviedgementstimeouts)
e connection-oriente(establish transmission terminate)
e full-duplex (end-to-endlow control)
e byte-streanservice(sequencing)

Internet addesses

e uniquely identify networksandcomputers
e addressings protocol-specific
e |P (internetaddress)32 bits, encodingnetwork ID andhostID.

Relatedto but not the sameassymbolic“*domain” namessuchaswww.cs.mcgill.ca.
Numberof recipients:

e unicastaddresssinglerecipient
e multicastaddressgroupof recipients
e broadcasaddressall the hostin the network (255.255.255.255)



Formatclasseglater):
Usuallywritten as4 dot-separatedecimalnumberqe.g., 132.206.51.10).

At tranportlayer: adda port number (a 16-bitinteger)
— identify communicatingprocesses in host.

TCPandUDP definewell-known addresse§ort numbers¥or well-known services. In /etc/services:

dayti me 13/tcp

dayti me 13/ udp

net st at 15/tcp

qot d 17/tcp quot e

s p 18/tcp # nmessage send protocol

s p 18/ udp # nmessage send protocol
char gen 19/tcp ttytst source

char gen 19/ udp ttytst source

ftp-data 20/ tcp

ftp 21/tcp

fsp 21/ udp f spd

ssh 22/ tcp # SSH Renmpte Login Protocol
ssh 22/ udp # SSH Renote Login Protocol
t el net 23/tcp

# 24 - private

sntp 25/tcp mai |

Communicatavith sendmailproceson smtp(25) porton localhost:

tel net |ocal host sntp

Checkactive internetconnections:

hv@ ookfar 59% netstat --inet -a

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Forei gn Address State
tcp 0 0 HSE- Montreal - ppp34: 1023 mim .CS. MG ||.CA ssh  ESTABLI SHED
tcp 0 0 *:X ok LI STEN
tcp 0 0 *:ww XX LI STEN
tcp 0 0 *:https XX LI STEN
tcp 0 0 *:587 XX LI STEN
tcp 0 0 *:sntp X LI STEN
tcp 0 0 *:printer ok LI STEN
tcp 0 0 *:ssh ok LI STEN
tcp 0 0 *:finger ¥ LI STEN
raw 0 0 *:icnp ¥ 7

raw 0 0 *:tcp X 7



soc ket addresses

soclet= API to network services

UNIX: I/O by read/writefrom/to afile descriptor

file descriptor= integerassociatedavith anopenfile

openfile canbeanetwork connectiona FIFO, a pipe,aterminal,, etc.

invoke soclet() to geta soclet

typesof soclets: DARPA InternetaddressefinternetSoclets),pathnameson alocal node(Unix Sock-
ets),CCITT X.25 addresses,etc.

Thesocletaddresstructure(in <sys/ socket . h>)

struct sockaddr

{

u_short sa famly; [* address famly: AF_XXX val ue */
char sa _data[14]; /* up to 14 bytes of protocol -specific address */

b

e sa_fam|y: addressamily (AF_I NET)
e sa_dat a: interpretatiordepend®ntheaddres$amily. In caseof thelnternetfamily: destinatioraddress
andsoclet portnumber
Easytofill in using(in <neti net/in. h>):

struct in_addr

{
u_long s_addr; [* 32-bit address, in network byte order */

b

struct sockaddr_in

{
short sin_famly; [* AF_INET */
u_short sin_port; [* 16-bit port nunber, in network byte order */
struct in_addr sin_addr; [* 32-bit address, in network byte order */
char sin_zero[8]; [/* unused */

b

u_short andu_| ong aredefinedin <sys/ t ypes. h>.

For someAPI calls,anexplicit castfrom st ruct sockaddr _in * to(struct sockaddr *) in needed.
sin_zero (paddingthe structureto the length of struct sockaddr) mustbe setto all zeros(e.g., with
menset ()).

Network and Host byte orders

Differencein storageorderof integers’byteson differentmachinearchitectures.
For examplea 16-bitinteger, madeup of 2 bytescanbe storedin two differentways:
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e Little (low) endian:storesthelow-orderbyteatthe startingaddress.
¢ Big (high) endian:the high-orderbyteis storedatthe staringaddress.

Note: this doesnot applyto charactestrings.
For networking: network byte order.
Corversionroutines:

#i ncl ude <sys/types. h>
#incl ude <netinet/in.h>

u_long htonl (u_long hostlong);
u_short htons (u_short hostshort);
u_long ntohl (u_long netlong);

u_short ntohs (u_short netshoert);

h standdor host

n standgor network
| standgor long

s standdor short

sin_addr andsi n_port fieldsmust bein Network Byte Orderasthey getencapsulateth thepacletatthelP
andUDP layers,respectiely.

sin_fam |y is only usedby thekernelto determinevhattype of addresghe structurecontains soit mustbe
in HostByte Order It is not sentover the network.

Address convertion routines

An Internetaddresss usuallywritten in the dotted-decimaformat(e.g., , 10. 12. 110. 57).
Corversionbetweerdotted-decimaformat(astring)andai n_addr structure:

#i ncl ude <sys/socket. h>
#include <netinet/in.h>
#include <arpalinet.h>

unsi gned | ong inet_addr(char * ptr);

char * inet_ntoa(struct in_addr inaddr);

I net _addr () corvertsacharactestringin dotted-decimahotationto a 32-bit Internetaddresgin Network
Byte Order). It returns-1 on error Beware! -1 correspond$o the IP addres55.255.255.25%he broadcast
address.

Example:corvertthelP addres$10.12.110.57"andstoreit

Ina.sin_addr.s_addr = inet_addr("10.12.110.57");
if ( ina.sin_addr.s_addr ==-1) /* error */

{
-

[* error handling */



Remarks:

e inet _ntoa() takesastruct in_addr asamgumentnot along.
e inet _ntoa() returnsachar * pointingto a statically storedchararrayinsidei net _ntoa(). The
stringwill beoverwrittenateachcall:

char *al, *a2;

al = inet_ntoa(inal.sin_addr); // assune this holds 192.168.4.14
a2 = inet_ntoa(ina2.sin_addr); // assune this holds 10.12.110.57
printf("address 1. %\n",al);
printf("address 2: %\n", a2);

will print

address 1: 10.12.110.57
address 2: 10.12.110.57

Elementar y Socket System Calls: socket()

Invoke socket () to specifythetypeof communicatiorprotocoldesired(TCRE, UDP, etc. ).

#include <sys/types. h>
#incl ude <sys/socket. h>

int socket(int famly, int type, int protocol);

e fam |y issetto AF_I NET
e type is SOCK_STREAMfor TCPandSOCK _DGRAMfor UDP.

socket () returns

e asocletdescriptothatcanbeusedin latersystemcalls,
e or-1onerror Globalvariableer r no is setto theerror’s value(useperr or () to print msg).

TCP client/ser ver architecture

Typical sequencef systemcallsto implementT CP clientsandseners.
Server Cient

socket ()

|
Vv

bi nd()
|



\Y

listen()
|
\

accept () socket ()
| |

bl ocks until connection fromclient V

| <-- connection establishment ------------ > connect ()
| |
Vv Vv

read() <-------- data (request)--------------- wite()

The bind() system call

bi nd() assignsanameto anunnamedsoclet.

Associateshe socletwith a port in thelocal machine.

Theportnumberis usedby the kernelto matchanincomingpacletto a certainprocesss soclket descriptor
Usedby TCPandUDP senersandby UDP clients.

#i ncl ude <sys/types. h>
#incl ude <sys/socket. h>

int bind(int sockfd, struct sockaddr *ny_addr, int addrlen);

sockf d is thesocletfile descriptoreturnedoy socket () .
my_addr isapointertoastruct sockaddr.

e port
e |IP address

May needto cast pointerto st ruct sockaddr *

addr| en canbesetto si zeof (struct sockaddr) .

Returns-1 on errorandsetser r no to theerror'svalue.

Codefragmentbe necessayo setup a TCPsener (will becompletedater):

#include <string.h>

#i ncl ude <sys/types. h>
#include <sys/socket. h>
#include <netinet/in.h>

#def i ne MYPORT 3490



int main()

{
I nt sockf d;
struct sockaddr_in ny_addr;

if ( (sockfd = socket(AF_I NET, SOCK STREAM 0)) < 0)
{

perror("socket");

exit(1);
}

my_addr.sin_famly AF I NET; I* host byte order */
my_addr.sin_port ht ons(MYPORT); /* short, network byte order */
my_addr.sin_addr.s_addr = htonl (I NADDR _ANY); /* nmy own | P address */

menmset (&(my_addr.sin_zero), '\0", 8); [/* zero the rest of the struct */

if ( bind(sockfd, (struct sockaddr *)&ny addr, sizeof(struct sockaddr)) < 0)

{
perror("bind");
exit(1);

}

Automatinggettingthelocal IP addressnd/orport:

my_addr.sin_port = 0; /* choose an unused port at random */
my_addr.sin_addr.s_addr = htonl (I NADDR ANY); /* use ny |P address */

Portsbelov 1024 areresened. Upto 65535(si n_port is 16 bits long) canbe used,provided not in useby
anotherprocess.

Whentrying to rerunasener, bi nd() oftenfails
"Address already in use."

Probablyasocletthatwasconnectedhasnotbeenclosedproperly is still “alive” in thekernelandis occupying
theport. Two optionsarepossible:

e wait for it to clear(aminuteor so),or
e addcodeto the programallowing it to reusethe port.

int yes=1;
if (setsockopt(listener, SOL_SOCKET, SO REUSEADDR, &yes, si zeof (int)) == -1)
{
perror ("setsockopt");
exit(1):;
}



The connect() system call

e TCPclient
e connectasocletdescriptor(aftersocket ())
e establishesonnectiorwith asener

#i ncl ude <sys/types. h>
#i ncl ude <sys/socket. h>

int connect(int sockfd, struct sockaddr *serv_addr, int addrlen);

connect () returns-1 onerrorandsetser r no

sockf d is asocletfile descriptoreturnedoy socket ()

serv_addr pointsto astructurewith destination portandIP address
addr | en setto si zeof (struct sockaddr)

Initial codenecessajor a TCPclient:

#include <string.h>
#include <sys/types. h>
#incl ude <sys/socket. h>
#include <netinet/in.h>

#define DEST_IP  "150. 244.56. 39"
#define DEST_PORT 13

mai n()
{
i nt sockfd,
struct sockaddr_in dest_addr; /* will hold the destination addr */

if ((sockfd = socket (AF_I NET, SOCK_STREAM 0))<0)
{

perror("socket");

exit(1);
}

dest _addr.sin_famly AF | NET; [* inet address famly */
dest _addr. sin_port ht ons( DEST_PORT) ; /* destination port */
dest _addr.sin_addr.s_addr = inet_addr(DEST IP); /* destination IP address */

menmset (&(dest _addr.sin_zero), '\0", 8); [/* zero the rest of the struct */

i f (connect(sockfd, (struct sockaddr *)&dest addr, sizeof(struct sockaddr))<0)

{

perror("connect");
exit(1);
}
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Thecodedoesnot call bi nd() .
We don't careaboutour local port number only aboutthe remoteport.

Thekernelwill choosealocal port, andthe sitewe connecto will automatically getthisinformationfrom us.

A connectionlesslient (UDP) canalsouseconnect () . In thiscasethesystentall juststoresheser v_addr
specifiedby the processso that the systemknows whereto sendary future datathe processwrites to the

sockf d descriptor Also, only datagramg$rom this addressvill berecevedby thesoclet.

not take place. The adwvantageof connectinga soclet if we useUDP, is that the destinationaddresss not

neededor every datagransent.

The listen() system call

e usedbyaTCPsener
e specifyhow mary clientconnectioncanbewaiting while the sener is servicingotherclients.
e incomingconnectiongvait in this queueuntil accept () isinvoked.

int listen(int sockfd, int backlog);

Returns-1 andsetser r no onerror.
Example:

#include <string. h>
#include <sys/types. h>
#incl ude <sys/socket. h>
#include <netinet/in.h>

#define MYPORT 3490

int main()

{

I nt sockf d;
struct sockaddr_in ny_addr;

if ( (sockfd = socket(AF_I NET, SOCK STREAM 0)) < 0)

{
perror("socket");
exit(1);
}
my_addr.sin_famly AF_| NET;
my_addr. si n_port ht ons( MYPORT) ;

my_addr.sin_addr.s_addr = inet_addr (1 NADDR_ANY);
memset (&(my_addr.sin_zero), '\0", 8); /* zero the rest of the struct */

if ( bind(sockfd, (struct sockaddr *)&ny addr, sizeof(struct sockaddr)) < 0)
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{
perror("bind");

exit(1);
}
if ( listen(sockfd, 5) <0)
{

perror("listen");

exit(1);

}

The accept() system call

TCPseners

aftercallingl i st en()
getsqueuecdconnection

returnsa new socletfile descriptor
usefor this connectionsend/recefe data)
still listeningon original soclet

#i ncl ude <sys/socket. h>
int accept(int sockfd, void *addr, int *addrlen);

sockf d is thesocletdescriptor

addr pointstoalocalstruct sockaddr _in

structwill befilled with theinformationabouttheincomingclient
*addr | en shouldbesetto si zeof (struct sockaddr _in)
accept will notputmorethanthatmary bytesinto *addr

may putless,will thenmodify addr | en

returns-1 andsetser r no if anerroroccurs.

Continuationof theexample:

#include <string.h>

#i ncl ude <sys/types. h>
#i ncl ude <sys/socket. h>
#include <netinet/in.h>

#define MYPORT 3490
int main()

{

i nt sockfd, csd, len;
struct sockaddr _in ny_addr, cliaddr;
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if ( (sockfd = socket(AF_I NET, SOCK STREAM 0)) < 0)

{
perror("socket");
exit(1);
}
my_addr.sin_famly AF_| NET;
my_addr. si n_port ht ons( MYPORT) ;

my_addr.sin_addr.s_addr = inet_addr (1 NADDR_ANY);
memset (&(my_addr.sin_zero), '\0", 8); /* zero the rest of the struct */

i f ( bind(sockfd, (struct sockaddr *)&ny_addr, sizeof(struct sockaddr)) < 0)

{
perror("bind");
exit(1);
}
if ( listen(sockfd, 5) <0)
{
perror("listen");
exit(1);
}
|l en = sizeof (cliaddr);
whi | e(1)
{
if ((csd = accept ( sockfd, (struct sockaddr *)&cliaddr, & en))<0)
{
perror("accept()");
exit(1);
}

printf("connection from%, port %\ n",
i net_ntoa(cliaddr.sin_addr),
ntohs(cliaddr.sin_port));

send() and recv() system calls

Similartow i te() andread() butgive morecontrol.
Usedfor sendingandreceving over TCP or connectedlatagransoclets.

#i ncl ude <sys/types. h>
#i ncl ude <sys/socket. h>

int send(int sockfd, const void *msg, int len, int flags);
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int recv(int sockfd, const void *msg, int len, int flags);

sockf d is thesoclet descriptorto sendor recev data

msg is pointerto buffer for send/recefe data

| en is thelengthof thatdatain bytes,or the maximimsizeof thereceving buffer
fl ags usallysetto zero

MSG_OOB /* send or receive out-of-band data */
MSG_PEEK /* peek at incom ng nessage (recv or recvirom */
MSG DONTROUTE /* bypass routing (send or sendto) */

Both systemcallsreturnthe length of the datathatwassentor receved,or -1 on error.
If recv() returnsO,thatmeanghatthe senerhasclosedthe connection.

close() and shutdown system calls
TheusualUnix cl ose() is alsousedto closeasoclet. The prototypeis the following:
int close(int fd);

Thiswill preventary morereadsandwritesto the soclet. Someprocessattemptingo reador write the socket
ontheremoteendwill receve anerror.

shut down() allows morecontrolover how thesocletclosing.It permitsto cutoff communicationn acertain
direction,or bothways(likecl ose() ). Theprototypeis:

i nt shutdown(int sockfd, int how);
sockf d is thesocletfile descriptorto be closed.howis oneof thefollowing:

e 0—Furtherrecevesaredisalloved
e 1 —Furthersendsaredisalloved
e 2 —Furthersendsandrecevesaredisalloved(lik e close())

shut down() returnsO onsuccessand-1 onerror(with errno setaccordingly)

The complete example

Thefollowing is the codefor the daytimeclient:

#incl ude <stdio. h> [* for printf() */
#incl ude <string. h> [* for menset() */
#include <stdlib.h> [* for exit() */
#i ncl ude <unistd. h> [* for close() */

#include <sys/types. h>
#i ncl ude <sys/socket. h>
#include <netinet/in.h>
#include <arpalinet.h>
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/* get the tinme in Spain */
[ *#define DEST_|P "150.244.56.39"*/
| *#def i ne DEST_PORT 13 */

/* get the time locally */
#defi ne DEST_PORT 3490

#define MAXLINE 128
#define MAX_QUERY 15

i nt
mai n(voi d)
{
int sockfd; /* socket file descriptor to conmthrough */
struct sockaddr_in dest_addr; /* the server’s address */
char recvline[ MAXLINE + 1]; /* to store received data in */
int numrecvd, [ * nunber of bytes received */
int cnt; /* index variable for series of time queries */
for (cnt=0; cnt<MAX_QUERY; cnt++)
{
if ( (sockfd = socket (AF_I NET, SOCK _STREAM 0)) < 0)
{
perror("socket");
exit (1);
}

/* set up the destination address sockaddr _in structure */

[* Internet famly */
dest _addr.sin_fam |y = AF_I NET, [* in HBO */

/* to comunicate with the server in Spain, destination |P address */
/* dest _addr.sin_addr.s_addr = inet_addr(DEST_IP); long, in NBO */

[* to comunicate with our own server */
/* server runs on the local host, IP address is filled automatically */
dest _addr.sin_addr.s_addr = htonl (I NADDR_ANY); /* long, in NBO */

/* at the above I|P address, port DEST PORT */
dest _addr.sin_port = htons(DEST_PORT); /* short, in NBO */

[* zero the rest of the struct */
menset (&(dest _addr.sin_zero), '\0", 8);

/[* try to set up a connection */
i f (connect(sockfd, (struct sockaddr *) &dest addr
si zeof (struct sockaddr)) < 0)
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{

perror("connect");
exit (1);
}

/* connection blocks until data is received */
if ( (numrecvd = recv(sockfd, recvline, MAXLINE, 0)) < 0)

{
perror("recv");
exit (1);
}
recvline[numrecvd] = '\0"; [* turn it into a string */
if (fputs(recvline, stdout) == ECF)
{
perror("fputs error");
exit (1);
}

/* flush the output streamto print right away */
fflush(stdout);

/* close the socket */
cl ose(sockfd);

}

return (0);
}
Thefollowing is the codefor the daytimesener:
#i ncl ude <stdio. h> [* for printf() */
#incl ude <string. h> [* for menset() */
#include <stdlib. h> [* for exit() */
#i nclude <unistd. h> [* for close() */
#include <tine.h> [* for tinme() */

#incl ude <sys/types. h>
#i ncl ude <sys/socket. h>
#include <netinet/in.h>
#include <arpalinet.h>
#include "snprintf.h"

#define MYPORT 3490
#define MAX_LINE 128
#define MAX QUELE 5
#define MAX_CONNECTS 20
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i nt

mai n(voi d)

{
int sockfd; /* socket (file) descriptor */
int acsd; /* accepted connection socket descriptor */
struct sockaddr _in ny_addr; /* this server’s address */

struct sockaddr in client _addr; /* a client’s address */
sockl en_t |en=sizeof(client_addr); /* length of the client_addr structure */

int yes=1; /* for socket options */
int in_conn; /* counter for incomng connections */
time t ticks; /* to calculate current time and date */

char buff[MAX_ LINE]; /* to store the server’s answer before sending */

/* try to create a socket */
if ( (sockfd = socket(AF_INET, SOCK STREAM 0)) < 0)
{

perror("socket");

return -1;

}

/* set up the nmy_addr sockaddr _in structure */

[* Internet famly */
my_addr.sin_famly = AF_I NET, [* in HBO */

[* will listen on this host's |P address */
my_addr.sin_addr.s_addr = htonl (1 NADDR_ANY); /* long, in NBO */

[* will listen on MYPORT port */
my_addr.sin_port = htons(MYPORT); /* short, in NBO */

[* zero the rest of the struct */
memset (&(my_addr.sin_zero), '\0", 8);

/* make the socket (port MYPORT) re-usable for bind() *|
[* otherwi se, the kernel may still hang on to the port */
[* and bind() will fail. Wthout SO REUSEADDR, just have to wait */
i f (setsockopt(sockfd, SOL_SOCKET, SO REUSEADDR, &yes, sizeof(int))==-1)
{
perror("setsockopt");
exit(1);
}

/* associate the socket with a port (MYPORT) on this machine */
if ( bind (sockfd, (struct sockaddr *) &y _addr,
si zeof (struct sockaddr)) < 0)

{
perror("bind");
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exit(1);
}

/* specify how many incom ng connection client connections
*will be queued

*/
if (listen(sockfd, MAX QUEUE) < 0)
{
perror("listen");
exit(1);
}

[ * accept MAX_CONNECTS incom ng connections to this server */
for (in_conn=0; in_conn<MAX CONNECTS; in_conn+t)
{
/* accept an incomng connection,
* get a socket descriptor: acsd
* get information about the client in client_addr

*|
if ( (acsd = accept(sockfd, (struct sockaddr *) &client _addr, & en)) < 0)
{
perror("accept()");
exit(1);
}

printf("connection fromclient %, port %\ n",
inet_ntoa(client_addr.sin_addr), ntohs(client_addr.sin_port));

[* sleep a while */
sl eep(20);

/* prepare the reply */

/* obtain current tine

* in seconds since the Epoch (00:00:00 UTC, January 1, 1970)
*/

ticks = time(NULL);

/* convert the time to ASCII and put in a string buffer */
snprintf(buff, sizeof(buff), "%24s\n", ctime(&icks));

/* send the reply string to the client, null termnated, flags=0 */
send(acsd, (void *) buff, strlen(buff) + 1, 0);

/* close the socket through which the client is accessed */
cl ose(acsd);

}

/* close the server’s socket

18



* attenpts to read/wite the socket on the client side wll
* receive an error.

*|

cl ose(sockfd);

return (0);

}

Concurrent servers

After aconnectiorfrom a client hasarrived (whentheaccept () systemcall returnscontrol)a sener hastwo
choices:

e Foraniterative server:
Processherequestindsendthereply.
Usedwhentheclients’ requestanbe handledquickly andin asingle response.
Thisis thetype of senerswe useduptonow.
e For aconcurrent server:
A new processs createdo servicethe client (typically usingthef or k() systemcall).
This new processhandlesonly the incoming client requestand doesnot have to respondother client
requests.
Whenthe dedicatedto the client) procesdinishes,it closesits communicatiorchannelwith the client
andterminates.
The parentof this procesgeturnsto wait for new clientrequestsn theaccept () systemcall.

Typical pseudocodé&or concurrensenersis:

sock = socket(...);

bi nd(sock, ...);
listen(sock, ...);
whi |l e(1)
{
new sock = accept (sock, ...);
switch (fork()) /* Create new process to handle client request */
{
case -1: [* error */
/* performsone error actions */
br eak;
case 0: [* child */
cl ose (sock); /* close |listening socket */
process_request (new sock,...);/* process the request */
cl ose (new sock); /* close connected socket */
exit (0);
defaul t: [* parent, return to accept */
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cl ose (new_sock); /* close connected socket */
br eak;

}
}

It is commonto catchthe SI GCHLD signalin orderto performsomecleanup actionswheneer a child finishes
andabove all to avoid zombie processes.

Example:modify the previousdaytimesener to make it concurrent.

In orderto be ableto connectseveral clientsat a time, we put the servingprocesseso sleepduring a few
seconds.

Theclientcodeis equalto thatof theclient studiedin the pastsections.
Thefollowing is the codefor the concurrentlaytimesener:

#i ncl ude <stdarg. h>

#include <stdio.h>

#include <string.h>

#include <signal.h>

#include <stdlib.h> [* for exit() */
#i ncl ude <unistd. h> [* for close() */
#i ncl ude <sys/types. h>

#i ncl ude <sys/socket. h>

#include <netinet/in.h>

#include <arpalinet.h>

#include <tine.h>

#i ncl ude <sys/types. h>

#include <sys/wait.h>

#i nclude <errno. h> [* for errno */
#include "snprintf.h"

#defi ne MYPORT 3490
#defi ne MAXLI NE 128
#define TSLEEP 3

/*
signal handl er

nmust be handl ed to avoi d zonbi es

*

*

* SIGCHLD: child process (servicing a client) stopped or termnated,
*

* default action: ignored

*

* SIGNT: interrupt from keyboard

* default action: terminate process

* W silently assune INT signals are sent
* to the parent process only.

*|

voi d

signal _handl er(int signum
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int status;

i f (signum == SI G NI)

{
fprintf(stderr, "Interrupt fromkeyboard, server termnating\n");
fflush(stderr);
exit(0)

}

i f (signum == S| GCHLD)

{

pid_t child_pid; /* the ending child s PID */

[* while processing, ignore further SIGCHLD interrupts */
signal (SIGCHLD, SIGIQN);

child pid = wait(&status);

/*

The wait function suspends execution of the current process
until a child has exited, or until a signal is delivered whose
action is to termnate the current process or to call a signa
handling function. If a child has already exited by the

time of the call (a so-called "zonbie" process), the function
returns imediately. Any resources used by the child are freed.
*/

i f (WFEXI TED(st at us))

{

fprintf(stdout, "\nfork()ed server child %l exited nornally\n", child_pid);
fflush(stdout);

}

el se

{

fprintf(stderr, "Hm... child did not exit normally\n");
fflush(stderr);

}

printf("Cient serviced, process termnated\n\n");
fflush(stdout);

signal (SI GCHLD, signal handler); /* capture this signal again */
}

return;

}

/*
* process_request: processes a client’s request:
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* send the date and tine.

*/

void

process_request (int sock, const struct sockaddr _in *cliaddr)

{
time t ticks; /* Used to calculate current tinme and date */
char buff[ MAXLINE]; /* Used to store server answer */

printf("connection from%, port %\ n",
i net_ntoa(cliaddr->sin_addr), ntohs(cliaddr->sin_port));

printf("CGoing to sleep (% secs)\n", TSLEEP)
sl eep( TSLEEP) ;

[* obtain current time */
ticks = time(NULL);

[* put the tine in a string */
snprintf(buff, sizeof(buff), "% 24s\r\n", ctime(&icks));

/* send the string, '\0" termnated */
send(sock, (void *) buff, strlen(buff) + 1, 0);

printf("Sending reply to client nown");
}

i nt
mai n(int argc, char *argv[])
{
int sockfd; /* server’s listening socket */
int csd; /* client-connection sockets */
struct sockaddr _in ny_addr; /* this server’s address */
struct sockaddr in cliaddr; /* the client’s address (returned by accept) */
socklen_t len = sizeof(cliaddr);
int yes=1;
pidt pid; /* process IDreturned by fork() */

[ * catch keyboard interrupt signal to halt the server */
signal (SI G NT, signal _handler);

[* catch child normal termination (avoid zombies) */
signal (SI GCHLD, signal handler);

I f ((sockfd = socket (AF_INET, SOCK _STREAM 0)) < 0)
{

perror("socket");
return -1;
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}

my_addr.sin_famly = AF_INET; /* host byte order */

my_addr.sin_port = htons(MYPORT); /* short, network byte order */
my_addr.sin_addr.s_addr = htonl (| NADDR_ANY);

memset (&(my_addr.sin_zero), '\0", 8); /* zero the rest of the struct */

if (bind (sockfd, (struct sockaddr *) &nmy _addr, sizeof(struct sockaddr)) < 0)

{
perror("bind");

return -1;
}
/* make the socket (port MYPORT) re-usable for bind() *|
[* otherwi se, the kernel may still hang on to the port */

[* and bind() will fail. Wthout SO REUSEADDR, just have to wait

*/

i f (setsockopt(sockfd, SO.L_SOCKET, SO REUSEADDR, &yes, sizeof(int))==-1)
{

perror ("setsockopt");

exit(1);

}
if (listen(sockfd, 5) < 0)
{

perror("listen");

exit (1);
}
while (1) /* forever */
{

/* blocks until an incom ng connection request */
if ((csd = accept(sockfd, (struct sockaddr *) &cliaddr, & en)) < 0)
{
/* The accept() systemcall is "slow' and may be interrupted
* by a signal froma termnating child !
* Not all kernels automatically restart interrupted system
* calls. W do it here explicitly.

*/
if (errno == EINTR)
continue;
el se
{
perror("accept()");
return -1;
}
}
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pid = fork(); /* spawn a new process to handl e client requests */

if (pid<0) /* error in creating a child process */
{

perror("fork()");

exit(1);

b

if (pid==20) /* thisis the child */
{
[* Mark the |istening socket as closed and return imediately.
* The socket is no longer usable by this process.
* The child does not need to access the |istening socket,
* only the parent does. The parent does not close this socket.
*/
cl ose(sockfd);

/* process the request */
process_request(csd, é&cliaddr);

/* As the request has been processed, this process is finished.
* Mark the connected socket as closed and return inmmediately.
The socket is no longer usable by this process.

*

*

* Cosing csd is not absolutely necessary as exit(0) ends the

* process. The kernel will then close all open file descriptors.
*

x|
cl ose(csd);

/[* the child term nates */
exi t(0)
};

if (pid>0) /* this is the parent */

{

/* Mark the connected socket as closed and return imediately.
The parent process only listens for new connections and
hence does not need the client-connection socket.

The latter is handled by the client.

Closing csd by the parent does NOT termnate the
connection (of the child) with the client.

AFINis only sent to the client when the socket reference
count reaches 0.

* * * * * * * * *

*/
cl ose(csd);

}
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/* of the above three cases, only (pid >0) parent continues
* the infinite | oop.
*|
}
}

I/O Multiple xing and select()

To handlemultiple soclets,differentalternatve solutions:

1. Make all the socletsnon-blocking.
Executea polling loop readingthe stateof eachsoclet.
— wasteof computetime.

2. fork() onechild procesdo handleeachl/O channel.

3. Asynchronoud/O usingsignals.
May catchthe SIGIO signal. Doesnot tell uswhich descriptoris readyfor 1/O.

4. Usethesel ect () systemcall.
Makesit possibleto wait for any of multiple eventsto occur
wake up the procesnly if oneof theseeventsoccurs.

Thefunctionprototypefor sel ect () andrelatedfunctions:

#include <sys/types. h>
#include <sys/tinme. h>

int select(int maxfdpl,
fd set * readfds, fd_set * witefds, fd_set * exceptfds,
struct timeval * tineout);

FD ZERO (fd_set * fdset); [* clear all bits in fdset */

FD SET (int fd, fd_set * fd_set); [* turn the bit for fd on in fdset */
FD CLR (int fd, fd_set * fd_set); [* turn the bit for fd off in fdset */
FD I SSET(int fd, fd set * fd_set); [* test the bit for fd in fdset */

Thestructurepointedby thet i meout argumentis definedin <sys/ti ne. h> in thefollowing way:

struct tineval

{

long tv_sec; /* seconds */
long tv_usec; /* mcroseconds */

b
Callsel ect () to know when

e ary of thedescriptorsn r eadf ds is readyfor reading,
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e ary of thedescriptorsn wri t ef ds is readyfor writing,
e or ary descriptorin except f ds hasary exceptionalcondition.

If notinterestedn oneof thesesets,useNULL.
sel ect () canbesetto return:

e Immediatellyaftercheckingthe descriptorslike a poll.
For thisthe structruepointedby t i neout mustbe setto 0 seconds.

e Whenone of the descriptorss readyfor I/O, but not waiting more than a certaintime, specifiedby
timeout.

e Whenoneof thedescriptorss readyfor 1/0, withouttime restrictions.
For this, thet i neout argumentmustbesetto NULL.

The maxfdpl agumentmustbe setto the valueof thelargestfile descriptorin the setsplus one.
Initially, all thefile descriptorsn the setsmustbe set(with FD_SET).
Whenthefunctionreturns,if thedescripoiis set,thenit is readyfor 1/0O.

As usualthe functionreturnsavalueof -1 indicatinganerror.

Thefollowing codefragmentdeclaresa descriptorsetandaddsdescriptorsl and5. Thentestthesedescriptor
for readingup to 3 seconds.

struct tineval tv;
fd_set fdvar;

3;
0

tv.tv_sec
tv.tv_usec

FD_ZERO ( &f dvar); [* initialize the set - all bits off */
FD SET (1, &fdvar); [* turn on bit for fd 1 */
FD SET (5, &fdvar); [* turn on bit for fd 5 */

if ( select(6, & dvar, NULL, NULL, & tv) <O0)
{

perror ("select");
return -1;

}

if ( FD_ISSET(1, & dvar) ) /* we have received sonething on socket 1*/
{

}
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if ( FD_ISSET(5, & dvar) ) /* we have received sonething on socket 5*/
{

}

UDP sockets

UDP provides a connectionlesservice: eachdatagramsentis independenbne. Thereis no relationship
betweersentdatagram&venif they comefrom the sameapplication.
Datagramsarenot numbered which impliesthey

e canbedeliveredoutof sequenceand
e cantravel alongdifferentroutes.

UDP doesnot breakapplicationdatato fit in differentdatagramseachrequesfrom the applicationlayermust
be small enough to fit into oneuserdatagram.

UDP is alsounreliable, thereis no flow control nor windowing mechanism.Thereis no error control except
for the checksunithe sendeidoesnotknow if amessagéasbeenlostor duplicated).

UDP is usedfor processethatrequiresimplerequest/reponssommunicationwith little concerrfor flow and
errorcontrol. It is alsosuitablefor applicationswith internalflow anderrorcontrolmechanismsuchasTFTR
andfor broadcastingigndmulticastingpurposesUDP is usedin managemerprocessesuchasSNMP andin
someroutingupdatingprotocolssuchasRIP.

UDP datagrams

UDP pacletsarecalleduserdatagramsandhave afixedsizeof eightbytes.Thefieldsit containsare:

Sourceportnumber

Destinationport number

Lengthof theuserdatagran{16-bit).

Checksunto detecterrorsoverthe entireuserdatagram.

The UDP client/ser ver architecure

For aclient-sener usinga connectionlesprotocol,the systemcalls aredifferentfrom the connectiororiented
case.Thenext diagramshows atypical sequencef systemscallsfor boththe clientandthe sener.

Server dient
socket ()
|
V
bi nd()
| socket ()
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v |
recvfrom() Vv

| bi nd()
Bl ocks until data |
received froma client |

| Vv

| <---- data (request) ----------- sendt o()

| |

v |
Process request |

| |

Vv Vv
sendto() ------ data (reply) --------- > recvfrom)

Thenext sectionexplainsther ecvf ron() andsendt o() systencalls,theothersystentallshave beenstudied
in previoussections.

recvfrom() and sendto() functions

Sincedatagransocletsarenot connectedo aremotehost,we needthedestinatioraddressn bothcalls. Their
prototypesare:

int sendto(int sockfd, const void *msg, int len, unsigned int flags,
const struct sockaddr *to, int tolen);

int recvfrom(int sockfd, void *buf, int len, unsigned int flags,
struct sockaddr *from int *fronen);

Thesecalls arebasicallythe sameasthe callsto send() andrecv() with theadditionof two otherpiecesof
information—

e toisapointertoastruct sockaddr whichcontainghedestinatioriP addressandport.t ol en canbe
setto si zeof (struct sockaddr). sendto() returnsthenumberof bytesactuallysent,or -1 onerror.
e fromis apointerto alocalstruct sockaddr whichwill befilled with the IP addressandport of the

originatingmachinefr onl en isapointertoalocali nt whichshouldbeinitializedtosi zeof (struct sockaddr

Whenrecvfron() returns,front en will containthe length of the addressactually storedin from
recvfrom() returnsthe numberof bytesreceved,or -1 onerror(with er r no setaccordingly)

Datagramssoclet canalsobe connectedby calling connect () ), andthensend() andrecv() canbeused
for all the communicationsThe socletitself is still a datagransoclket andthe pacletsstill useUDP, but the
socletinterfacewill automaticallyaddthe destinatiorandsourceinformation.

UDP example

An exampleof anUDP echoclientandseneris presentedTheclientcodeis asfollows:

#incl ude <stdio. h>
#include <stdlib.h>
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#include <string. h>
#i ncl ude <unistd. h>
#include <string.h>
#i ncl ude <sys/socket. h>
#include <netinet/in.h>
#include <arpalinet.h>
#incl ude <sys/types. h>

#defi ne MAXLI NE 256
#def i ne PORT 7000

i nt

mai n(int argc, char *argv[])

{
int fsd; /* socket descriptor */
int numsent; /* nunber of bytes sent */
int nunrec; /* number of bytes received fromserver */
struct sockaddr in servaddr; /* To be filled with server address */
struct sockaddr_in replyaddr;
socklen_t |en= sizeof(servaddr); /* store address size */
char sendl i ne[ MAXLI NE] ; [* string to be sent */
char recvline[ MAXLINE + 1]; /* received string */

/* get a datagram (UDP) socket */
if ((fsd = socket (AF_I NET, SOCK DGRAM 0)) < 0)
{
perror("socket");
exit(1);
}

[* fill address conpletely with 0's */
menmset (&servaddr, '\0', sizeof(servaddr));
servaddr.sin_famly = AF_INET, /* Internet famly */
servaddr.sin_addr.s_addr = htonl (I NADDR_ANY); /* this machine’s IP address */
servaddr.sin_port = htons(PORT); /* echo service port */
/* standard: port 7 */

while (1) /* forever */
{
[* pronpt the user */
printf("==>");
fflush(stdout);

[* read user input */
fgets(sendline, MAXLINE, stdin);

/* stop when "exit" is entered */
if (strcnp(sendline, "exit\n") == 0)
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break;

/* send entered text to the server (address in servaddr)
* note how strlen(sendline) does not include the '\0
* at the end of the string
*/
numsent = sendto(fsd, sendline, strlen(sendline), O,
(struct sockaddr *) &servaddr, sizeof(servaddr));
i f (numsent == -1)
{
/* note how only sender-side errors are detected
* UDP is connectionless, don't if care datagramarrives
*/
perror("sendto");
exit(1);
}

[* if we asked the server to die, don't wait for reply */
if (strcnp(sendline, "die!\n") !'=0)
{
/* Receive the answer fromthe server */
if ((nunmrec = recvfron(fsd, recvline, MAXLINE, 0, & eplyaddr, &en)) < 0)
{
perror("recvfront');
exit(1);
}

/* the '\0" at the end of sendline was not sent
* need to add one now to print as string

*|
recvline[nunrec] ='\0
printf(" fromserver: %\n", recvline); /* show on screen */

}
}

/* close the socket */
cl ose(fsd);

[* normal end */
printf("echo client normal end\n");

return O;

}

Thesener codeis asfollows:

#incl ude <stdio. h>
#include <stdlib.h>
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#include <string. h>
#i ncl ude <unistd. h>
#include <string.h>
#i ncl ude <sys/socket. h>
#include <netinet/in.h>
#include <arpalinet.h>
#incl ude <sys/types. h>

#defi ne MAXLI NE 256
#def i ne PORT 7000

i nt
mai n(int argc, char *argv[])
{
int fsd; | * socket descriptor */
i nt nunrec; [* number of bytes received */

struct sockaddr in servaddr; /* To be filled with server address */
struct sockaddr in cliaddr; /* To be filled with client address */
socklen_t |en=sizeof (cliaddr); /* size of client address structure */
char recvline[ MAXLINE + 1]; /* area to receive in */

/* get a datagram (UDP) socket descriptor */
if ((fsd = socket (AF_I NET, SOCK_DGRAM 0)) < 0)
{
perror("socket");
exit(1);
}

menset (&servaddr, '\0', sizeof(servaddr)); /* fill address with 0's */
servaddr.sin_famly = AF_INET;, /* Internet famly */
servaddr.sin_addr.s_addr = htonl (I NADDR_ANY); /* My I P address */
servaddr.sin_port = htons(PORT); /* port on which

* this service is provided

* wel l known: 7 */

/* Assign an address to the socket */
bi nd(fsd, (struct sockaddr *) &servaddr, sizeof(servaddr));

[* forever */
while (1)
{
/* block until an inconming client request */
if ( (nunrec = recvfrom(fsd, recvline, MAXLINE, O,
(struct sockaddr *) &cliaddr, & en)) < 0)
{
perror("recvfrom');
exit(1);
}
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fprintf(stdout,
"connection from%, port %. Received % bytes.\n",
inet_ntoa(cliaddr.sin_addr), /* IP address, as a string */
nt ohs(cliaddr.sin_port), [* port number, in HBO */
nunr ec) ; I * nunber of bytes received */
fflush(stdout);

recvline[nunmrec]="\0"; /* make it a string */

if (strcnp(recvline, "diel'\n") == 0)

{
fprintf(stdout, "a client asks nme to termnate, conplying\n");
fflush(stdout);
br eak;

}

/* echo the received to the client */
if (sendto(fsd, recvline, nunrec, 0, &cliaddr, len) < 0)

{

perror("sendto");
exit(1);
}
}

fprintf(stdout, "server normal end\n");
fflush(stdout);

return O;

}

Makefile

The Makefile to produceall examplesis here. The file snprintf.nneedsto be includedto avoid compilation
warnings(atleaston Linux 2.2.16-22).
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