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Resour ces

1. RequestFor Comments(RFC):

� structuredoverview TCP/IPrelatedRFCs:http://www.webzone.net/machadospage/RFC.html
� completeoverview (with search):http://www.faqs.org/rfcs/
� exampleRFCs:

� theTransportControlProtocol(TCP)RFC793: rfc793.txt
� theUserDatagramProtocol(UDP) RFC768: rfc768.txt

2. manpages:

� theSingleUNIX specification(searchable):http://www.opengroup.org/onlinepubs/7908799/index.html
� manon localmachine

3. books:

� UNIX network programming,Volume1: Networking APIs: SocketsandXTI RichardStevens,
PrenticeHall, 1998,2ndEdition.

This text is mostlybasedon theabovebookandits earlieredition.

Network Layers
� Divide-and-conquer:network layers.
� 7 layerOSI (OpenSystemsInterconnection)model(laterthanTCP/IP):

1. Physical:transmissionof bit streamsoverphysicalmedium.

2. DataLink: addsreliability servicesto physicallayer.

3. Network: source-to-destinationdeliveryacrossmultiplenetworks.

4. Transport:source-to-destinationdeliveryof entiremessage.

5. Session:network dialogcontroller.

6. Presentation:syntaxandsemanticsof exchangedinformation.

7. Application: useraccessto thenetwork.
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Protocolsat eachlevel.
� TCP/IP

�
model:

1. Physical.

2. DataLink.

3. Network:
� InternetworkingProtocol(IP)
� ICMP (InternetControlMessageProtocol)
� IGMP (InternetGroupMessageProtocol)
� ARP (AddressResolutionProtocol)
� RARP(ReverseAddressResolutionProtocol)

4. Transport:
� TransmissionControlProtocol(TCP)
� UserDatagramProtocol(UDP)

Communication(API) betweenApplicationandTransportlayer: sockets.

5. Application: OSI’s Session,Presentation,Application.
� FTP(File TransportProtocol)(TCP)
� TFTP(Trivial File TransferProtocol)(UDP)
� TELNET (remotelogin)
� SMTP(SimpleMail TransferProtocol)
� . . .

Commonarchitecture:client-server.

TCP/IP protocol suite
� 1980s:standardfor theARPANET andassociatedDoD networks
� 1987:protocolfor communicationin theNSFNET(supercomputers)
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� now: protocolthe”Internet”.

Characteristicsof theprotocol suite:

� notvendor-specific
� implementedon almostall platforms
� usedfor bothlocalandwide areanetworks
� wide usethanksto inclusionin theBSD Unix systemaround1982.

Userinteractionwith theTCP/IPprotocolsuite:

� IP is notaccesseddirectly.
� unreliable
� connectionless
� noerrorcheckingor tracking
� datatransportedin packetscalleddatagrams, transportedseparately�

� maytravel alongdifferentroutes
� canarriveoutof sequence
� maybeduplicated

� UDP/IP:
� unreliable
� connectionless
� IP +

� port numbers
� length
� optionalchecksumfor verification

� TCP/IP:
� reliable(checksums,positiveacknowledgements,timeouts)
� connection-oriented(establish- transmission- terminate)
� full-duplex (end-to-endflow control)
� byte-streamservice(sequencing)

Internet addesses
� uniquely identify networksandcomputers
� addressingis protocol-specific
� IP (internetaddress):32bits,encodingnetwork ID andhostID.

Relatedto but not thesameassymbolic“domain” namessuchaswww.cs.mcgill.ca.

Numberof recipients:

� unicastaddress:singlerecipient
� multicastaddress:groupof recipients
� broadcastaddress:all thehostin thenetwork (255.255.255.255)
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Formatclasses(later):
Usually� writtenas4 dot-separateddecimalnumbers(e.g., 132.206.51.10).

At tranportlayer: adda port number (a16-bit integer)
� identify communicatingprocesses in host.

TCPandUDPdefinewell-known addresses(port numbers)for well-known services. In /etc/services:

daytime 13/tcp
daytime 13/udp
netstat 15/tcp
qotd 17/tcp quote
msp 18/tcp # message send protocol
msp 18/udp # message send protocol
chargen 19/tcp ttytst source
chargen 19/udp ttytst source
ftp-data 20/tcp
ftp 21/tcp
fsp 21/udp fspd
ssh 22/tcp # SSH Remote Login Protocol
ssh 22/udp # SSH Remote Login Protocol
telnet 23/tcp
# 24 - private
smtp 25/tcp mail

Communicatewith sendmailprocessonsmtp(25)porton localhost:

telnet localhost smtp

Checkactive internetconnections:

hv@lookfar 59% netstat --inet -a
Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address Foreign Address State
tcp 0 0 HSE-Montreal-ppp34:1023 mimi.CS.McGill.CA:ssh ESTABLISHED
tcp 0 0 *:X *:* LISTEN
tcp 0 0 *:www *:* LISTEN
tcp 0 0 *:https *:* LISTEN
tcp 0 0 *:587 *:* LISTEN
tcp 0 0 *:smtp *:* LISTEN
tcp 0 0 *:printer *:* LISTEN
tcp 0 0 *:ssh *:* LISTEN
tcp 0 0 *:finger *:* LISTEN
raw 0 0 *:icmp *:* 7
raw 0 0 *:tcp *:* 7
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soc ket addresses
� socket = API to network services
� UNIX: I/O by read/writefrom/to afile descriptor.
� file descriptor= integerassociatedwith anopenfile
� openfile canbeanetwork connection,aFIFO,a pipe,a terminal,, etc.
� invokesocket() to getasocket
� typesof sockets:DARPA Internetaddresses(InternetSockets),pathnamesona localnode(Unix Sock-

ets),CCITT X.25 addresses,, etc.

Thesocket addressstructure(in <sys/socket.h>)

struct sockaddr
{

u_short sa_family; /* address family: AF_XXX value */
char sa_data[14]; /* up to 14 bytes of protocol-specific address */

};

� sa_family: addressfamily (AF_INET)
� sa_data: interpretationdependsontheaddressfamily. In caseof theInternetfamily: destinationaddress

andsocketport number.

Easyto fill in using(in <netinet/in.h>):

struct in_addr
{

u_long s_addr; /* 32-bit address, in network byte order */
};

struct sockaddr_in
{

short sin_family; /* AF_INET */
u_short sin_port; /* 16-bit port number, in network byte order */
struct in_addr sin_addr; /* 32-bit address, in network byte order */
char sin_zero[8]; /* unused */

};

u_short andu_long aredefinedin <sys/types.h>.
For someAPI calls,anexplicit castfrom struct sockaddr_in * to (struct sockaddr *) in needed.
sin_zero (paddingthe structureto the length of struct sockaddr) must be set to all zeros(e.g., with
memset()).

Network and Host byte orders

Differencein storageorderof integers’bytesondifferentmachinearchitectures.
For examplea16-bit integer, madeupof 2 bytescanbestoredin two differentways:
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� Little (low) endian:storesthelow-orderbyteat thestartingaddress.
� Big

�
(high)endian:thehigh-orderbyteis storedat thestaringaddress.

Note: thisdoesnotapplyto characterstrings.

For networking: network byte order.

Conversionroutines:

#include <sys/types.h>
#include <netinet/in.h>

u_long htonl (u_long hostlong);
u_short htons (u_short hostshort);
u_long ntohl (u_long netlong);
u_short ntohs (u_short netshoert);

� h standsfor host
� n standsfor network
� l standsfor long
� s standsfor short

sin_addr andsin_port fieldsmust bein Network ByteOrderasthey getencapsulatedin thepacketat theIP
andUDP layers,respectively.
sin_family is only usedby thekernelto determinewhattypeof addressthestructurecontains,soit mustbe
in HostByteOrder. It is not sentover thenetwork.

Address conver tion routines

An Internetaddressis usuallywritten in thedotted-decimalformat(e.g., , 10.12.110.57).
Conversionbetweendotted-decimalformat(astring)andain_addr structure:

#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>

unsigned long inet_addr(char * ptr);

char * inet_ntoa(struct in_addr inaddr);

inet_addr() convertsa characterstring in dotted-decimalnotationto a 32-bit Internetaddress(in Network
Byte Order). It returns-1 on error. Beware! -1 correspondsto theIP address255.255.255.255,thebroadcast
address.

Example:convert theIP address”10.12.110.57”andstoreit

ina.sin_addr.s_addr = inet_addr("10.12.110.57");
if ( ina.sin_addr.s_addr == -1 ) /* error */
{
... /* error handling */

}
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Remarks:

� inet_ntoa() takesastruct in_addr asargument,not a long.
� inet_ntoa() returnsa char * pointing to a statically storedchar array insideinet_ntoa(). The

stringwill beoverwrittenat eachcall:

char *a1, *a2;
.
.
a1 = inet_ntoa(ina1.sin_addr); // assume this holds 192.168.4.14
a2 = inet_ntoa(ina2.sin_addr); // assume this holds 10.12.110.57
printf("address 1: %s\n",a1);
printf("address 2: %s\n",a2);

will print

address 1: 10.12.110.57
address 2: 10.12.110.57

Elementar y Socket System Calls: socket()

Invokesocket() to specifythetypeof communicationprotocoldesired(TCP, UDP, etc. ).

#include <sys/types.h>
#include <sys/socket.h>

int socket(int family, int type, int protocol);

� family is setto AF_INET
� type is SOCK_STREAM for TCPandSOCK_DGRAM for UDP.

socket() returns

� asocket descriptorthatcanbeusedin latersystemcalls,
� or -1 on error. Globalvariableerrno is setto theerror’s value(useperror() to print msg).

TCP client/ser ver architecture

Typical sequenceof systemcallsto implementTCPclientsandservers.

Server Client

socket()
|
V

bind()
|
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V
listen()�
|
V

accept() socket()
| |

blocks until connection from client V
| <-- connection establishment ------------> connect()
| |
V V

read() <-------- data (request)--------------- write()
| |

process request |
| |
V V

write() -------- data (reply) ----------------> read()

The bind() system call

bind() assignsanameto anunnamedsocket.

Associatesthesocketwith a port in thelocalmachine.

Theport numberis usedby thekernelto matchanincomingpacket to acertainprocess’ssocket descriptor.

Usedby TCPandUDPserversandby UDPclients.

#include <sys/types.h>
#include <sys/socket.h>

int bind(int sockfd, struct sockaddr *my_addr, int addrlen);

sockfd is thesocket file descriptorreturnedby socket().

my_addr is apointerto astruct sockaddr.

� port
� IP address

May needto cast pointerto struct sockaddr *

addrlen canbesetto sizeof(struct sockaddr).

Returns-1 on errorandsetserrno to theerror’s value.

Codefragmentbenecessayto setup aTCPserver (will becompletedlater):

#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>

#define MYPORT 3490

8



int main()
{

int sockfd;
struct sockaddr_in my_addr;

if ( (sockfd = socket(AF_INET, SOCK_STREAM, 0)) < 0)
{

perror("socket");
exit(1);

}

my_addr.sin_family = AF_INET; /* host byte order */
my_addr.sin_port = htons(MYPORT); /* short, network byte order */
my_addr.sin_addr.s_addr = htonl(INADDR_ANY); /* my own IP address */
memset(&(my_addr.sin_zero), ’\0’, 8); /* zero the rest of the struct */

if ( bind(sockfd, (struct sockaddr *)&my_addr, sizeof(struct sockaddr)) < 0 )
{

perror("bind");
exit(1);

}
.
.
.

Automatinggettingthelocal IP addressand/orport:

my_addr.sin_port = 0; /* choose an unused port at random */
my_addr.sin_addr.s_addr = htonl(INADDR_ANY); /* use my IP address */

Portsbelow 1024arereserved. Upto 65535(sin_port is 16 bits long) canbe used,providednot in useby
anotherprocess.

Whentrying to rerunaserver, bind() oftenfails

"Address already in use."

Probablyasocketthatwasconnectedhasnotbeenclosedproperly, is still “alive” in thekernelandis occupying
theport. Two optionsarepossible:

� wait for it to clear(aminuteor so),or
� addcodeto theprogramallowing it to reusetheport.

int yes=1;

if (setsockopt(listener,SOL_SOCKET,SO_REUSEADDR,&yes,sizeof(int)) == -1)
{
perror("setsockopt");
exit(1);

}
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The connect() system call
� TCPclient
� connectasocket descriptor(aftersocket())
� establishesconnectionwith aserver

#include <sys/types.h>
#include <sys/socket.h>

int connect(int sockfd, struct sockaddr *serv_addr, int addrlen);

� connect() returns-1 onerrorandsetserrno
� sockfd is asocket file descriptorreturnedby socket()
� serv_addr pointsto astructurewith destination portandIP address
� addrlen setto sizeof(struct sockaddr)

Initial codenecessayfor aTCPclient:

#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>

#define DEST_IP "150.244.56.39"
#define DEST_PORT 13

main()
{

int sockfd;
struct sockaddr_in dest_addr; /* will hold the destination addr */

if ((sockfd = socket(AF_INET, SOCK_STREAM, 0))<0)
{

perror("socket");
exit(1);

}

dest_addr.sin_family = AF_INET; /* inet address family */
dest_addr.sin_port = htons(DEST_PORT); /* destination port */
dest_addr.sin_addr.s_addr = inet_addr(DEST_IP); /* destination IP address */
memset(&(dest_addr.sin_zero), ’\0’, 8); /* zero the rest of the struct */

if (connect(sockfd, (struct sockaddr *)&dest_addr, sizeof(struct sockaddr))<0)
{

perror("connect");
exit(1);

}
.
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.

.

Thecodedoesnot call bind().

We don’t careaboutour localport number, only abouttheremoteport.

Thekernelwill choosea localport,andthesiteweconnectto will automatically getthis informationfrom us.

A connectionlessclient (UDP)canalsouseconnect(). In thiscase,thesystemcall juststorestheserv_addr
specifiedby the process,so that the systemknows whereto sendany future datathe processwrites to the
sockfd descriptor. Also, only datagramsfrom this addresswill bereceivedby thesocket.

not take place. The advantageof connectinga socket if we useUDP, is that the destinationaddressis not
neededfor everydatagramsent.

The listen() system call
� usedby aTCPserver
� specifyhow many client connectionscanbewaitingwhile theserver is servicingotherclients.
� incomingconnectionswait in this queueuntil accept() is invoked.

int listen(int sockfd, int backlog);

Returns-1 andsetserrno on error.

Example:

#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>

#define MYPORT 3490

int main()
{

int sockfd;
struct sockaddr_in my_addr;

if ( (sockfd = socket(AF_INET, SOCK_STREAM, 0)) < 0)
{

perror("socket");
exit(1);

}

my_addr.sin_family = AF_INET;
my_addr.sin_port = htons(MYPORT);
my_addr.sin_addr.s_addr = inet_addr(INADDR_ANY);
memset(&(my_addr.sin_zero), ’\0’, 8); /* zero the rest of the struct */

if ( bind(sockfd, (struct sockaddr *)&my_addr, sizeof(struct sockaddr)) < 0 )
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{
perror("bind");
exit(1);

}

if ( listen(sockfd, 5) < 0 )
{

perror("listen");
exit(1);

}
.
.
.

The accept() system call
� TCPservers
� aftercallinglisten()
� getsqueuedconnection
� returnsa new socketfile descriptor
� usefor this connection(send/receivedata)
� still listeningonoriginal socket

#include <sys/socket.h>

int accept(int sockfd, void *addr, int *addrlen);

� sockfd is thesocketdescriptor
� addr pointsto a localstruct sockaddr_in
� structwill befilled with theinformationabouttheincomingclient
� *addrlen shouldbesetto sizeof(struct sockaddr_in)
� accept will notputmorethanthatmany bytesinto *addr
� mayput less,will thenmodify addrlen
� returns-1 andsetserrno if anerroroccurs.

Continuationof theexample:

#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>

#define MYPORT 3490

int main()
{

int sockfd, csd, len;
struct sockaddr_in my_addr, cliaddr;
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if ( (sockfd = socket(AF_INET, SOCK_STREAM, 0)) < 0)
{

perror("socket");
exit(1);

}

my_addr.sin_family = AF_INET;
my_addr.sin_port = htons(MYPORT);
my_addr.sin_addr.s_addr = inet_addr(INADDR_ANY);
memset(&(my_addr.sin_zero), ’\0’, 8); /* zero the rest of the struct */

if ( bind(sockfd, (struct sockaddr *)&my_addr, sizeof(struct sockaddr)) < 0 )
{

perror("bind");
exit(1);

}

if ( listen(sockfd, 5) < 0 )
{

perror("listen");
exit(1);

}

len = sizeof(cliaddr);
while(1)
{

if ((csd = accept ( sockfd, (struct sockaddr *)&cliaddr, &len))<0)
{

perror("accept()");
exit(1);

}
printf("connection from %s, port %d\n",

inet_ntoa(cliaddr.sin_addr),
ntohs(cliaddr.sin_port));

.

.

.

send() and recv() system calls

Similar to write() andread() but givemorecontrol.

Usedfor sendingandreceiving overTCPor connecteddatagramsockets.

#include <sys/types.h>
#include <sys/socket.h>

int send(int sockfd, const void *msg, int len, int flags);
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int recv(int sockfd, const void *msg, int len, int flags);

� sockfd is thesocketdescriptorto sendor receiv data
� msg is pointerto buffer for send/receivedata
� len is thelengthof thatdatain bytes,or themaximimsizeof thereceiving buffer
� flags usallysetto zero

MSG_OOB /* send or receive out-of-band data */
MSG_PEEK /* peek at incoming message (recv or recvfrom) */
MSG_DONTROUTE /* bypass routing (send or sendto) */

Both systemcallsreturnthe length of thedatathatwassentor received,or -1 onerror.

If recv() returns0,thatmeansthattheserverhasclosedtheconnection.

close() and shutdown system calls

TheusualUnix close() is alsousedto closea socket. Theprototypeis thefollowing:

int close(int fd);

Thiswill preventany morereadsandwritesto thesocket. Someprocessattemptingto reador write thesocket
on theremoteendwill receiveanerror.

shutdown() allowsmorecontroloverhow thesocketclosing.It permitsto cutoff communicationin acertain
direction,or bothways(likeclose()). Theprototypeis:

int shutdown(int sockfd, int how);

sockfd is thesocket file descriptorto beclosed.how is oneof thefollowing:

� 0 – Furtherreceivesaredisallowed
� 1 – Furthersendsaredisallowed
� 2 – Furthersendsandreceivesaredisallowed(likeclose())

shutdown() returns0 onsuccess,and-1 on error(with errno setaccordingly)

The complete example

Thefollowing is thecodefor thedaytimeclient:

#include <stdio.h> /* for printf() */
#include <string.h> /* for memset() */
#include <stdlib.h> /* for exit() */
#include <unistd.h> /* for close() */
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
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/* get the time in Spain */
/*#define DEST_IP "150.244.56.39"*/
/*#define DEST_PORT 13 */

/* get the time locally */
#define DEST_PORT 3490

#define MAXLINE 128
#define MAX_QUERY 15

int
main(void)
{

int sockfd; /* socket file descriptor to comm through */
struct sockaddr_in dest_addr; /* the server’s address */
char recvline[MAXLINE + 1]; /* to store received data in */
int num_recvd; /* number of bytes received */

int cnt; /* index variable for series of time queries */
for (cnt=0; cnt<MAX_QUERY; cnt++)
{
if ( (sockfd = socket(AF_INET, SOCK_STREAM, 0)) < 0)
{
perror("socket");
exit (1);

}

/* set up the destination address sockaddr_in structure */

/* Internet family */
dest_addr.sin_family = AF_INET; /* in HBO */

/* to communicate with the server in Spain, destination IP address */
/* dest_addr.sin_addr.s_addr = inet_addr(DEST_IP); long, in NBO */

/* to communicate with our own server */
/* server runs on the local host, IP address is filled automatically */
dest_addr.sin_addr.s_addr = htonl(INADDR_ANY); /* long, in NBO */

/* at the above IP address, port DEST_PORT */
dest_addr.sin_port = htons(DEST_PORT); /* short, in NBO */

/* zero the rest of the struct */
memset(&(dest_addr.sin_zero), ’\0’, 8);

/* try to set up a connection */
if (connect(sockfd, (struct sockaddr *) &dest_addr,

sizeof(struct sockaddr)) < 0)
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{
perror("connect");
exit (1);

}

/* connection blocks until data is received */
if ( (num_recvd = recv(sockfd, recvline, MAXLINE, 0)) < 0)
{
perror("recv");
exit (1);

}

recvline[num_recvd] = ’\0’; /* turn it into a string */
if (fputs(recvline, stdout) == EOF)
{
perror("fputs error");
exit (1);

}

/* flush the output stream to print right away */
fflush(stdout);

/* close the socket */
close(sockfd);

}

return (0);

}

Thefollowing is thecodefor thedaytimeserver:

#include <stdio.h> /* for printf() */
#include <string.h> /* for memset() */
#include <stdlib.h> /* for exit() */
#include <unistd.h> /* for close() */
#include <time.h> /* for time() */
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include "snprintf.h"

#define MYPORT 3490
#define MAX_LINE 128
#define MAX_QUEUE 5
#define MAX_CONNECTS 20
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int
main(void)
{

int sockfd; /* socket (file) descriptor */
int acsd; /* accepted connection socket descriptor */
struct sockaddr_in my_addr; /* this server’s address */
struct sockaddr_in client_addr; /* a client’s address */
socklen_t len=sizeof(client_addr); /* length of the client_addr structure */
int yes=1; /* for socket options */
int in_conn; /* counter for incoming connections */
time_t ticks; /* to calculate current time and date */
char buff[MAX_LINE]; /* to store the server’s answer before sending */

/* try to create a socket */
if ( (sockfd = socket(AF_INET, SOCK_STREAM, 0)) < 0)
{

perror("socket");
return -1;

}

/* set up the my_addr sockaddr_in structure */

/* Internet family */
my_addr.sin_family = AF_INET; /* in HBO */

/* will listen on this host’s IP address */
my_addr.sin_addr.s_addr = htonl(INADDR_ANY); /* long, in NBO */

/* will listen on MYPORT port */
my_addr.sin_port = htons(MYPORT); /* short, in NBO */

/* zero the rest of the struct */
memset(&(my_addr.sin_zero), ’\0’, 8);

/* make the socket (port MYPORT) re-usable for bind() */
/* otherwise, the kernel may still hang on to the port */
/* and bind() will fail. Without SO_REUSEADDR, just have to wait */
if (setsockopt(sockfd, SOL_SOCKET, SO_REUSEADDR, &yes, sizeof(int))==-1)
{

perror("setsockopt");
exit(1);

}

/* associate the socket with a port (MYPORT) on this machine */
if ( bind (sockfd, (struct sockaddr *) &my_addr,

sizeof(struct sockaddr)) < 0)
{

perror("bind");
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exit(1);
}

/* specify how many incoming connection client connections
* will be queued
*/

if (listen(sockfd, MAX_QUEUE) < 0)
{

perror("listen");
exit(1);

}

/* accept MAX_CONNECTS incoming connections to this server */
for (in_conn=0; in_conn<MAX_CONNECTS; in_conn++)
{

/* accept an incoming connection,
* get a socket descriptor: acsd
* get information about the client in client_addr
*/
if ( (acsd = accept(sockfd, (struct sockaddr *) &client_addr, &len)) < 0)
{
perror("accept()");
exit(1);

}
printf("connection from client %s, port %d\n",

inet_ntoa(client_addr.sin_addr), ntohs(client_addr.sin_port));

/* sleep a while */
sleep(20);

/* prepare the reply */

/* obtain current time
* in seconds since the Epoch (00:00:00 UTC, January 1, 1970)
*/
ticks = time(NULL);

/* convert the time to ASCII and put in a string buffer */
snprintf(buff, sizeof(buff), "%.24s\n", ctime(&ticks));

/* send the reply string to the client, null terminated, flags=0 */
send(acsd, (void *) buff, strlen(buff) + 1, 0);

/* close the socket through which the client is accessed */
close(acsd);

}

/* close the server’s socket
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* attempts to read/write the socket on the client side will
* receive an error.
*/

close(sockfd);

return (0);
}

Concurrent servers

After aconnectionfrom a clienthasarrived(whentheaccept() systemcall returnscontrol)a serverhastwo
choices:

� For aniterative server:
Processtherequestandsendthereply.
Usedwhentheclients’ requestscanbehandledquickly andin a single response.
This is thetypeof serversweuseduptonow.

� For a concurrent server:
A new processis createdto servicetheclient (typically usingthefork() systemcall).
This new processhandlesonly the incomingclient requestanddoesnot have to respondother client
requests.
Whenthededicated(to theclient) processfinishes,it closesits communicationchannelwith theclient
andterminates.
Theparentof this processreturnsto wait for new client requestsin theaccept() systemcall.

Typical pseudocodefor concurrentserversis:

sock = socket(...);

bind(sock, ...);

listen(sock, ...);

while(1)
{

new_sock = accept (sock, ...);
switch (fork()) /* Create new process to handle client request */
{
case -1: /* error */

/* perform some error actions */
break;

case 0: /* child */
close (sock); /* close listening socket */
process_request(new_sock,...);/* process the request */
close (new_sock); /* close connected socket */
exit (0);

default: /* parent, return to accept */
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close (new_sock); /* close connected socket */
break;

}
}

It is commonto catchtheSIGCHLD signalin orderto performsomecleanup actionswheneverachild finishes
andaboveall to avoid zombie processes.

Example:modify thepreviousdaytimeserver to make it concurrent.

In order to be able to connectseveral clientsat a time, we put the servingprocessesto sleepduring a few
seconds.

Theclient codeis equalto thatof theclient studiedin thepastsections.

Thefollowing is thecodefor theconcurrentdaytimeserver:

#include <stdarg.h>
#include <stdio.h>
#include <string.h>
#include <signal.h>
#include <stdlib.h> /* for exit() */
#include <unistd.h> /* for close() */
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <time.h>
#include <sys/types.h>
#include <sys/wait.h>
#include <errno.h> /* for errno */
#include "snprintf.h"

#define MYPORT 3490
#define MAXLINE 128
#define TSLEEP 3

/*
* signal handler
*
* SIGCHLD: child process (servicing a client) stopped or terminated,
* must be handled to avoid zombies
* default action: ignored
*
* SIGINT: interrupt from keyboard
* default action: terminate process
* We silently assume INT signals are sent
* to the parent process only.
*/

void
signal_handler(int signum)
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{
int� status;

if (signum == SIGINT)
{
fprintf(stderr, "Interrupt from keyboard, server terminating\n");
fflush(stderr);
exit(0);

}

if (signum == SIGCHLD)
{
pid_t child_pid; /* the ending child’s PID */

/* while processing, ignore further SIGCHLD interrupts */
signal(SIGCHLD, SIG_IGN);

child_pid = wait(&status);
/*
The wait function suspends execution of the current process
until a child has exited, or until a signal is delivered whose
action is to terminate the current process or to call a signal
handling function. If a child has already exited by the
time of the call (a so-called "zombie" process), the function
returns immediately. Any resources used by the child are freed.
*/

if (WIFEXITED(status))
{
fprintf(stdout, "\nfork()ed server child %d exited normally\n", child_pid);
fflush(stdout);

}
else
{
fprintf(stderr, "Hmm ... child did not exit normally\n");
fflush(stderr);

}

printf("Client serviced, process terminated\n\n");
fflush(stdout);

signal(SIGCHLD, signal_handler); /* capture this signal again */
}

return;
}

/*
* process_request: processes a client’s request:
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* send the date and time.
*/

void
process_request(int sock, const struct sockaddr_in *cliaddr)
{

time_t ticks; /* Used to calculate current time and date */
char buff[MAXLINE]; /* Used to store server answer */

printf("connection from %s, port %d\n",
inet_ntoa(cliaddr->sin_addr), ntohs(cliaddr->sin_port));

printf("Going to sleep (%d secs)\n", TSLEEP);

sleep(TSLEEP);

/* obtain current time */
ticks = time(NULL);

/* put the time in a string */
snprintf(buff, sizeof(buff), "%.24s\r\n", ctime(&ticks));

/* send the string, ’\0’ terminated */
send(sock, (void *) buff, strlen(buff) + 1, 0);

printf("Sending reply to client now\n");
}

int
main(int argc, char *argv[])
{

int sockfd; /* server’s listening socket */
int csd; /* client-connection sockets */
struct sockaddr_in my_addr; /* this server’s address */
struct sockaddr_in cliaddr; /* the client’s address (returned by accept) */
socklen_t len = sizeof(cliaddr);
int yes=1;
pid_t pid; /* process ID returned by fork() */

/* catch keyboard interrupt signal to halt the server */
signal(SIGINT, signal_handler);

/* catch child normal termination (avoid zombies) */
signal(SIGCHLD, signal_handler);

if ((sockfd = socket(AF_INET, SOCK_STREAM, 0)) < 0)
{

perror("socket");
return -1;

22



}

my_addr.sin_family = AF_INET; /* host byte order */
my_addr.sin_port = htons(MYPORT); /* short, network byte order */
my_addr.sin_addr.s_addr = htonl(INADDR_ANY);
memset(&(my_addr.sin_zero), ’\0’, 8); /* zero the rest of the struct */

if (bind (sockfd, (struct sockaddr *) &my_addr, sizeof(struct sockaddr)) < 0)
{

perror("bind");
return -1;

}

/* make the socket (port MYPORT) re-usable for bind() */
/* otherwise, the kernel may still hang on to the port */
/* and bind() will fail. Without SO_REUSEADDR, just have to wait
*/

if (setsockopt(sockfd, SOL_SOCKET, SO_REUSEADDR, &yes, sizeof(int))==-1)
{

perror("setsockopt");
exit(1);

}

if (listen(sockfd, 5) < 0)
{

perror("listen");
exit (1);

}

while (1) /* forever */
{

/* blocks until an incoming connection request */
if ((csd = accept(sockfd, (struct sockaddr *) &cliaddr, &len)) < 0)
{
/* The accept() system call is "slow" and may be interrupted
* by a signal from a terminating child !
* Not all kernels automatically restart interrupted system
* calls. We do it here explicitly.
*/

if (errno == EINTR)
continue;

else
{
perror("accept()");
return -1;

}
}
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pid = fork(); /* spawn a new process to handle client requests */

if (pid <0) /* error in creating a child process */
{
perror("fork()");
exit(1);

};

if (pid == 0) /* this is the child */
{
/* Mark the listening socket as closed and return immediately.
* The socket is no longer usable by this process.
* The child does not need to access the listening socket,
* only the parent does. The parent does not close this socket.
*/

close(sockfd);

/* process the request */
process_request(csd, &cliaddr);

/* As the request has been processed, this process is finished.
* Mark the connected socket as closed and return immediately.
* The socket is no longer usable by this process.
*
* Closing csd is not absolutely necessary as exit(0) ends the
* process. The kernel will then close all open file descriptors.
*
*/

close(csd);

/* the child terminates */
exit(0);

};

if (pid > 0) /* this is the parent */
{
/* Mark the connected socket as closed and return immediately.
* The parent process only listens for new connections and
* hence does not need the client-connection socket.
* The latter is handled by the client.
*
* Closing csd by the parent does NOT terminate the
* connection (of the child) with the client.
* A FIN is only sent to the client when the socket reference
* count reaches 0.
*/

close(csd);
}
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/* of the above three cases, only (pid >0) parent continues
* the infinite loop.
*/

}
}

I/O Multiple xing and select()

To handlemultiple sockets,differentalternativesolutions:

1. Makeall thesocketsnon-blocking.
Executea polling loop readingthestateof eachsocket.

� wasteof computetime.

2. fork() onechild processto handleeachI/O channel.

3. AsynchronousI/O usingsignals.
May catchtheSIGIO signal.Doesnot tell uswhich descriptoris readyfor I/O.

4. Usetheselect() systemcall.
Makesit possibleto wait for any of multiple events to occur
wakeup theprocessonly if oneof theseeventsoccurs.

Thefunctionprototypefor select() andrelatedfunctions:

#include <sys/types.h>
#include <sys/time.h>

int select(int maxfdpl,
fd_set * readfds, fd_set * writefds, fd_set * exceptfds,
struct timeval * timeout);

FD_ZERO (fd_set * fdset); /* clear all bits in fdset */
FD_SET (int fd, fd_set * fd_set); /* turn the bit for fd on in fdset */
FD_CLR (int fd, fd_set * fd_set); /* turn the bit for fd off in fdset */
FD_ISSET(int fd, fd_set * fd_set); /* test the bit for fd in fdset */

Thestructurepointedby thetimeout argumentis definedin <sys/time.h> in thefollowing way:

struct timeval
{

long tv_sec; /* seconds */
long tv_usec; /* microseconds */

};

Call select() to know when

� any of thedescriptorsin readfds is readyfor reading,
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� any of thedescriptorsin writefds is readyfor writing,
� or any descriptorin exceptfds hasany exceptionalcondition.

If not interestedin oneof thesesets,useNULL.

select() canbesetto return:

� Immediatellyaftercheckingthedescriptors,likeapoll.
For this thestructruepointedby timeout mustbesetto 0 seconds.

� Whenoneof the descriptorsis readyfor I/O, but not waiting more thana certaintime, specifiedby
timeout.

� Whenoneof thedescriptorsis readyfor I/O, without time restrictions.
For this, thetimeout argumentmustbesetto NULL.

Themaxfdpl argumentmustbesetto thevalueof thelargestfile descriptorin thesetsplus one.

Initially, all thefile descriptorsin thesetsmustbeset(with FD_SET).

Whenthefunctionreturns,if thedescriporis set,thenit is readyfor I/O.

As usual,thefunctionreturnsavalueof -1 indicatinganerror.

Thefollowing codefragmentdeclaresadescriptorsetandaddsdescriptors1 and5. Thentestthesedescriptor
for readingup to 3 seconds.

.

.

.
struct timeval tv;
fd_set fdvar;

tv.tv_sec = 3;
tv.tv_usec = 0;

FD_ZERO (&fdvar); /* initialize the set - all bits off */
FD_SET (1, &fdvar); /* turn on bit for fd 1 */
FD_SET (5, &fdvar); /* turn on bit for fd 5 */

if ( select(6, &fdvar, NULL, NULL, & tv) < 0 )
{

perror ("select");
return -1;

}

if ( FD_ISSET(1, &fdvar) ) /* we have received something on socket 1*/
{

...
}
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if ( FD_ISSET(5, &fdvar) ) /* we have received something on socket 5*/
{

...
}
.
.
.

UDP soc kets

UDP provides a connectionlessservice: eachdatagramsent is independentone. Thereis no relationship
betweensentdatagramsevenif they comefrom thesameapplication.
Datagramsarenot numbered which impliesthey

� canbedeliveredoutof sequence,and
� cantravel alongdifferentroutes.

UDPdoesnotbreakapplicationdatato fit in differentdatagrams,eachrequestfrom theapplicationlayermust
besmall enough to fit into oneuserdatagram.

UDP is alsounreliable, thereis no flow controlnor windowing mechanism.Thereis no errorcontrolexcept
for thechecksum(thesenderdoesnotknow if a messagehasbeenlost or duplicated).

UDPis usedfor processesthatrequiresimplerequest/reponsecommunication,with little concernfor flow and
errorcontrol. It is alsosuitablefor applicationswith internalflow anderrorcontrolmechanismssuchasTFTP,
andfor broadcastingandmulticastingpurposes.UDP is usedin managementprocessessuchasSNMPandin
someroutingupdatingprotocolssuchasRIP.

UDP datagrams

UDPpacketsarecalleduserdatagrams,andhaveafixedsizeof eightbytes.Thefieldsit containsare:

� Sourceportnumber.
� Destinationport number.
� Lengthof theuserdatagram(16-bit).
� Checksumto detecterrorsover theentireuserdatagram.

The UDP client/ser ver architecure

For aclient-serverusingaconnectionlessprotocol,thesystemcallsaredifferentfrom theconnectionoriented
case.Thenext diagramshowsa typical sequenceof systemscallsfor boththeclientandtheserver.

Server Client

socket()
|
V

bind()
| socket()
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V |
recvfrom() V

| bind()
Blocks until data |
received from a client |

| V
| <---- data (request) ----------- sendto()
| |
V |

Process request |
| |
V V

sendto() ------ data (reply) ---------> recvfrom()

Thenext sectionexplainstherecvfrom() andsendto() systemcalls,theothersystemcallshavebeenstudied
in previoussections.

recvfrom() and sendto() functions

Sincedatagramsocketsarenotconnectedto aremotehost,weneedthedestinationaddressin bothcalls.Their
prototypesare:

int sendto(int sockfd, const void *msg, int len, unsigned int flags,
const struct sockaddr *to, int tolen);

int recvfrom(int sockfd, void *buf, int len, unsigned int flags,
struct sockaddr *from, int *fromlen);

Thesecallsarebasicallythesameasthecalls to send() andrecv() with theadditionof two otherpiecesof
information—

� to is apointerto astruct sockaddr whichcontainsthedestinationIP addressandport. tolen canbe
setto sizeof(struct sockaddr). sendto() returnsthenumberof bytesactuallysent,or -1 on error.

� from is a pointerto a local struct sockaddr which will befilled with the IP addressandport of the
originatingmachine.fromlen is apointertoalocalintwhichshouldbeinitializedtosizeof(struct sockaddr).
When recvfrom() returns,fromlen will containthe length of the addressactually storedin from.
recvfrom() returnsthenumberof bytesreceived,or -1 onerror(with errno setaccordingly.)

Datagramssocket canalsobe connected(by calling connect()), andthensend() andrecv() canbeused
for all thecommunications.Thesocket itself is still a datagramsocket andthepacketsstill useUDP, but the
socket interfacewill automaticallyaddthedestinationandsourceinformation.

UDP example

An exampleof anUDPechoclientandserver is presented.Theclient codeis asfollows:

#include <stdio.h>
#include <stdlib.h>
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#include <string.h>
#include� <unistd.h>
#include <string.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <sys/types.h>

#define MAXLINE 256
#define PORT 7000

int
main(int argc, char *argv[])
{

int fsd; /* socket descriptor */
int numsent; /* number of bytes sent */
int numrec; /* number of bytes received from server */
struct sockaddr_in servaddr; /* To be filled with server address */
struct sockaddr_in replyaddr;
socklen_t len= sizeof(servaddr); /* store address size */
char sendline[MAXLINE]; /* string to be sent */
char recvline[MAXLINE + 1]; /* received string */

/* get a datagram (UDP) socket */
if ((fsd = socket(AF_INET, SOCK_DGRAM, 0)) < 0)
{

perror("socket");
exit(1);

}

/* fill address completely with 0’s */
memset(&servaddr, ’\0’, sizeof(servaddr));
servaddr.sin_family = AF_INET; /* Internet family */
servaddr.sin_addr.s_addr = htonl(INADDR_ANY); /* this machine’s IP address */
servaddr.sin_port = htons(PORT); /* echo service port */

/* standard: port 7 */

while (1) /* forever */
{

/* prompt the user */
printf("==>");
fflush(stdout);

/* read user input */
fgets(sendline, MAXLINE, stdin);

/* stop when "exit" is entered */
if (strcmp(sendline, "exit\n") == 0)
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break;

/* send entered text to the server (address in servaddr)
* note how strlen(sendline) does not include the ’\0’
* at the end of the string
*/
numsent = sendto(fsd, sendline, strlen(sendline), 0,

(struct sockaddr *) &servaddr, sizeof(servaddr));
if (numsent == -1)
{
/* note how only sender-side errors are detected
* UDP is connectionless, don’t if care datagram arrives
*/

perror("sendto");
exit(1);

}

/* if we asked the server to die, don’t wait for reply */
if (strcmp(sendline, "die!\n") != 0)
{
/* Receive the answer from the server */
if ((numrec = recvfrom(fsd, recvline, MAXLINE, 0, &replyaddr, &len)) < 0)
{

perror("recvfrom");
exit(1);

}

/* the ’\0’ at the end of sendline was not sent
* need to add one now to print as string
*/

recvline[numrec] = ’\0’;
printf(" from server: %s\n", recvline); /* show on screen */
}

}

/* close the socket */
close(fsd);

/* normal end */
printf("echo client normal end\n");

return 0;
}

Theservercodeis asfollows:

#include <stdio.h>
#include <stdlib.h>
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#include <string.h>
#include� <unistd.h>
#include <string.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <sys/types.h>

#define MAXLINE 256
#define PORT 7000

int
main(int argc, char *argv[])
{

int fsd; /* socket descriptor */
int numrec; /* number of bytes received */
struct sockaddr_in servaddr; /* To be filled with server address */
struct sockaddr_in cliaddr; /* To be filled with client address */
socklen_t len=sizeof(cliaddr); /* size of client address structure */
char recvline[MAXLINE + 1]; /* area to receive in */

/* get a datagram (UDP) socket descriptor */
if ((fsd = socket(AF_INET, SOCK_DGRAM, 0)) < 0)
{

perror("socket");
exit(1);

}

memset(&servaddr, ’\0’, sizeof(servaddr)); /* fill address with 0’s */
servaddr.sin_family = AF_INET; /* Internet family */
servaddr.sin_addr.s_addr = htonl(INADDR_ANY); /* My IP address */
servaddr.sin_port = htons(PORT); /* port on which

* this service is provided
* wellknown: 7 */

/* Assign an address to the socket */
bind(fsd, (struct sockaddr *) &servaddr, sizeof(servaddr));

/* forever */
while (1)
{

/* block until an incoming client request */
if ( (numrec = recvfrom(fsd, recvline, MAXLINE, 0,

(struct sockaddr *) &cliaddr, &len)) < 0)
{
perror("recvfrom");
exit(1);

}
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fprintf(stdout,�
"connection from %s, port %d. Received %d bytes.\n",
inet_ntoa(cliaddr.sin_addr), /* IP address, as a string */
ntohs(cliaddr.sin_port), /* port number, in HBO */
numrec); /* number of bytes received */

fflush(stdout);

recvline[numrec]=’\0’; /* make it a string */
if (strcmp(recvline, "die!\n") == 0)
{
fprintf(stdout, "a client asks me to terminate, complying\n");
fflush(stdout);
break;

}

/* echo the received to the client */
if (sendto(fsd, recvline, numrec, 0, &cliaddr, len) < 0)
{
perror("sendto");
exit(1);

}
}

fprintf(stdout, "server normal end\n");
fflush(stdout);

return 0;
}

Makefile

The Makefile to produceall examplesis here. The file snprintf.hneedsto be includedto avoid compilation
warnings(at leaston Linux 2.2.16-22).
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