or ´peau

Dé ´rationnelle Université ´al "A" ´al Qué

´

•

P_1,P_2,...,P_N {1,2,...,52} P_i π_i of {1,2,...,52} π_N π_2π_1 DECK={1,2,...,52}.

P_i k in DECK π_N π_2π_1(k

P_i π_1(k),π_2π_1(k π_N π_2π_1(k

ing π_N π_2π_1(k′ k DECK

π_i "physical"

P_i

π_1,π_2,..., π_N

Let s P_i choses τ_{i,j} , 1≤j≤i− s k∈ DECK, τ_{i,j} (k π_i (k P_j . π_i τ_{i,j} τ_{i,j} (k P_j π_i (k

<π_i (1),τ_{i,j} (1)>, <π_i (2),τ_{i,j} (2)>, , <π_i (52),τ_{i,j} (52)>

Whenever P_j π_i (k τ_{i,j} (k τ_{i,j} (k′ P_j π_i (k′ legitimate π_i (k τ_{i,j} (k′ τ_{i,j} (k P_i

t secrets {s_1,s_2, ,s_t } t p and q. n y b_{i,j} j^{th} s_i are L sends e_{i,j} n when b_{i,j} otherwise. "questions" Q_{i,j} to b_{i,j} e_{i,j} ×r^2y^m r ∈_n^* and m∈{ 0,1} Q_{i,j} b_{i,j} Q_{i,j} and e_{i,j}

Q_{i,j n}^*[+ e_{i,j} is.

t L Q_{i,.}

2^{− s} .

Alice: p and q n=pq.

n and y y⁄n)=+1.

R_{i,j} ∈_n^* ≤i≤t,1≤j≤L. e_{i,j} =R_{i,j}^2 y^{bi,j} mod n secrets.

Bob: ρ {1,2,...,t}. r_{i,j} ∈_n^* and m_{i,j} ∈{ 0,1} ≤i≤t,1≤j≤L.

Q_{i,j} =e_{ρ (i),j} r_{i,j}^2 y^{mi,j} . †.

Q when Q of Qy when Q

Bob: i∈{ 1,2,...,t} ρ^{− 1}(i ≤j≤L Alice: β_j =

Q_ρ − 1_{(i),j}

β_j = r_j r_j^2 ≡ Q_ρ − 1_{(i),j} ( ) r_j r_j^2 ≡ Q_ρ − 1_{(i),j} y ( ).

β_j and r_j

Bob: b_{i,j} =β_j + m_ρ − 1_{(i),j}

{1,2,...,52}

P_i π_i π_i {1,2,...,52} p_i and q_i n_i =p_i q_i y_i n_i π_i

n_i "0" "1" E_{i,j,k} j^{th} π_i (k b_{i,j,k}. P_i E_{i,.,.} {1,2,...,52} t=52, L= s ter.

P_i : r_{i,j,k}∈_n^* ≤k≤t,1≤j≤L.

E_{i,j,k}=r_{i,j,k}^2 y^{bi,j,πi (k)} mod n_i ,

σ_a ≤a ≤s+ {1,2,...,t}. c_{i,j,k,a} ∈_{ni}^* ≤k≤t,1≤j≤L,1≤a ≤s+1 C_{i,j,k,a} =c_{i,j,k,a}^2 y^{bi,j,σ a (k)} mod n_i .

s i_2,i_{3 s+1}.

i_a =1 P_i reveals r_{i,j,πi}− 1_{(k)}c_{i,j,σ a}− 1_{(k),a} ≤k≤t,1≤j≤L.

i_a =0 P_i reveals c_{i,j,σ 1}− 1_{(k),1}c_{i,j,σ a}− 1_{(k),a} ≤k≤t,1≤j≤L.

P_i reveals c_{i,j,k,1} ≤k≤t,1≤j≤L C_{i,.,.,1} {1,2,...,t}.

P_i E_{i,.,.} DECK − s E_{i,.,.} and C_{i,.,.,1} n_i n_i =p_i^aq_i^b p_i and q_i a and b n_i P_i P_i n_i y_i n_i

player P_i i

PREPARATION(i)

P_i : π_i DECK. τ_{i,j} ≤j≤i− 1, {0,1}^s .

p_i , q_i , y_i

n_i =p_i q_i and y_i .

n_i and y_i π_i τ_{i,j} ≤j≤i− 1. † P_j <π_i (1),τ_{i,j} (1)> <π_i (52),τ_{i,j} (52)>.

P_i π_i DECK,

_____________________________________________________________

_____________________________________________________________

\/-\/-i\/-\/-j\/-\/-k,k_i (k)≠π_i (k′) >τ_{i,j} (k)≠τ_{i,j} (k′) The τ_{i,j} P_j of P_i j>i π_i

k in DECK "free" P_i "free" value k "used" k Then, P_i π_1(k), π_2π_1(k π_{i− 1} π_1(k

P_i gets π_i π_{i− 1} π_1(k π_{i+1} π_1(k π_N π_1(k) P_{i+1}, P_{i+2} P_N τ_{i+1,i} π_i π_1(k τ_{N,i} π_{N− 1} π_1(k π_{i+1} , π_{i+2} π_N.

P_i P_j

P_i picks k DECK c=k p i− 1 P_i gets π_p (c P_p (publicly) c=π_p (c) P_i sets c=π_i (c) p N P_i gets <π_p (c),τ_{p,i} (c)>

c=π_p (c) c

"free"

X f f (X) y y=f (x x∈ X}.

Let H_{i,j} DECK P_j π_i . H_{0,j} P_j

P_i P_j π_i (H_{i− 1,j} τ_{i,j} (H_{i− 1,j} ). Whenever P_i

j≥i∪ H_{i− 1,j} P_i reveals

τ_{i,k}(_{j≥i}∪ H_{i− 1,j} ≤k≤i− P_j j<i π_i of τ_{i,j} (H_{i− 1,j} P_i τ_{i,k} ≤k≤i− P_j τ_{i,j}

τ_{i,j} (DECK)−τ_{i,j} (H_{i− 1,j} )−τ_{i,k}(_{j≥i}∪ H_{i− 1,j} τ_{i,j} (DECK)−τ_{i,k}(_{j≥i}∪ H_{i− 1,j} P_1 to P_{j− 1}

P_j from τ_{i,j} τ_{i,j} (_{k≥i}∪ H_{i− 1,k}).

p N i p− 1 P_i T_i =τ_{p,i} (H_{p− 1,i} ) P_i E_i T_{p,i}

P_p τ_{p,i} P_p T_p =τ_{p,i} (_{j≥i}∪ H_{p− 1,j} )

P_i T′_i =τ_{p,i} (DECK)− T_i − T_p . P_i E′_i T′_i . P_i E_i ∪ E′_i is τ_{p,i} (DECK)− T_p

τ_{i,j} P_i τ_{i,j} π_i .

<π_i ,τ_{i,j} > π_i

P_j , j<i P_i #H_{i− 1,j} τ_{i,j} τ_{i,j} (H_{i− 1,j}

π_i P_i P_j i) P_i : τ_{i,j} ≤j≤i− 1, {0,1}^s .

τ_{i,j} ≤j≤i− 1. ‡ P_j for 1≤j≤i− 1 <π_i (1),τ_{i,j} (1)> <(π_i (52),τ_{i,j} (52)>.

P_j τ_{i,j} (H_{i− 1,j} )

P_i

"I discard k" k π_i π_{i− 1} π_1(k), π_{i+1}π_i π_1(k π_Nπ_{N− 1} π_1(k).

‡ P_i P_j r_{i,j} π_i π_i part.

P_i H_{i,i} D_i ⊂ H_{i,i} H_{i,i} H_{i,i} − D_i H_{i,i} P_i ’s hand.

Initially, H_{i,i} and D_i P_i k π_i π_{i− 1...}π_1(k H_{i,i}

H_{i,i} H_{i,i} − D_i H_{i,i} H_{i,i} still

D_i If P_i

H_{i,i} − D_i into D_i H_{i,i} − D_i π_i , π_{i+1} π_N H_{i,i} π_i π_{i− 1...}π_1(k Ĥ_i

H_{i,i} D̂_i from D_i .

DISCARD(i,k)

P_i Ĥ_i π_i π_{i− 1} π_1(k D̂_i .

c=π_i π_{i− 1} π_1(k) P_i reveals c P_i Ĥ_i − D̂_i c. p N P_i reveals π_p (c τ_{p,i} (c) P_p decrypts π_p (c τ_{p,i} (c).

c=π_p (c)

P_i i)

P_i i) P_i π_i π_{i− 1} π_1(k Ĥ_i k.

P_i Ĥ_i − D̂_i and

P_i i)

and

"

´

´

´ Coalitions’’,

Proceedings ence