´peau

Dé ´rationnelle Université ´al "A" ´al Qué

W

approval.

any

A B ting B A

P_1 and P_2

{1,2,3,...,51,52}

P_1 π_1 of {1,2,3,...,51,52} and P_2 picks π_2 P_i mutation π_i P_i π_i π_2(π_1(k k 1,2,3,...,51,52} π_2(π_1(k π_2(π_1(k k for P_2 P_1.

L,U,H,R V L from V c H U H(c R on U(H(c H and R have some "good" V V.

Let V {1,2,3,...,51,52 V ). Let S Let C Let K Let M Let A

Define

L:V×S→ C U:A→ K H:M×C→ A R:M×C×K→ V

1) \/-\/-v_1,v_2∈ V,\/-\/-s_1,s_2∈ S, L(v_1,s_1)=L(v_2,s_2) > v_1=v_2

2) \/-\/-v∈ V,\/-_P\/-_P s∈ S v from L(v,s).

3) \/-\/-v∈ V,\/-_P\/-_P s∈ S v and L(v,s).

4) \/-\/-m∈ M,\/-\/-v∈ V,\/-\/-s∈ S, R(m,L(v,s),U(H(m,L(v,s))))=v

5) \/-\/-a ∈ A,\/-\/-v_1,v_2∈ V,\/-\/-s_1,s_2∈ S, #{m∈ MH(m,L(v_1,s_1))=a } = #{m∈ MH(m,L(v_2,s_2))=a }.

6) \/-\/-v∈ V,\/-_P\/-_P (m,s)∈ M×S m given H(m,L(v,s L(v,s).

L,U,H,R U L,H,R.

Here \/-_P\/-_P x∈ X means: " x∈ X #X)".

i∈{ 1,2}.

P_i :

V_i ,S_i ,C_i ,K_i ,M_i ,A_i . L_i ,U_i ,H_i ,R_i .

π_i {1,2,...,52}. L_i ,H_i ,R_i . s_{i,1},s_{i,2 i,52}∈ S_i l_i (v)=L_i (π_i (v),s_{i,v} ≤v≤52.

L_i (π_i (v),s_{i,v}),1≤v≤ π_i (v π_i (v π_i (v s_{i,v} L_i (i,s_{i,v}),L_i (2,s_{i,v}),...,L_i (52,s_{i,v} l_i (v

v∈{ 1,2,3,...,52} "free" P_2

P_2 "free" value v 1,2,3,...,52} v as "used".

P_2 asks P_1 π_1(v). P_1 reveals π_1(v P_2. P_2 π_2(π_1(v

P_1 π_1(v s_{1,v} P_2 L_1(π_1(v),s_{1,v} l_1(v). P_1 since l_1(v π_1(v P_2 π_2(π_1(v

s_{2,π1(v)} P_1 L_2(π_2(π_1(v)),s_{2,π1(v)} l_2(π_1(v P_2

P_1

P_1 "free" v∈{ 1,2,3,...,52} "used".

P_1 π_1(v). P_1 picks m∈ M_2 h=H_2(m,l_2(π_1(v))). P_1 asks P_2 k to h. P_2 returns k=U_2(h P_{1.} P_1 computes: R_2(m,l_2(π_1(v)),k)_2(π_1(v)) { }.

Since H P_2 π_1(v h l_2’s

P_1 and P_2 saction P_2 P_1 π_2(π_1(v P_1 P_2 to reveal s_{2,π1(v)}, P_1 L_2(π_2(π_1(v)),s_{2,π1(v)} l_2(π_1(v

P_2 that P_1 H_2(m,l_2(π_1(v P_1

P_1 P_1 asks P_2 h H_2(m,l_2(π_1(v′ v v h P_1 π_2(π_1(v′ π_2(π_1(v P_1 v′ "used" because π_2(π_1(v′ in P_2 P_1 P_1 π_2(π_1(v P_1 P_1

But P_1

P_1 P_2 value g=G(l_2(1),...,l_2 h G′(l_2(1),...,l_2(52),U_2(g π_2 G:C^{52}→ A, G′:C^{52}×K→ V^{52} π_2(π_1(v and

P_2 P_1 π_1(v), s_{1,v} and m P_2 l_1(v L_1(π_1(v),s_{1,v} h with H_2(m,l_2(π_1(v P_1 P_1 computed he k Suppose P_1 uses g k=U_2(g P_2 π_2(π_1(v π_2, and some m g=H_2(m,l_2(π_1(v force P_1 m

π_2(π_1(v)), P_1 learning k g and l_2(π_1(v)), P_1 m P_1 knew m k

O_1 that

P_1 "free" v 1,2,3,...,52} "used".

P_1 π_1(v). P_1 picks m∈ M_2 h=H_2(m,l_2(π_1(v))). P_1 asks P_2 k to h. P_1 posts O_1(m). P_2 returns k=U_2(h P_1. P_1 computes: R_2(m,l_2(π_1(v)),k)_2(π_1(v)).

P_2 P_1 knew m

for P_2 {m ---i ≤ i ≤ H_2(m,l_2(i))=h} O_1 m P_2 π_1(v).

"used" or "discarded" {1,2,3,...,52} π_2(π_1(v mark v as "discarded".)

O_i

s m.

P_i reveals: π_1(v),π_2(π_1(v v

m∈ M π_i (v s_{i,v} ,1 ≤ v ≤ 52.

Let P P selects p,q pq n=pq. P selects ε,δ mod ϕ(n V={0,1,2,3,...,63}, S=K=M=A=_n^*, C=V×S x↓n least n x and +

Functions

L(v,s)=((s↓6) + v,(s^ε mod n)) U(c)=(s(c)^δ mod n) H(m,c)=(m^εs(c n)) R(m,c,k)=(((m^{− 1}k n)↓6) + v(c) O(m)=BG(m,s)

Where m^{− 1} m ( c=(v(c),s(c

way. P s_0∈ S s_k=s_{k− 1}^ε mod n ≤ k ≤ (n⁄6). P s_6n____ and <(s_0↓6)(s_1↓6)...(s_6n_____{− 1}↓6)> + m <...> m P s s_1,s_2 m + s_0 since s_6n____

Theorem: L,U,H,R

Proof:

1)\/-\/-v_1,v_2∈ V,\/-\/-s_1,s_2∈ S, L(v_1,s_1)=L(v_2,s_2)

> ((s_1↓6) + v_1,(s_1^ε mod n))=((s_2↓6) + v_2,(s_2^ε mod n)) > (s_1^ε mod n)=(s_2^ε mod n s_1↓6) + v_1=(s_2↓6) + v_2 >s_1=s_2 s_1↓6) + v_1=(s_2↓6) + v_2 >v_1=v_2 s n)))-secure. s finding s

4)\/-\/-m∈ ,\/-\/-v∈ V,\/-\/-s∈ S, H(m,L(v,s)) = ((m^εs^ε n) = ((ms)^ε mod n) >U(H(m,L(v,s)))=(ms n >R(m,L(v,s),U(H(m,L(v,s)))) =((m^{− 1}(ms mod n n)↓6) + (s↓6) + v =((s mod n)↓6) + ((s mod n)↓6) + v = v

5)\/-\/-v∈ V,\/-\/-s∈ S,\/-\/-a ∈ A, {m∈ M H(m,L(v,s))=a }={m∈ M(ms)^ε mod n=a } ={a^δs^{− 1} mod n} {m∈ MH(m,L(v,s))=a 1

x∈_n^* #M×C H(m,c c a_k=s(c_k)r_k^εx c_k,r_k a_{k0}=H(m,c_{k0} k_0 mr_{k0}^{− 1} mr_{k0}^{− 1} )^ε≡x (

L,U,H,R

O O

Let P P selects p,q n=pq. P selects η p η = q η p x x over p

V=K={0,1}^6 ={0,1,2,3,...,63}, S=_n^*)^6, C=A=_n^*[+1]^6 and M=V×S_n^*[+1]={xx∈_n^* & n x =+1} and n x x over n )

Denote x=(x_1,x_2,x_3,x_4,x_5,x_6)∈ X x,X v,V),(c,C),(s,S),(k,K a ,A also m=(v(m),s(m))∈ M=V×S c × c′)_j = (c_j c′_j mod n).

Functions

L(v,s)=(λ (v_1,s_1),λ (v_2,s_2),λ (v_3,s_3),λ (v_4,s_4),λ (v_5,s_5),λ (v_6,s_6)) U(a )=(υ(a_1),υ(a_2),υ(a_3),υ(a_4),υ(a_5),υ(a_6)) H(m,c)=L(m) × c R(m,c,k)=v(m) + k

Where λ (x,y)=y^2η^x mod n and υ(x)=

Theorem: L,U,H,R

Proof:

1)\/-\/-v,v V,\/-\/-s,s S, L(v,s)=L(v′,s′) >v=v′

s from v and L(v,s n 4)\/-\/-v∈ V,\/-\/-s∈ S,\/-\/-m∈ M, R(m,L(v,s),U(H(m,L(v,s)))) =v(m) + U(H(m,L(v,s))) =v(m) + v(m) + v since υ(s(m)_j^2η^{v(m)j} s_j^2η^{vj} )=v(m)_j + v_j ≤ j ≤ 6 =v 5)\/-\/-v∈ V,\/-\/-s∈ S,\/-\/-a ∈ A, {m∈ M H(m,L(v,s))=a }={m∈ ML(m) × L(v,s)=a } ={m∈ Ms(m)_j^2η^{v(m)j} mod n=as_j^{− 2}η^{− vj} mod n ≤ j ≤ 6} ={m∈ Ms(m)_j^2η^{v(m)j} mod n=x_j η^{v′j} mod n ≤ j ≤ 6} with as_j^{− 2}η^{− vj} =x_j η^{v′j} where x_j is n. ={m∈ Ms(m)_j^2=x_j and v(m)_j =v′_j ≤ j ≤ 6}

So #{m∈ M H(m,L(v,s))=a }=4^6.

x∈_n^*[+ #M×C H(m,c) c a_{k,1}=c_{k,1}s_{k,1}^2 η^{vk,1}x mod n a_{k,2},a_{k,3},a_{k,4},a_{k,5},a_{k,6 n}^*[+ c_k,s_k,v_k, a_{k0}=H(m,c_{k0} k_0 ms_{k0,1}^{− 2} η^{− vk0,1} s_{k0,1}^{− 1} s_1(m))^2η^{v1(m)− vk0,1}≡x ( n L,U,H,R

m∈ M m Theorem: m U(H(m,c c m∈ M,c∈ C.

Proof: U(H(m,c s(m).

Suppose P_j P_i m s(m U(H(m,c m P_j

P_1,P_2 P_j

π_j (π_{j− 1}(π_{j− 2}(...(π_2(π_1(v)))... v∈{ } P_n , n∈{ 1,2,...,j}

P_n v∈{ } "used".

v_1=v i= n− P_n asks P_i π_i (v_i ); P_i answers π_i (v_i P_n sets v_{i+1}=π_i (v_i ); P_n v_{n+1}=π_n (v_n );

i=n+ j DO P_n v_{i+1}=π_i (v_i ) P_i ;

P_n v_{j+1}

P_n computes v_{j+1}=π_j (π_{j− 1}(π_{j− 2}(...(π_2(π_1(v)))... v_{n+1},...,v_j ,v_{j+1} O_i

O_i

P_i P_i values v_{i+1},...,v_j ,v_{j+1} v_{j+1}’s

that P_n P_i

P_i (L_i (x,s_x x s_x ∈ S_i ). P_n P_i P_i returns L_n (x,s s∈ S_n where x P_n wants. P_n recovers x using H_n ,U_n ,R_n .

P_i and P_n P_i s_x

P_N P_i "used" and P_n P_i that P_i P_i P_n ’s P_n

"discard" v∈{ 1,2,...,52}

P_i card π_j (π_{j− 1}(π_{j− 2}(...(π_2(π_1(v)))... v as "discarded"

P_i posts L_i (v,s s∈ S_i "discarded".

P_i reveals v and s P_i

n^{th} from "used" to "free"

P_i : π_{i,n} {1,2,...,52}. s_{i,1,n} ,s_{i,2,n i,104,n} ∈ S_i l_{i,n} (v)=L_i (π_{i,n} (v),s_{i,v,n} ≤ v ≤ 52. l_{i,n} (v+52)=L_i (π_{i,n}^{− 1}(v),s_{i,v+52,n} ≤ v ≤ 52. π_i =π_{i,n}

π_{i,n} .

P_i c c_j =c l=j DOWNTO i+1

π_{l,n}^{− 1}(c_l P_l ; c_{l− 1}=π_{l,n}^{− 1}(c_l ); c_{i− 1}=π_{i,n}^{− 1}(c_i ); l=i− π_{l,n}^{− 1}(c_l P_l ;

c_{l− 1}=π_{l,n}^{− 1}(c_l );

c_0 c "used".

π_{i,n} s_{i,l,n} ≤ l ≤ " "

" " Control

"An Efficient "

" Secure"

" " 84

" "

" "

" " 120-126. " "

" "