zeroknowledge

RASSARD† Dé Université ´al

REPEAU‡

UNG

ABSTRACT

NP k − k NP p p− modulo p p−

BCC-arguments GMR

__________________ † ‡

NP have computational

polynomial-time-usable

[GMR].

´

− − off-line

perfect arguments

generality

NP

p p− p even p−

NP NP computational

round perfect NP

{ } {let k } for i ← 1 to k do x_i y_i z_i

k of

{ } {let k } x_1 , x_{2 k} y_1 , y_{2 k} z_1 , z_{2 k} p p− p p− 1

generator α_p* p p− p that α_p* i ≤ i ≤ p− α^i mod p p− as s ∈_p* s x } r , 0≤ r ≤ p− b^r s^x mod p b keeps r witness b blob

b opening r b^r (mod p b^r s (mod p).

s p*

is s s p* j ≤ j ≤ p− s^j mod p s s

{initialization} p, α and k.

j ≤ j ≤ p− 2; computes s^j mod p; sends s s. { } x_1 , x_{2 k} y_1 , y_{2 k} z_1 , z_{2 k}

s

s

commit

{initialization} p, α and k.

s_p*; sends s { } y_1 , y_{2 k} x_1 , x_{2 k} y_1 , y_{2 k} z_1 , z_{2 k}

ŝ_p* y puting α^r ŝ^y mod p r s s s

s s s still s s is ,

lenge y r c^r s^y c d d^q c mod p q r d y q+r mod p−

ŝ

b an r b^r (mod p b^r s (mod p s

Let b actual r

b k additional control blobs b_1 , b_{2 k} selecting k integers r_1 , r_{2 k} ≤ r_i ≤ p− k bits x_1 , x_{2 k} puting b_i^{ri} s^{xi} mod p ≤ i ≤ k k h_1 , h_{2 k} in { } h_i = b_i r_i .

h_i = b b_i

− if b x_i w = r_i − r mod p− b_i^wb (mod p

− if b − x_i w = r_i +r mod p− bb_i^ws (mod p).

h_i = b x_i − x_i )-blob. b_i b − 2^{− k}.

un x_i ` x_i x_i

x_i

p and α k p− numbers p and α s_p*, y_1 , y_{2 k} in { }, and r_1 , r_{2 k} ≤ r_i ≤ p− c_i^{ri} s^{yi} mod p ≤ i ≤ k;

s, c_1 , c_{2 k}

k x_1 , x_{2 k} x_i actual

h h b b̂ b̂ (if h = b if b̂ (if h =

c_1 , c_{2 k} r_1 , r_{2 k} y_1 , y_{2 k} . c_1 , c_{2 k} s k x_i if y_i = for x_i if y_i =1.

s

− k k challenges y_1 , y_{2 k} x_1 , x_{2 k}^{− k}

p−

s

p, α and k

s and c_1 , c_{2 k}

circuits x_1 , x_{2 k}

k y_1 , y_{2 k} r_1 , r_{2 k}

y_i and r_i c_i^{ri} s^{yi} mod p.)

s c_i

k x_1 , x_{2 k} y_i x_i i ≤ i ≤ k these k .

ŷ_1 , ŷ_2 ^_k r^_1 , r^_2 ^_k

s). y_i = ŷ_i i ŷ_1 , ŷ_2 ^_k

i y_i ≠ ŷ_i r_i − r^_i mod p− r^_i − r_i mod p− y_i = y_i =1, s

lenges ŷ_1 , ŷ_2 ^_k .

p − p p is p p

p p− p p−

h:X → Y X,* Y,*) h h(x*z)=h(x)*h(z x,z ∈ X X y ∈ Y y of h ; * h x ∈ X, h(x h(x x ∈ X z ∈ X h(z)=h(x z = x

X = ({ − 2}, + mod p− 1), Y= ({ − 1}, × mod p h(x)^x mod p p α Y α ing j ∈ X s = h( j s b r ∈ X h(r b = s*(h(r b = s under h s h s c_1 , c_{2 k} y_1 , y_{2 k}

group X h

ACKNOWLEDGEMENTS

BIBLIOGRAPHY

cols’’, − CRYPTO

− 222.

´ − 189. ´ − CRYPTO − 233.

´ perfect zero-

− 195. ´ − EUROCRYPT

− CRYPTO − 199. − CRYPTO − 119. −

EUROCRYPT − 141.

− CRYPTO ’86 Proceedings − 212. Cryptology − 94.

CRYPTO’89 − 209.

− 187. − 208.

Cryptology − CRYPTO − 51. GF(p , − 110.

Journal − − 656.