Problems † Dé Université ´al ‡ * MIT

Dé´ ´al

ABSTRACT

all-

________________ ‡ ´ ´al

sure

`

not verifiable secrets 1

2.

________________ 1

2

[W].

two-

t-bit n

not The

The (AN2BP):

physical

The n

The (ANDOS):

>

> AN2BP

a and b all-or-nothing

Let m

X ⊂ { , m} m u and v X side X

m− r_i and s_j ≤ i ≤ m, i ≠ u, ≤ j ≤ m, j ≠ v r_u and s_v a {r_i i ∈ X} and b {s_i i ∈ X} +

r_1 or s_1 r_2 or s_2 , r_m or s_m X r_i ’s s_i a (resp. b read m⁄ r_i m⁄ s_i a and b X ⁄_{m⁄2}^m ∼ 2^{− m} πm⁄ a nor b r_i + s_i i a or b, i ∈ X

r_i and s_i i m

a and b

> ANNBP

n b_1 , b_2 , , b_n

n− r_1 , r_2 , , r_{n− 2} b_1 or r_1 b_2 + r_1 or r_1 + r_2 , b_{n− 2} + r_{n− 3} or r_{n− 3} + r_{n− 2} b_{n− 1} + r_{n− 2} or b_n + r_{n− 2} b_1 b_s 2 ≤ s ≤ n− r_1 , r_1 + r_2 , , r_{s− 2} + r_{s− 1} and b_s + r_{s− 1} s instances. b_s s b_n

b_s + r_{s− 1} s r_{s− 1} + r_s r_s not b_1 and (b_{n− 1} + r_{n− 2}) + (b_n + r_{n− 2}) = b_{n− 1} + b_n n secrets.

> ANDOS f : {0,1}^m 0,1}^t I ⊂ { , m} bits <x[i]>_{i∈ I} x m f (x <x[i]>_{i∈ I} and z ∈ {0,1}^t #{x ∈ {0,1}^m f (x) = z I− x 2^{m− t− #I.} The of f {I ⊂ { , m I biases f } f m,t)-zigzag

I, J ⊂ { , m} strings x, y ∈ {0,1}^m I x J f (x f (y f (x f (y x[i y[i] i

x_1 , x_2 , , x_n f : {0,1}^m 0,1}^t integer m.

i ≤ n y_i ∈ {0,1}^m f (y_i ) = x_i b be y_i ’s j^{th} ≤ i ≤ n ≤ j ≤ m j <b >_{1≤i≤n} b s 1 ≤ j ≤ m y_s x_s = f (y_s b_{i1 j1} and b_{i2 j2} i_1 ≠ i_2 both y_{i1} and y_{i2} j_1 ≠ j_2 f x_{i1} and x_{i2} m t, f f f t × m F such that f (y) = Fy y and f (y

Theorem F f : {0,1}^m 0,1}^t X ⊂ { , t} I_X ∈ {0,1}^m

of F X f is

empty X, Y ⊂ { , t}

I_X and I_Y X = Y I_X cannot X F Proof (sketch). Necessary X = Y X f (x

of f f X ≠ Y X f (x Y f (y x and y. Sufficient

f (x x f (x

m,t m = 3^{log2t} k ≥^k × 3^k matrix F_k as F_0 =

F_{k+1} =

0^k

F_k

F_k

0_k F_k

F_k

k k × 3^k t, let k log_2t t F_k^k,t)-

F_2 = 0 0 0 1 0 0 1 0 0 0 1 1 0 1 0 0 1 0 0 0 1 1 0 0 0 1 0 1 1 0 1 0 1 1 1 1 m t (m ∈ O(t^{1.59}

"zigzags"

x y x = f (y

m,2^k m < 3^k m m,t)-

m,t m, t t m ≥ 3t− 2−β (t− β(x x

t × m matrix F I⊂ { , m} F_I t × #I submatrix I F F_I ′ t × (m− #I F I-columns F m,t)- I⊂ { , m} F_I or F_I ′ f : { }^m }^t m,t I⊂ { , m} b) x I f (x) = b x { , m}− I’’. > >

(sketch)

physical

gether).

(t,t)-neo t− 1,t)-neo

n

m*

Let x_1, x_2, , x_n t b be x_i ’s j^{th} ≤ i ≤ n ≤ j ≤ t p and q y modulo m = pq b x ∈_m* z = x^2y^b mod m z b = m and y p and q secret, z

b i and j,

r ∈_m* a q = z r^2y^a mod m q b = a q i and j, q m* "solve" t

t

q = z z r^2y^a mod m b + b

residue y

m y m verifiable z ’s σ { , n}. A σ -packet P_σ

P_σ = <q 1 ≤ k ≤ n ≤ j ≤ t > q = z r^2 y^a mod m i^{− 1}(k r m* and a σ σ , r ’s and a nt_m* σ m* x_i σ σ -packet P_σ .

P_σ σ

k (i q in P_σ k 1 ≤ j ≤ t. b ≤ j ≤ t x_i

i

s σ -packet P_σ s mutations σ_1, σ_{2,} , σ_s of { , n} s additional σ_i -packets P_1 , P_2 , , P_s P_σ X⊂ { , s} and

P_σ l ∈ X P_l disclosing σ_{l m}* and P_l ;

l ∈ X P_σ P_l σ_l^{− 1}σ P_σ into P_l

that P_σ^{− s}

P_σ l ∈ X l ∈ X X s X.

ACKNOWLEDGEMENTS ´

REFEERENCES

, 1985.

Proceedings ´ 85 86. ´ tegy, or Face’’,

rity

1982. tion Encryption’’, ences, 28 Codes’’, , 7

SIGACT/NEWS, 15