† and^‡ Dé Université ´al "A" Montré ´bec)

ABSTRACT

NP

zero-knowledge nothing

________________ ‡

NP ∩ co-NP NP-complete

NP NP NP

zero-knowledge

NP. integer m k k p_1, p_2, , p_k ∈ NP 1 m

m

1 [GwKi86] "efficiently"

.

Let n_n* n n− z ∈_n* modulo n (z ∈ QR_n ) x ∈_n* z ≡ x^2 (mod n z ∈_n* quadratic non-residue modulo n (z ∈ QNR_n z ∈ QR_n p z ∈_p* z ∈ QR_p z^{(p− 1)⁄2} ≡ p n = pq z ∈_n* z_p and z_q denote z mod p and z mod q

n z ∈ QR_n z_p ∈ QR_p and z_q ∈ QR_q n z ∈ QR_n x ∈_n* such that z ≡ x^2 (mod n n. Given z ∈_n* z⁄n + z_p and z_q are p and q − z⁄n n n*[+ z ∈_n* (z⁄n)_n*[−_n [+_n ∩_n*[+1]. n*[− 1] ⊂ QNR_{n n}*[+1] n n*[+_n n n n [+_n n n n [+_n [+ n x ∈_n* n y ∈ QNR_n [+ n [+ x ∈_n* and computing x^2y mod n n p^i q^j p and q i and j symbol + n

primes p and q n = pq n from n*[+ y ∈ QNR_n [+ n form p^i q^j p and q i and j 2 y ∈ QNR_n [+1]. n n [+ x ∈_n* x^2 mod n or x^2y mod n

always n n [+_n n [+ z b whether b = b = x ∈_n* z = x^2y^b mod n.

z or zy^{− 1} because x z zy or z_n [+

2 n pq

choosing n = p^i q^j without i = j = 1.

Let b_1 and b_2 z_1 and z_2 b_1 or b_2 b_1 and b_2 z_1 y mod n b_1 pute z_1z_2 mod n b_1 and b_2 z_1 = x_1^2 y^{b1} mod n and z_2 = x_2^2 y^{b2} mod n

z_1z_2 mod n = (x_1x_2)^2y^{b1+b2} mod n = x^2y^{(b1+b2) mod 2} mod n,

where x = x_1x_2 y^{(b1+b2) div 2} mod n. and or of b_1 or b_2 z_1 and z_2 is (zero-knowledge)

Let u = b_1b_2 b_k k i ≤ i ≤ k z_i and ẑ_i b_i k z_1z_2 z_k and ẑ_1ẑ_2 ẑ_k

i ≤ i ≤ k x_i ∈_n* z_i ẑ_i ≡ x_i^2 (mod n

••••

u = b_1b_2 b_k z_i encrypt b_i i ≤ i ≤ k let û = b̂_1b̂_2 b̂_k k different from u ẑ_i of b̂_i i ≤ i ≤ k z_1z_2 z_k and ẑ_1ẑ_2 ẑ_k i b_i ≠ b̂_i

i ≤ i ≤ k v_i = z_i ẑ_i mod n.

v_1v_2 v_k s s permutations σ_1, σ_2, , σ_s of { , k} and ks x ∈_n* for 1 ≤ i ≤ k ≤ j ≤ s w = x^2v_{σ j (i)} mod n i, j set X ⊂ { , s}

j ∈ X i_j w_{ij j} w_{ij j} j ∈ X σ_j w_{1j} w_{2j} w v_{σ j (1)}v_{σ j (2)} v_{σ j (k)} . •••• Theorem z_1z_2 z_k and ẑ_1ẑ_2 ẑ_k − s Proof (sketch). j ∈ X i b_i ≠ b̂_i σ_j ever j ∈ X exclusive-or.

v_1v_2 v_k exactly X

w_{1j} w_{2j} w j ∈ X w_{1j} w_{2j} w j ∈ X 2^s X

••••

function B : {0,1}^t 0,1} b_1, b_2, , b_t ≤ i ≤ t z_i b_i b = B(b_1, b_2, , b_t z for

b_1, b_2, , b_t b. Definition. A B

t+1)2^{t t} t+ of B t t or or 1 = 1, 0 or 0 = or 1 = or 0 = 1. •••• s s B X ⊂ { , s} z B(b_1, b_2, , b_t ),

j ∈ X j^{th} B ; j ∈ X the j^{th} z_1z_2 z_t z block. ••••

small t t exclusively with t ≤ " " [CoFi85].

f : {0,1}^k 0,1} b_1, b_2, , b_k ∈ {0,1} f (b_1, b_2, , b_k) =

z_1, z_2, , z_k of b_1, b_2, , b_k

time t ≤ encryption z f (b_1, b_2 , , b_k open z

selected k p_1, p_2, , p_k m = p_1p_2 p_k m exactly k l m l kl k− 1)l m.

p_i

two l p and c c mod p p

p_i . c p_i p_i

p_i c’s, m k k m

BPP consider BPP real P ε > c log ε^{− 1} c

between NP and BPP

MA RNP as random NP NP ∪ BPP ⊂ RNP NP RNP MA AM Definition. Let Σ {0,1} X ⊂ Σ* RNP A ⊂ Σ* * p(n (i) A ∈ BPP

\/-\/-x ∈ Σ*)[x ∈ X < > ( ---a ∈ Σ*)[a p(x) and <x,a > ∈ A]] a argument for x).

NP A ∈ P a p(x a p(x X ∈ NP whenever A ∈ NP. ••••

Intuitively X ∈ RNP x ∈ X

X ∈ RNP X ∈ RNP a for some x ∈ X x ∈ X

RP R one-sided 1⁄2 RP ⊂ NP ∩ BPP RP ⊂ BPP RP and NP x RP

Theorem X ∈ RNP A RNP RP tion A for X RP A a x ∈ X x ∈ X <x,a > ∈ A x ∈ X x ∈ X Proof A A A x x a a <x,a >

<x,a > ∈ A x ∈ X a only a p(x RNP. •••• not X ∈ RNP

ment a <x,a > and

A ∈ BPP but A ∈ RP ∪ co-RP A

"random" a

n*[+1] y ∈ QNR_n [+1].

X ∈ RNP x ∈ X a X ∈ RNP domain 3 x ∈ X <x,a > ∈ A x ∈ X x ∈ X

Proof •••• A ∈ NP X ∈ NP ∈ NP a for x a x <x,a > A ∈ NP NP-

3 A BPP A n*[+1]

NP etc. z ∈_n*[+

z ∈ QR_n n x ∈_n* z = x^2 mod n z x n s x_1, x_2, , x_s in n* z_i = x_i2 mod n ≤ i ≤ s. X ⊂ { , s}

i ∈ X x_i z_i = x_i^2 mod n z_i

i ∈ X x_i x mod n (x_i x)^2 ≡ z_i z (mod n z_i as z. ••••

y ∈ QNR_n [+ n m σ { , m} mk k log_2m

{ , m} to {^k} b_1 and b_2 b_1 and b_2

ACKNOWLEDGEMENT

REFERENCES

´

´ or 86

316-329.