A Beyond

† and^‡ Dé Université ´al "A" Montré ´bec)

ABSTRACT

A perfect

NP The

nothing

information perfect

________________ ‡

NP ∩ CoNP NP

NP NP NP

would zero-knowledge

nontransitive afterwards.

vacuously

get complete retroactive

NP- perfect zero-knowledge.

• perfect NP. not

• NP direct ZKIP,

• Power: NP

m k selected k p_1, p_2, , p_k

∈ NP^1. m

m

2 3 .

n n* n n− integer z ∈_n* modulo n (z ∈ QR_n x ∈_n* z ≡ x^2 (mod n x of z n y

w ∈_n* z = w^2y mod n y =

y ∈ QR_n y = 1. n = pq

n n [Rab79]. n p and q n and y ∈ QR_n y modulo n n this

________________ 1 "efficiently"

2 3 any assumptions.

knowledge

p and q n = pq y ∈ QR_n

y ∈ QR_n n n y

y. b w ∈_n* z = w^2y^b mod n w b-witness for z z no infor- z z zy^{− 1} mod n opening the z z both 0-witness w_0 w_1 z y as w_0w_1^{− 1} mod n

Let b_1 and b_2 z_1 and z_2 w_1 and w_2 z_1 or z_2

w = w^1w^2 mod n w_1w_2 y mod n otherwise .

b_1 = b_2 = 1

Let z = z_1z_2 mod n z = w^2 mod n if b_1 = b_2 z = w^2y mod n z b_1 and b_2 w

u = b_1b_2 b_k k i ≤ i ≤ k z_i and ẑ_i b_i w_i and ŵ_i k z_1z_2 z_k and ẑ_1ẑ_2 ẑ_k tion. i ≤ i ≤ k z_i and ẑ_i ••^{••} u = b_1b_2 b_k z_i encrypt b_i i ≤ i ≤ k w_i û = b̂_1b̂_2 b̂_k k different from u ẑ_i of b̂_i i ≤ i ≤ k ŵ_i z_1z_2 z_k and ẑ_1ẑ_2 ẑ_k i b_i ≠ b̂_i

i ≤ i ≤ k v_i = z_i ẑ_i mod n v_1v_2 v_k s s permutations σ_1, σ_2, , σ_s of { , k} and ks x ∈_n* ≤ i ≤ k ≤ j ≤ s a = x^2v_{σ j (i)} mod n i, j X ⊂ { , s}

j ∈ X i_j a_{ij j} a_{ij j} w = x_{ij j} w_r ŵ_r mod n r_j (i_j a_{ij j} = w^2y mod n);

j ∈ X σ_j a_{1j} a_{2j} a v_{σ j (1)}v_{σ j (2)} v_{σ j (k)} . ••^{••} Theorem u and û − s Proof (sketch). j ∈ X i b_i ≠ b̂_i because σ_j j ∈ X

v_1v_2 v_k

y u and û exactly X a_{1j} a_{2j} a j ∈ X a_{1j} a_{2j} a j ∈ X s X y.) ••^{••}

B : {0,1}^t 0,1} b_1, b_2, , b_t known ≤ i ≤ t z_i b_i w_i b = B(b_1, b_2, , b_t z for

bits b_1, b_2, , b_t b

Definition. A B (t+1)2^{t t} t+ B other t first t or: or 1 = or 0 = or 1 = or 0 = 1. ••^{••} s s B X ⊂ { , s} z B(b_1, b_2, , b_t j ∈ X j^{th} B; j ∈ X j^{th}

z_1z_2 z_t z ••^{••} t t exclusivelywith t ≤ 2.

f : {0,1}^k 0,1} b_1, b_2, , b_k ∈ {0,1} f (b_1, b_2, , b_k) = 1.

z_1, z_2, , z_k of b_1, b_2, , b_k

t ≤ z f (b_1, b_2 , , b_k z 1.

k p_1, p_2, , p_k m = p_1p_2 p_k m k distinct l m l binary

length kl k− 1)l m.

p_i is

tosses.

l p and c c mod p p

p_i c p_i p_i

p_i c m exactly k k m n have q+ q

BPP BPP real P ε > c log ε^{− 1} c NP and BPP

MA RNP natural^4 NP ∪ BPP ⊂ RNP NP RNP.

Definition. Let Σ {0,1} X ⊂ Σ* RNP A ⊂ Σ* * p(n (i) A ∈ BPP

\/-\/-x ∈ Σ*)[x ∈ X < > ( ---a ∈ Σ*)[a p(x) and <x,a > ∈ A]] a argument for x). NP A ∈ P a p(x a p(x X ∈ NP whenever A ∈ NP. ••^{••} Intuitively X ∈ RNP x ∈ X

X ∈ RNP X ∈ RNP a x ∈ X x ∈ X

________________

4 MA AM

RP R one-sided

least^1⁄2 RP ⊂ NP ∩ BPP and RP ⊂ BPP RP and NP x RP Theorem X ∈ RNP A

of RNP RP A for X RP algo- A a x ∈ X. x ∈ X <x,a > ∈ A x ∈ X x ∈ X

Proof A A A x x a keeps a <x,a >

<x,a > ∈ A x ∈ X. a only a p(x RNP ••^{••} not X ∈ RNP a from <x,a >

A ∈ BPP but A ∈ RP ∪ co− RP A

perfect

"random" a

n* y y.

X ∈ RNP x ∈ X a . X ∈ RNP^5 x ∈ X <x,a > ∈ A, hence x ∈ X x ∈ X

Proof ••^{••} A ∈ NP X ∈ NP ∈ NP a for x a x <x,a > A ∈ NP NP

(sketch) NP-

"cleartext" NP

________________ 5 A BPP A

6 RNP MA AM NP and BPP MA ⊂ AM of AM k ≥ 2, AM = IP(k k MA (i.e.: RNP natural practical purposes, m k

MA ⊂ AM

AM

perfect

"Cheating"

"theorem" lucky and daring

retroactive (or off-line real-time

________________ 6

NP "proven" perfect

NP only y. y ∈ QR_n y with certainty never

"open" y

exactly

T

of T T

perfect

n=pq non-residue y gives n and y that n y b x ∈_n* z=x^2y^b mod n b= zeroes.

paper. Definition. G is hard G G. ••^{••} Assumption. ••^{••}

G = <V,E>. sigma: V→ V H = <V,F > G u,v∈ F σ (u),σ (v)∈ E H to σ σ from G and H G and H G and H

G H

RNP.

"certified"

ACKNOWLEDGEMENT

REFERENCES

´

316-329.

tems’’, , 1986.

ences

ization’’, MIT/LCS/TR-22