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Abstract

Deploying Wireless LAN for Industrial Control (IC-
WLAN) has many benefits, such as mobility, low deploy-
ment cost and ease of reconfiguration. However, the top
concern is robustness of wireless communications. Wireless
control loops must be maintained under persistent adverse
channel conditions, such as noise, large-scale path loss
and fading. Many electro-magnetic interference sources
in industrial environments, e.g. electric motor and weld-
ing, make wireless communication more challenging. The
conventional IEEE 802.11 WLANSs, which are designed for
providing high bandwidth instead of high robustness, are
therefore inappropriate for IC-WLAN. On the other hand,
if the low data rate feature of industrial control is fully
exploited by the state-of-the-art Direct Sequence Spread
Spectrum (DSSS) technology, much higher robustness can
be achieved. We hereby propose using DSSS-CDMA to
build IC-WLAN, and exploiting the low data rate feature of
industrial control loops for enhanced robustness. We car-
ried out fine-grained physical layer simulations and Monte
Carlo comparisons. The results show that DSSS-CDMA IC-
WLAN provides much higher robustness than IEEE 802.11
WLAN, so that reliable wireless industrial control loops are
made feasible. The DSSS-CDMA IC-WLAN scheme also
opens up a new problem space for interdisciplinary study,
involving real-time scheduling and resource management,
communication, networking and control. In this paper, we
study the resource management problems on maximizing ro-
bustness and minimizing control utility loss. Analytical re-
source optimization solutions are given.

1. Introduction

Recently, there are increasing efforts in deploy-
ing Wireless LANs (WLAN) for industrial control

[28][37][38][16][22].  Industrial Control WLAN (IC-
WLAN) has many desirable features, such as extended
mechanical freedom and mobility, low deployment cost and
ease of reconfiguration, and is therefore important for the
deployment of robots, automatic vehicles and distributed
manufacturing systems. At a larger scale, deploying
IC-WLAN is also part of the efforts toward ubiquitous
computing.

However, IC-WLAN also raises new challenges, among
which, probably the most outstanding one is its robust-
ness. WLAN communications are inherently more vulner-
able than wired LAN communications due to many rea-
sons, e.g. multiple-access contention, Radio Frequency
(RF) interference, large-scale path loss and fading [31]. IC-
WLANS pose much higher robustness requirements than
conventional WLANS for office or home use. For most of-
fice or home WLAN applications, it is acceptable to have a
few seconds or even minutes of RF interference, such as ac-
cidentally turning on an uncooperative device which broad-
casts at the same RF band as the existing WLAN. The inter-
fered wireless connections just need to backoff till the inter-
ference is over and then retransmit. In fact, this is the stan-
dard behavior adopted by IEEE 802.11 WLAN [2][3][4][7],
which is the nowadays dominant WLAN scheme. However,
for industrial control, such behavior is often not accept-
able. Most distributed industrial control loops are real-time,
the backoff behavior will cause deadline misses, result in
performance losses, halts/resets of manufacturing pipelines
or defects in products. For example, a couple of hundred
miliseconds of backoff is enough to make an inverted pen-
dulum fall. Therefore, for most industrial controls, com-
munications must be maintained even under adverse chan-
nel conditions. To achieve such robustness, cables of in-
dustrial control wired LANSs are shielded to protect against
interference. For wireless LAN, providing similar “shield-
ing” is more necessary and challenging. The interfering RF
sources can be other radio devices that use the same RF



band, turned on inside or even outside of the factory; or the
many Electro-Magnetic Interference (EMI) sources, such as
electric motors or electric welding [39][13]. The EMI is es-
pecially challenging, not only because it is common to in-
dustrial environments, but also because it is persistent, e.g.
an electric motor can run for hours or days. Also, due to
heavy obstructions, the wireless mediums of industrial en-
vironments are known to suffer much more serious large-
scale path loss and fading than other indoor environments
[31].

Generically speaking, RF interference, large-scale path
loss and fading reduce the Signal-to-Noise Ratio (SNR)
of the wireless channel. When the SNR is lower than a
certain threshold, the Bit Error Rate (BER) rises over the
acceptable limit, and the wireless connection may break
down. Therefore, for IC-WLAN, it is necessary to pro-
vide highest SNR possible to maintain wireless control
loops under adverse conditions. A promising solution
lies in the state-of-the-art Direct Sequence Spread Spec-
trum (DSSS) technology. DSSS has the desirable fea-
ture that allows tradeoffs between data throughput versus
SNR. Specifically, a smaller data throughput (for control
loops, it means slower sampling/actuating rates and smaller
packet sizes) corresponds to a higher SNR and vice versa.
On the other hand, industrial control loops usually con-
sist of low-data-throughput stable traffics [27]. For ex-
ample, due to decades of development and wide deploy-
ment of step motors [23][25], for most contemporary in-
dustrial mechanical controls, fine-grained high-rate controls
are carried out locally, whereas control traffics between dis-
tributed nodes are mostly coarse-grained, consisting of low
sampling/actuating rates and small packet sizes. Typically,
the sampling/actuating rates between distributed nodes are
around or below 10Hz, sometimes even around 1Hz; the
packet size are usually around a couple of hundred bits.

In this paper, we are interested in exploiting the fea-
tures of control loop traffic and DSSS technology to build
robust IC-WLANs. By carrying out fine-grained physical
layer simulations and Monte Carlo comparisons, we show
that when the low data rate feature of control loops is fully
exploited, DSSS can achieve much higher robustness than
what is provided by IEEE 802.11, so that wireless indus-
trial control is made practical (see Section 4). Specifi-
cally, around 10 ~ 20dB and 25 ~ 35dB robustness im-
provements are achieved compared to IEEE 802.11b and
IEEE 802.11a respectively, which are significant according
to communication engineering criteria.

Meanwhile, compared to the predominant ad hoc
paradigm of IEEE 802.11 WLAN, the conventional DSSS-
CDMA cellphone network paradigm is also more desirable
for IC-WLAN. That is, every WLAN is a cell, with one
Basestation (BS) and several Remote Stations (RS). Wire-
less communications only take place between a basestation

and a remote station of the same cell. Inter-cell communi-
cations are carried out through wireline backbones between
basestations. The reasons are as following: i) Control loop
traffics are often periodic traffics with low data rates, and
most control logics incur low computation. Therefore it is
a common and economic practice in factories to have one
powerful centralized basestation controlling all machines
in a local area [27]. A lots of legacy systems are built
upon such basestation-centered communication paradigm.
ii) The basestation-centered paradigm also makes central-
ized real-time scheduling easy to implement. In practice,
centralized real-time scheduling is often more preferable
than distributed real-time scheduling due to its robustness
and simplicity. iii) Industrial control applications are typ-
ically deployed in well-built permanent facilities, where
powerful wireline backbones for inter-basestation commu-
nications are available. Therefore, in most cases, the bene-
fits of wireless communications (mechanical freedom, mo-
bility, flexibility) are only significant at the last hop. A cell-
phone network paradigm matches such demand. iv) At the
MAC layer, CDMA is more preferable because of its ease
of scheduling, overrun isolation and low overhead.

The main contribution of this paper is to point out that by
fully exploiting the low data rate feature of industrial con-
trol loops, the conventional DSSS-CDMA cellphone net-
work paradigm is a better approach for building robust
IC-WLAN, although IEEE 802.11 is the nowadays pre-
dominant WLAN scheme. However, contemporary DSSS-
CDMA cellphone networks are still more focused on pro-
viding higher data throughput instead of higher robustness,
and no much effort has been made to customize resource
allocations to the needs of industrial control. In this paper,
we study the resource management issues on DSSS-CDMA
IC-WLAN. Analytical resource optimization solutions are
given for maximizing robustness and minimizing control
utility loss respectively. Our study also show that the re-
source management problems on DSSS-CDMA IC-WLAN
are non-trivial. In fact, DSSS-CDMA IC-WLAN scheme
opens up a new problem space for interdisciplinary study,
involving real-time scheduling and resource management,
communication, networking and control.

The rest of the paper is organized as follows: Section 2
gives background on DSSS technology. The DSSS-CDMA
IC-WLAN is proposed in Section 3, together with some an-
alytical results on its resource optimization. Fine-grained
physical layer simulations are carried out in Section 4 to
illustrate the robustness of the DSSS-CDMA IC-WLAN,
followed by more extensive Monte Carlo simulations that
compare the robustness with IEEE 802.11 WLANs. Re-
lated works are discussed in Section 5. Section 6 concludes
the paper.



2. Background

DSSS is a physical layer modulation/demodulation
scheme for digital communication [35][33][18]. It reshapes
baseband signal to occupy a wider spectrum'. At the trans-

mitter, a user data bit stream of bit rate r;, (i.e. bit duration

of Ty, def 1/r) is scrambled with a Pseudo Noise (PN) se-

quence of chip rate r. (i.e. chip duration of 7 el /Te)s

producing a chip stream of rate r.. 7. is a positive in-

teger multiple of r, the ratio g def r./Tp is called pro-

cessing gain. At the receiver, if the chip stream is de-
scrambled with the same PN sequence, the original data
bit stream is recovered. If a different PN sequence is ap-
plied, or the scramble/descramble PN sequences are not
synchronized, the original data bit stream cannot be recov-
ered, instead, a noise-like random chip stream is gener-
ated. To summarize, each PN sequence creates a DSSS data
channel. Note although DSSS requires synchronization be-
tween each transmitter-receiver pair, synchronizations be-
tween transmitters are not needed if CDMA is deployed at
the MAC layer. More details on DSSS and its terminologies
are elaborated in [36] Appendix I.

At the MAC layer, most contemporary digital wireless
systems pick either of the two alternatives: one is Code
Division Multiple Access (CDMA), the other is Time Di-
vision Multiple Access (TDMA). If DSSS-CDMA is de-
ployed, different data bit streams scrambled with differ-
ent PN sequences are transmitted in parallel through the
same RF band. At the receiver, by applying different PN
sequences, the intended data bit stream is filtered out. If
DSSS-TDMA is deployed, different data bit streams scram-
bled with different PN sequences occupy non-overlapping
time slots, which requires more sophisticated scheduling
schemes. Though either alternative is feasible, we find
DSSS-CDMA to be more preferable for IC-WLANS for the
following reasons: i) ease of real-time scheduling; ii) inher-
ent isolation between connections; iii) less communication
overhead, especially under adverse channel conditions. The
first two points are straightforward and interrelated: Under
CDMA architecture, a connection exclusively occupies one
or several CDMA channels (PNs), i.e., at MAC layer and
above, CDMA channels are not shared. There is no need to
schedule different real-time connections within one CDMA
channel, and the overrun of one real-time connection does
not affect any other real-time connections. In contrast, in
a TDMA scheme, time slots must be scheduled to serve

'For convenience, we refer to DSSS as a baseband mod-
ulation/demodulation  scheme. Correspondingly, the modula-
tion/demodulation scheme that shifts baseband signal to/from RF
band is referred to as RF modulation/demodulation. Typical RF modu-
lation/demodulation schemes for DSSS can be Quadrature Phase Shift
Keying (QPSK) or Binary Phase Shift Keying (BPSK), both can achieve
same robustness (in sense of BER) with same SNR per bit [35][20].

different real-time connections, and if a real-time connec-
tion overruns its time slot, subsequent real-time connec-
tions will be affected. The third point needs more elabo-
ration: Generically speaking, DSSS requires time synchro-
nization between transmitter and receiver. However, under
adverse channel conditions, TDMA incurs much more time
synchronization overhead than CDMA. Further quantitative
analysis is given in [36] Appendix II.

Quantitatively, a number of important features of DSSS
communication is captured by its Bit Error Rate (BER) up-
per bound (1), which assumes QPSK RF modulation, and
per connection pilot tone [35][26] (different implementa-
tion alternatives may affect details of the formula, but will
not cause fundamental differences):

9Py
Pber < eXp | — = H
( J+ Zi:l,i;ﬁu P + Zh:l Ap + PU>
ey

where Ppe,r is the BER; g is processing gain; J is the
received power of External RF Interference (EI), which
specifically refers to EMI, thermal noise and the RF in-
terference from RF devices that are turned on accidentally
or maliciously. P; ( = 1...E) is the received power of
CDMA channel i, = is the total number of CDMA chan-
nels. w is the intended channel, whose corresponding re-
ceived power is P,. Each transmitting node may send out
several CDMA channels in parallel. To ease the reception,
the node may also transmit an additional pilot tone. In (1)
the pilot tone of transmitting node h (h = 1,..., H) is of
power Ap,. Zle,#u P+ ZhH:1 Ay, is therefore the up-
per bound of total Multiple Access Interference (MAI), i.e.
the interference caused by other CDMA channels and pilot
tones received in parallel with the intended channel. Note
P, also appears in the denominator, adding up to the to-
tal interference power. This is to provide a pessimistic es-
timation on Inter Symbol Interference (ISI), which is usu-
ally a result of multipath fading. To simplify, we can merge

1. 2y Pi and P, together to be denoted as »; F;. The
gP./(J + >, P; + 3, An) part shows the effective SNR
for the intended channel, where J + Y. P; + >, Aj, rep-
resents the upper bound of noise power and g P,, represents
effective signal power. The bigger the SNR, the smaller the
probability of bit error Pp.,.. When Py, is below a certain
threshold ©y.,, the wireless communication is acceptable
for industrial control. Therefore, to maintain a IC-WLAN
channel in fact means to maintain the SNR of the channel
from dropping below an acceptable threshold O 4,

Without error correction coding, the Packet Error Rate
(PER) Ppe, is:

Pkt

Pper = 1- (1 - Pber) (2)
Or equivalently:
Pber = 1- (1 - ,Pper)l/kat (3)



where LPF! is the bit length of the packet. When error-
correction coding is deployed, such as convolutional code
[30], (2) will have a more complicated form, but still, P,
decreases as Pp., decreases. Generally speaking, a max-
imum acceptable packet error rate ©,., corresponds to
a maximum acceptable bit error rate Oy, which further
maps to a minimum acceptable SNR O,,,.. Specifically, we
should maintain:

9Py
J+ 5P+ Y Ay
> Ognr 4)
= —InOpe 5
(because of (1))
N
(because of (3))

(1) implies that SNR of the intended channel can be

raised by increasing the processing gain g. Meanwhile, g

. . . . d
is defined as the ratio of chip rate and bit rate: g </ Te/Th-

Usually, chip rate r. is fixed by hardware because of mul-
tipath effect and hardware cost constraints [29][35], there-
fore raising processing gain means slowing down user data
bit rate 7,. DSSS hereby provides a mechanism to lever-
age between SNR and data bit rate. Later on, we will carry
out resource optimization analysis based on the above equa-
tion/inequations (see Section 3.2 and 3.3).

3. DSSS-CDMA IC-WLAN Architecture
3.1. The Overall Architecture

According to the analysis of Section 1 and 2, we choose
to design our IC-WLAN following the DSSS-CDMA cell-
phone network paradigm, which deploys DSSS for physical
layer, and CDMA for MAC. In each cell, there is a Basesta-
tion (BS). Basestations of different cells are connected via
wireline. The wireless communications only take place be-
tween a basestation and a Remote Station (RS) of the same
cell. Specifically, the IC-WLAN architecture is illustrated
by Fig. 1.

In this paper, we focus on the single cell scenario. The
whole RF band is evenly partitioned into two halves, one for
downlink (from basestation to remote stations) and the other
for uplink (from remote stations to basestation)?. Each con-
nection consists of one CDMA channel in each direction
(downlink and uplink). Unless explicitly denoted, “con-
nection n”” a.k.a. “control loop n” refers to both down-
link and uplink of the connection; “a CDMA channel of

2This is a common practice for CDMA architecture, so that the receiver
is not interfered by the transmitter of the same node.

_
A CDMA downlink

channel .
Remote Station
e
A CDMA uplink (RS)
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connection
Basestation j/ N Remote Station
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CDMA wireless
connections Remote Station
transmit in parallel (RS)

Figure 1. DSSS-CDMA IC-WLAN architecture

connection n” also refers to both channels in downlink and
uplink. Sampling/actuating packets are sent continuously
in each CDMA channel, i.e., the bits of consequent sam-
pling/actuating packets of same control loop form a con-
tinuous bit stream, similar to the cellphone session pattern.
Therefore, the sampling/actuating period is the same as the
packet transmission period.

3.2. Resource Planning for Maximized Robustness

Based on given conditions and different optimization
goals, various resource planning problems can be formu-
lated. Since robustness is often the top concern for IC-
WLAN, let us first analyze the optimal configuration for
maximized robustness.

Suppose the following parameters are given: The set

of control loops to be included in the IC-WLAN are

c {C1,C4,...,Cn}. Each control loop C,, (n =

1,2,..., N) corresponds to a minimum sampling/actuating
rate f,’lnm, a maximum acceptable packet error rate ©2°",
and a sampling/actuating packet bit length LPX* (suppose
sampling/actuating packets are of same length, if not,
paddings are used to make them the same). Each node can
transmit with maximum power of P™*. In the uplink,
power balancing is carried out to deal with near-far prob-
lem [31]. Without loss of generality, suppose the conven-
tional QPSK RF modulation/demodulation and per node pi-
lot tone are deployed. The power level of a node’s pilot tone
is the same as that of a CDMA data channel. The hardware
fixed chip rate is r., which corresponds to a chip duration
of T, =1/r.

The configurable parameters are the control loops’ pro-
cessing gain g,,, with the following value range:

1<g, <¢g™m, andg, isaninteger. n=1,2,..., N.
(N
where g is a hardware-implementation-dependent con-
stant (e.g. if g, is specified by an unsigned byte in the hard-
ware, then g,, can not exceed 256).

max



On the other hand, given chip rate 7., packet bit length
LP*t and the chosen processing gain g, the packet rate
fn (i.e. the number of packets that can be transmitted per

second) is:
Te

fn = L ®)

The packet rate should not violate minimum sam-

pling/actuating rate requirement, that is:
Te

n=1,2....,N. (9

fo > [ & > frmin

Te

In £ o,
LEF e

As for the wireless medium, let J,, (n = 0,1,2,..., N)
be the external RF interference power received by node n
(node 0 refers to the basestation, node 1,2, ..., N refer to
the remote station of connection 1,2, ..., N respectively).
Suppose the downlink/uplink power attenuation for connec-
down and P respectively.

The robustness requirement for connection n is that the
packet error rate should not exceed a threshold ©2¢", both
in downlink and uplink. According to (6), the maximum
acceptable packet error rate ©P¢" can be mapped to a mini-
mum acceptable SNR ©;"".

According to (4), the robustness requirement for down-
link of connection n is formalized as:

tion n are o

gnPr:;Ldnlk snr
N pr.dnilk r.dnlk — on" (10)
Jn + Zi:l Pnl + An
n=12,...,N.
where Pf{gd"lk (¢ = 1,2,...,N) is the received power of

CDMA downlink channel i at remote station n. A7-4"¥ jg
the received pilot tone power at remote station n (for down-
link, basestation is the only node that transmits pilot tone).
Assume the basestation transmission power allocated to all
N downlink channels are equal, and the pilot tone is of same
power level as a CDMA channel. Also, for maximum ro-
bustness, the basestation should transmit with its maximum
power P™"_therefore:

Pr-dnlk _ Pr-dnlk _ _ prdnlk
nl — tn2 — T 4nN
Ar_dnlk _ _down pmar (1 1)

Substituting (11) into (10), the downlink robustness require-
ment is transformed to:

a;ilowngnpmam
(N + 1)(<]n + agownpmaz)
n=12,...,N.

> e5", (12)

According to (4), the robustness requirement for uplink
of connection n shall be formalized as:
gnpg_uplk
I+ S AT
n=12...,N.

>0 (13)

where P/ ™" (i = 1,2,...,N) is the received power of
CDMA uplink channel i at the basestation. A""* (i =
1,2,...,N) is the (basestation’s) received power of pilot
tone transmitted from remote station i. Because of power
balancing, there should have:

Plr_uplk _ P;_uplk - = PJ7\‘[.uplk (14)

On the other hand, assume for each remote station i (i =
1,2,...,N), its transmission power P/~ ' is equally di-
vided by uplink channel ¢ and the pilot tone, then:

t_uplk
up PZ

rouplk _ qgrouplk
P = A, =q 5

i=1,2,...,N. (15)

Lastly, each remote station cannot transmit with power
larger than P™%%, i.e.:

plurtk < pmaz 19 N, (16)

The transmission power of each remote station P;~*” ““
should be maximized to increase SNR (and therefore ro-
bustness), meanwhile maintaining the constraints of (14)
and (16). Therefore, the remote station that suffers the
worst case uplink power attenuation should transmit with
power P™%" and all other remote stations should adjust
their transmission power according to (14). Formally:

P]z—’U«Plk — Pmam ,
max
therefore

P
Pl:_uplk _ Az_uplk _ O[}:p ’ (17)

where k= argming o nyp{e”}. (18)

Note operator argmin, . 4{F(x)} returns z* € A, such
that Vo € A, F(2*) < F(z).

(14), (15)
Ik Ik p l
= B = A = ar o — = )
’U«PPmam
= plett 2k (because of (17))
;
Pmam
- Pir_uplk _ A;_uplk — azp 5 (20)
Denote
awr a? = min{oy?, a5?, .. 0}, 2D



and substitute (17) and (20) into (13), the uplink robustness
requirement is transformed to:

aupgnpmam
2(Jo + aup N prmaz)

>0, n=1,2,...,N. (22)

Suppose the power attenuations af°wn, adown ..
down up up up

aff ",y agt, ..,y are given,
down max
Ay gnP down pmazx
12) & J,<|——+—=r—— P
(12 < (v=Tep )
) jdown — —12... N (23)
aupgnpmaw
22 Jo< | ——— —a"PNP™*
o o s (T )
©oguw, p=12,... N (24)

Jdown and JUP therefore represents the maximum tol-
erable external RF interference for downlink and uplink of
connection n respectively. That is, when J,, exceeds jff"w”,
connection n’s downlink will have a packet error rate over
acceptable limit ©2°"; when J exceeds j}j”, connections
n’s uplink will have a packet error rate over acceptable limit
Orer. Define

Jmin déf rnin{jldown7 j2down7 e j]d\]own7
JUP TP gy, (25)

ie. J™" represents the minimum external RF interfer-
ence power needed to break down at least one of the
connections. To maximize robustness therefore means to
maximize J™" under the constraints of (9) and (7). It
is easy to derive that J™™ is maximized when g, =
min {[re/ (LEF )], g™},

Similarly, suppose Jo, J1, J2, . .
erable power attenuations are maximized (i.e.
agdovn L adewn ofP ag?, ..., o\ are minimized) when
Gn = min { ch/(Lﬁkt‘f:lnzn)J 7gmam}.

Therefore, maximum robustness is achieved when each
control loop deploys maximum processing gain possible,
such that the packet rate is slowed down as much as pos-
sible. Formally, this is summarized by the following propo-
sition:

., J are given, the tol-
afown’

Proposition 1 (Maximum Robustness Configuration)

To achieve maximum robustness, a DSSS-CDMA IC-
WLAN should pick g;; = min {|rc/(LEF frin) |, gme*}
(n=1,2,...,N).

In Section 4, we shall see that by deploying process-
ing gain according to Proposition 1, a DSSS-CDMA IC-
WLAN can achieve approximately 10 ~ 20dB and 25 ~
35dB robustness improvement compared to IEEE 802.11b

and IEEE 802.11a respectively, which are significant im-
provements according to communication engineering crite-
ria. The underlying reason is that IC-WLAN does not aim at
achieving high data throughput; instead, control traffics are
of extremely low data throughput, which can be exploited
by DSSS to achieve much higher robustness.

3.3. Resource Planning for Minimized Utility Loss

The resource planning in Section 3.2 does not consider
control performance. Simply speaking, given minimum al-
lowed sampling/actuating rate £/ and maximum accept-
able packet error rate ©P°", Proposition 1 gives the config-
uration that will tolerate maximum external RF interference
JWorst or worst case power attenuation a/*°"5t, If the wire-
less channel condition is better than the worst case (repre-
sented by JWorst or a®°"5t), sticking to the configuration
denoted by Proposition 1 is wasteful. Higher control per-
formance can be achieved with less robust configuration.

Specifically, suppose the following conditions are given:
adown and oY are the downlink/uplink power attenu-
ation for connection n respectively. Denote a"? =
min{a)”, 05", ...,a'}. J, is the external RF interfer-
ence received at the RS of connectionn (n = 1,2,..., N).
Jo is the external RF interference received at the BS. The
hardware fixed chip rate is 7.. The maximum transmission
power of each node is P™%*. For a connection n (n =
1,2,...,N), the sampling/actuating packet bit length is
LP¥t; its minimum allowed sampling/actuating rate is f";
and maximum acceptable packet error rate for both down-
link/uplink is ©2°". It can be reasonably assumed that the
utility loss function for each connectionn(n = 1,2,..., N)
is Up(fn, PP"), i.e. a function of the connection’s sam-
pling/actuating rate f,, and packet error rate P2°". It is also
reasonable to assume the global utility loss function U to be
U= 21]:[:1 Un(fn, PE"). Same as Section 3.2, we still as-
sume the configurable variables are the process gain of each
connection g, .

Due to page limits, we directly give our results:

For clarity, the optimization problem is restated as fol-
lows:

N
min U = Z Un (fn (gn), PrpzeT (gn)) (26)

n=1

St gn > —% In (1 (- @g’f’“)l/Lﬁ“) 7

n

Te
gn < W (28)
1< g, <gm™ (29
gn is aninteger, n =1,2,..., N. (30)



where f,,(gy) is defined in (8); (,, is defined as follows:

C def min a;ilownpmam
n - (N + 1)(Jn 4 aydlownpmax)’
QU pmaz
31
2(Jo + ap N Prac) } ’ @D
and
prer = 1—(1- exp(—(ngn))Lf‘kt . (32)

Constraints (27) ~ (30) either result in an empty set,
which means no feasible g,, exists; or are equivalent to the
following form:

an < gn < by, gn isaninteger,and n=1,2,..., N,
(33)
where a,,, b, are positive integers.
Specifically, when U, are of the following shapes, quasi-
closed-form analytical optimal solution exists:

Un(fr, PET) = wy, (fu(1 — PEET)) P
or Un(fn,P};”) = w, exp(—ﬁnfn(l - 735”)) (34)

where w,, and (3,, are positive weight and sensitivity co-
efficients. f,,(1 — PE") is the expected number of sam-
pling/actuating packets that are delivered correctly per sec-
ond.

Lemma 1 For function F(z) = exp(¢,x)— (14+LPF ¢, x),
where Lg’ft and ¢,, have the same definitions as before and
LPkt > 1, equation F'(z) = 0 has one and only one positive
root z > 0.

Theorem 1 (Minimum Utility Loss Configuration)
Suppose feasible g, for the constraint set (33) exists.
And suppose Z,, is the singleton positive root to equation
exp((nr) — (1+ LPK(,x) = 0, LP** > 1 and U,, complies
with either form defined in (34). Then the optimal g,, for
the utility loss minimization problem is:

an when Z,, < an,
o= argminge{wu,fm}{U”(f"(g)’Pﬁw(g))}
b, when z,, > b,

where a,, and b,, are defined in (33).

4. Simulation and Comparisons

In this section, we are going to demonstrate the effective-
ness of our DSSS-CDMA IC-WLAN design, and compare
it with IEEE 802.11 WLANs, which are the current pre-
dominant WLAN schemes.

IEEE 802.11 WLANSs can be further categorized into
IEEE 802.11b[4], a[3] and g[7]. IEEE 802.11b/a/g share
the same MAC layer specification (with minor variations),
while differ in their physical layers. IEEE 802.11b oper-
ates at the 2.4GHz RF band and deploys DSSS in physi-
cal layer ®. IEEE 802.11a operates at the 5GHz RF band
and deploys Orthogonal Frequency Division Multiplexing
(OFDM) [14][19][21] in physical layer. IEEE 802.11g is
basically the combination of 802.11b and 802.11a. Usu-
ally, IEEE 802.11 operates under Distributed Coordina-
tion Function (DCF) mode, which carries out CSMA/CA
and MACAW [15] MAC protocol. DCF is therefore
contention/random-backoff based and is not designed for
real-time systems. However, IEEE 802.11 also specifies the
Point Coordination Function (PCF) mode, where the bases-
tation polls each remote station. PCF is contention-free and
is the scheme designed for real-time systems. Therefore, we
compare the performance of our proposed DSSS-CDMA
IC-WLAN with IEEE 802.11b/a PCF IC-WLAN.

4.1. Fine-grained Physical Layer Simulation

First we carry out fine-grained physical layer simulation
to demonstrate the effectiveness of the DSSS-CDMA IC-
WLAN scheme. We build our simulation environment on
top of J-Sim kernel [9]. The scenario is depicted in Fig. 2(a).
The IC-WLAN includes two connections: connection 1 and
2, each controls an Inverted Pendulum (IP) [32], denoted
as IP 1 and 2 in Fig. 2(a). Each IP is a remote station of
the IC-WLAN, which periodically sends back IP state to
the basestation. Based on the most up-to-date IP state, the
basestation calculates the next control and sends it back to
the IP.

Without loss of generality, we assume the two IPs are
the same, as shown in Fig. 2(b), where z is the position of
IP cart, 6 is the angular deviation of IP from vertical posi-
tion, and u is the velocity control voltage applied to IP cart.
The state transition matrix and control matrix are also de-
picted in the figure*. The IP cart moves along the z axis to
keep the IP standing vertically. The requirement is that the
IP must not fall, otherwise a high cost resetting procedure
is incurred. Specifically, we must maintain || < F. The
sampling/actuating packet length are both 152 bits. Empir-
ically, we know the IP’s minimum sampling/actuating rate
is frin = fiin = 10Hz.

We carry out simulation under both DSSS-CDMA
scheme and IEEE 802.11b scheme. To make a fair compar-
ison, both schemes occupy the same RF band of 2.425 ~
2.449GHz, which is a typical RF band deployed by IEEE

3IEEE 802.11b also deploys CCK for higher data throughput modes,
which are less robust.

4An additional heuristic is added for the control: when 6§ and u are of
opposite signs, u is obviously an out-of-date control (because of delay)
and therefore ignored.




802.11b. For DSSS-CDMA, the RF band is divided into
two halves: 2.425 ~ 2.437GHz for downlink and 2.437 ~
2.449GHz for uplink. For IEEE 802.11b, the signal oc-
cupies the whole RF band, but packets are time divi-
sioned into downlink packets and uplink packets. There-
fore, the chip rate for DSSS-CDMA and IEEE 802.11b
are r¢?ma = 5 5Mcps and 7¢¢802116 — 11Mcps respec-
tively. For DSSS-CDMA scheme, we pick the hardware-
implementation-dependent processing gain upper bound to
be g™ = 1024.°> According to Proposition 1, the pro-
cessing gain that maximize robustness is therefore g°¥"® =
min{| %3219 | 1024} = 1024. Furthermore, without loss
of generality, QPSK and per-node pilot tone are deployed
for RF modulation/demodulation; the received power of all
data channels are the same, and the pilot tone is of same
power level as a data channel transmitted from the same
node. At the uplink, power balance is carried out to deal
with the near-far problem. For IEEE 802.11b scheme, the
most robust mode of 1Mbps throughput is deployed, which
corresponds to a processing gain of ¢?¢¢89211® — 11 and
Differential BPSK (DBPSK) RF modulation/demodulation.
Again, to be fair, the IEEE 802.11b WLAN works in pure
PCF, which is the real-time mode for IEEE 802.11 WLAN.
Under such mode, the basestation basically polls IP 1 and
IP 2 in a round robin pattern. The control packet is sent to
the IP as the poll packet, and the sample packet is sent back
from IP as the acknowledgement packet.

To demonstrate the robustness, an external RF interfer-
ence source is placed near IP 1 (see Fig. 2(a)), whose power
spectrum occupies the same RF band that DSSS-CDMA
and IEEE 802.11b are using. To be fair, under both DSSS-
CDMA and IEEE 802.11b schemes, the maximum trans-
mission power of all nodes (include basestation, remote sta-
tions and the external RF interference source) are 30dBm
(dBm is the widely used unit for signal power. A sig-
nal power of P watt is said to be of 10log;,(FP/0.001)
dBm), which is the maximum transmission power allowed
by FCC for IEEE 802.11b. The only exception is for DSSS-
CDMA uplinks, where the transmission power must also
comply with the power balancing requirement to produce
the same power level at the basestation. The power balanc-
ing requirement makes the situation more pessimistic on the
DSSS-CDMA side.

The simulation starts at time Osec and ends at time 30sec.
The external RF interference source is turned on at time
5sec and turned off at time 15sec. The wireless medium
instance is generated according to the random model de-
scribed in Table 1. The model is typical for indoor indus-
trial environments [31][34]. To deal with multipath fading,
two-finger RAKE receivers [29][35] are deployed for both

5This value is picked simply because cdmaOne [1] (the most prevalent
DSSS-CDMA cellphone network standard in North America) compliant
hardware all supports a processing gain of at least 1024.

Table 1. Wireless Medium Model
Large-scale  path  loss | Log-normal shadowing model with
model B=4~6,0=06.8dB*

Small-scale fading model Rayleigh

Multipath max excess de- | 90.909nsec

lay

Additive White Gaussian | Spectral density = —174dBm/Hz
Noise '

* (3 is the path loss exponent, o is the log-normal standard deviation.
t Typically refers to thermal noise.

DSSS-CDMA and IEEE 802.11b nodes.

Fig. 3 shows the trace of . It can be seen that throughout
the time, under DSSS-CDMA scheme, both IP 1 and IP 2
remain fairly stable, even during external RF interference
(5 ~ 15sec) period. This shows the wireless control loops
are maintained under adverse channel conditions. However,
under IEEE 802.11b, IP 1 always fall due to external RF in-
terference (every time it falls, the IP is set to 0.5rad and stay
there for 0.2sec to restart). Note IP 2 under IEEE 802.11b
can also survive external RF interference because it is much
closer to basestation than to the external RF interference

source®.
Tl—.f P2 at (=3, 2) external RF
interference
I(zl (?)t source at (7, 0)
mewinly oy
(a) Node layout of fine-grained physical layer simulation.
b 0 0 1 0 X 0
0 6| o o 0 1 ] 0
X - 0 —-275 -1095 0.0043 | x 1.94 "
6) 0 2858 2492 -0044)6) \-444

X u=57807x+42.20876 +14.0953% + 8.60166
(b) Inverted Pendulum

Figure 2. Simulated Scenario

4.2. Robustness Comparisons

Next, we are interested in carrying out more rigid
comparisons on robustness, between the proposed DSSS-
CDMA scheme and IEEE 802.11 schemes.

Generally speaking, the main objective of IEEE 802.11
WLANS is to provide high data throughput. This is a
mismatch for most distributed industrial control loops, for
which, the data throughput demand may be extremely low

6To make the simulation more optimistic on the IEEE 802.11 side, in-
stead of backing off (which will certainly cause deadline miss on the real-
time wireless control loop), the PCF scheme keeps polling the remote sta-
tion even if it detects noise on the wireless medium.
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Figure 3. Simulation Results (6 trace)

(typical packet lengths are around 100 ~ 200 bits, and
minimum acceptable sampling/actuating rate can be lower
than 10Hz, or even around 1Hz), whereas the robustness
demand is high. Industrial control requires the periodical
sampling/actuating messages be delivered even when there
is persistent external RF interference, and making the com-
munication link as robust as possible is often of top con-
cern. We shall show that by fully exploiting the low data
throughput feature, the DSSS-CDMA IC-WLAN scheme
can achieve much higher level of robustness.

We carry out Monte Carlo simulation to compare the
robustness between DSSS-CDMA and IEEE 802.11b/a
schemes. Specifically, in each trial, a layout of the bases-
tation and n remote stations is generated, together with the
wireless medium instance. The quantitative robustness in-
dicator is J™" (i.e. the minimum external RF interference
power needed to break down at least one of the wireless
control loops, see the definition in (25)), which is calcu-
lated and compared between the DSSS-CDMA and IEEE
802.11b/a IC-WLAN schemes.

The industrial indoor environment is supposed to be a
square area of 20mx 20m, with the basestation located at the
center. n remote stations are uniformly distributed across
the room, each corresponds to a wireless control loop. The
value of n varies from 1 to 100. Without loss of general-
ity, all sampling/actuating packets are of 152 bits (same as
the inverted pendulum case, a typical control packet size),
and all control loops have the same minimum acceptable
sampling/actuating rate ™", Specifically, Two values of
f™i" are tested: 1Hz and 10Hz, which are typical for dis-
tributed industrial control loops. Every application layer
sampling/actuating packet must be delivered with success
probability of no less than 0.999. For a given n, f™" and

To make fair comparisons, physical layer settings of
wireless devices are summarized in Table 2. Without loss of
generality, the DSSS-CDMA scheme deploys QPSK with
per-node pilot tone for RF modulation/demodulation, re-
ceived power of all data channels are the same, the pilot tone
is of same power level as a data channel transmitted from
the same node. For IEEE 802.11b, the most robust 1Mbps
DBPSK mode is assumed; and for IEEE 802.11a, the
most robust 6Mbps mode is assumed, which deploys BPSK
and 1/2 convolutional coding for forward error correc-
tion. For DSSS-CDMA scheme, we assume the hardware-
implementation-dependent upper bound on processing gain
g™ is sufficiently large’, so that the processing gain g,
for control loop n is picked to be g, = |re/(fminLEF)|
according to Proposition 1. According to the given packet
bit length (152bit) and RF bandwidth listed in Table 2, when
f™in = 10Hz and 1Hz, the corresponding processing gain
are 3618 and 36184 for DSSS-CDMA/IEEE 802.11b com-
parison, and 9868, 98684 for DSSS-CDMAV/IEEE 802.11a
comparison®. For IEEE 802.11b/a schemes, the packet is
retransmitted as many times as possible throughout the sam-
pling/actuating period so as to increase the chance of suc-
cessful delivery.

The upper bound of DSSS-CDMA BER under specified
SNR is given in (1). For IEEE 802.11b 1Mbps mode, in-
equality (35) gives the lower bound of BER under specified

SNR [20].
1 P,
Pgeof,?llb > 5 erfc —gJ (35)

where g is the processing gain, P, is the received sig-
nal power, J is the received total external RF interference

TThis is a practical assumption: with very little hardware cost increase,
the PN sequence length can be increased exponentially, so that the upper
bound on processing gain is increased exponentially with it [18].

8Note RF bandwidth is decided by chip rate 7., which is fixed. Any
processing gain g can be picked, but a bigger g corresponds to a slower bit
rate rp, = r¢/g.



power, and erfc is the well-known complementary error
function [20]. The IEEE 802.11a 6Mbps mode deploys
BPSK and 1/2 convolutional code for forward error correc-
tion, which makes it hard to give a closed-form BER-SNR
formula®. However, its PER-SNR relationship can be em-
pirically derived through Monte Carlo simulation. Based
on these BER(PER)-SNR relationships, J™in of DSSS-
CDMA and IEEE 802.11b/a schemes for the same wire-
less medium, node layout and application can be calculated,
which are shown in Fig. 4(a) and (b). This comparison
is pessimistic on the DSSS-CDMA side because of many
reasons: First the upper bound of BER is used for DSSS-
CDMA scheme, while for IEEE 802.11b/a the lower bound
of BER and empirical exact PER are used respectively. Sec-
ond, in (1), the intended signal power P, is included as
part of interference to provide a (overly) pessimistic esti-
mation on ISI; while for IEEE 802.11b/a, ISI is assumed to
be 0. Therefore, the actual tolerable external RF interfer-
ence power for DSSS-CDMA should be no less than what
is plotted in Fig. 4(a) and (b), and the actual tolerable exter-
nal RF interference power for IEEE 802.11b/a should be no
greater than what is plotted in Fig. 4(a) and (b).

From Fig. 4, it is obvious that DSSS-CDMA can toler-
ate much higher external RF interference power than cor-
responding IEEE 802.11 schemes. When f™" = 10Hz
and 1Hz, DSSS-CDMA achieves approximately 10dB and
20dB improvement on robustness than IEEE 802.11b.
Compared to IEEE 802.11a, the improvement on robustness
is approximately 25dB and 35dB respectively. This is be-
cause our DSSS-CDMA scheme fully exploits the low data
rate feature of industrial control loops by setting processing
gain according to Proposition 1. We see when the data rate
demand of control loop is smaller (i.e. with smaller f"),
larger processing gain can be deployed, and the correspond-
ing tolerable external RF interference power is increased. It
is worth noting that for each fixed application setting, the
tolerable external RF interference power goes down when
the number of control loops (n) increases. This is intuitively
correct. Because the Shannon bound of information theory
[17] basically says when the application layer data through-
put increases, and the signal power is fixed (for downlink,
there is always only one basestation), the tolerable noise
power decreases.

5. Related Work and Discussion

One of the major purposes of this paper is to show DSSS-
CDMA cellphone network paradigm is more appropriate for
IC-WLAN compared to the dominant IEEE 802.11 schemes
for WLAN. Intuitively, the communication patterns of in-
dustrial control loop and cellphone voice session share

° An upper bound exists [30], but it should not be used for a fair com-
parison or a comparison that is pessimistic on the DSSS-CDMA side.
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— 802.11b, f™"=1Hz
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Figure 4. Robustness comparison. J™"(watt)
is the minimum external RF interference
power needed to break down at least one of
the wireless control loops. n is the number
of wireless control loops. Note the curves
for DSSS-CDMA are lower bounds for Jm™,
while the curves for IEEE 802.11b/a are upper
bounds.

many similarities. They are both of low data rate, stable
regular traffic, and last for long duration in a session-like
pattern. The main difference is the high robustness con-
cern for industrial control loops, which calls for better ex-
ploitation of the low data rate feature to achieve as much
robustness as possible. The current CDMA cellphone net-
work architectures have not yet focused on such demand.
For example, the recent 3-G standards [5][12] are more fo-
cused on providing higher data throughputs (which means
smaller processing gain) to compete with IEEE 802.11 on
home/office applications domain. Nevertheless, it would
be easy to build our proposed DSSS-CDMA IC-WLAN
on top of the many existing CDMA cellphone network ar-
chitectures, e.g. cdmaOne [1], cdma2000 [5], W-CDMA



[12], TD-SCDMA [11] etc. The technologies needed by
our scheme are already mature, specifically, the capability
of providing multiple reconfigurable CDMA channels, pro-
cessing gain options and power levels are already standard
practices supported by most contemporary CDMA cell-
phone chip sets, such as QualComm CSM6800, CSM6700,
CSM5500 [10][24] etc. The major modification pending
is to better customize the configurable options and the re-
source management strategies according to the industrial
control needs.

We have shown that DSSS-CDMA IC-WLAN can
achieve much higher robustness than IEEE 802.11 WLANSs
[2]1[3][4][7], whose robustness levels are fixed, and not
designed for adverse channel conditions. However, if
application-dependent processing gain configuration is pro-
vided for IEEE 802.11b, its robustness can also be greatly
improved. This is exactly the DSSS-TDMA IC-WLAN ap-
proach, which we have already discussed in Section 2, and
come to the conclusion that it is less preferable than DSSS-
CDMA. However, DSSS-TDMA IC-WLAN is still a feasi-
ble approach, which merits further study.

Recently, Wireless Personal Area Network (WPAN) also
emerges as a scheme for smaller networks than WLAN. The
main MAC/physical layer standards are IEEE 802.15.1 [6]
(Bluetooth) and IEEE 802.15.4 [8]. Generically speaking,
their MAC schemes are both TDMA based. They are aim-
ing at low power short range communications. The the main
focus is to achieve higher power saving than IEEE 802.11,
instead of significantly higher robustness.

Also, at the physical layer, Frequency Hopping Spread
Spectrum (FHSS) [31] and DSSS share similar analyti-
cal characteristics. Under many circumstances, FHSS and
DSSS are interchangeable. However, FHSS is less advan-
tageous than DSSS for its hardware cost and system com-
plexity. And digital wireless FHSS-CDMA (Bluetooth is
fundamentally a FHSS-TDMA scheme) systems are not as
widely available as DSSS-CDMA systems.

In the end, it is worth noting that we cannot achieve in-
finite robustness. The goal is to maintain wireless control
loop communications under as harsh channel conditions as
possible, instead of becoming totally immune to adverse
channel conditions.

6. Conclusion

The top concern for building Industrial Control Wireless
LAN (IC-WLAN) is robustness. Wireless channel condi-
tions can vary significantly. Power attenuation may change
drastically because of large-scale path loss and fading. Con-
tending RF devices may be turned on accidentally or mali-
ciously. For industrial environments, the situation is even
worse because of various EMI sources such as electric mo-
tor and welding, and serious large-scale path loss and fad-

ing because of heavy obstructions. Wireless control loops
must be maintained under all these adverse channel condi-
tions, instead of backing off. This makes the IEEE 802.11
WLANSs, which is mainly designed for office/home bursty
data traffics, inappropriate for IC-WLAN. On the other
hand, industrial control loop traffics are mostly regular sus-
tained traffics with extremely low data rates. DSSS tech-
nology can therefore achieve high robustness by deploying
high processing gain.

According to fine-grained physical layer simulations and
Monte Carlo comparisons, we show that by fully exploit-
ing the low data rate feature of industrial control loops, a
DSSS IC-WLAN can provide significantly higher robust-
ness than IEEE 802.11 WLAN. At the MAC layer, either
CDMA or TDMA can be deployed, however, CDMA is
more preferable for its ease of scheduling, overrun isola-
tion, and low overhead for regular sustained traffics. There-
fore, we claim that by fully exploiting low data rate feature
of industrial control loops, DSSS-CDMA is a more appro-
priate scheme for IC-WLAN. That is, we basically points
out a new application domain where the CDMA cellphone
network paradigm would prevail again due to its unique
characteristics. Though some modifications are needed, it
promising to build our proposed DSSS-CDMA IC-WLAN
scheme on top of the many contemporary CDMA cellphone
network architectures.

On the other hand, we also foresee a large number of
real-time QoS and resource management problems to be
addressed for the DSSS-CDMA IC-WLAN scheme. We
study the optimal resource configuration to achieve maxi-
mum robustness and minimum utility loss, and give analyt-
ical closed-form solutions. The resource management prob-
lem can be more complicated when more maneuverable
variables are introduced, such as power allocation, chan-
nels per connection and control loops to be included in the
IC-WLAN (see [36] Appendix IV for a discussion on re-
source optimization when per connection power allocation
is uneven). Generally speaking, DSSS technology provides
the mechanism to combine the many variables, such as data
rate, real-time schedule, utility, power, number of control
loops and robustness as a whole. Many problems are to
be explored, such as efficient planning/optimization algo-
rithms, capacity bound, utility bound, robustness bound, co-
existence of regular low throughput data traffic and bursty
high throughput data traffic etc. Also, the situation will be
more complicated for multiple cells. We are interested in
carrying out further studies in all these directions.
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