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Abstract. Many real-time systems, such as manufacturing plants, have long life cycles. To enable the
realization of technological innovations and to mitigate the risk and cost of bringing new control technologies
into functioning systems, flexible and reliable real-time software architectures such as Simplex have been
developed. There is also an emerging trend that integrates the design of controllers and schedulers. For example,
algorithms that identify the optimal frequencies of control tasks subject to schedulability constraints have been
developed, and the notion of feedback schedulers has been investigated.

However, the optimization of the performance of flexible and reliable architectures with analytically
redundant software controllers has remained an open problem. In fact, a direct application of the existing
optimization methods would not yield the optimal frequencies. In this paper, we present a method that correctly
finds the optimal frequencies for systems using analytically redundant controllers. We also show that the
proposed method is robust against inaccuracies in the estimation of failure rates of the controllers.
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controller and scheduler

1. Introduction

Computers and computer networks have revolutionized the production of goods and the
delivery of services. However, the existing computing infrastructure also places
formidable barriers to continuous process improvement, equipment upgrades, and agility
in responding to changing markets and increased global competition. Consider the
following anecdotal scenario from industry.

1.1. Process Improvement

A research department developed a process modification that significantly improved the
product yield and quality. With a relatively minor modification of the processing
sequence and new set-points for key process variables, the improvements were
demonstrated in the laboratory. Nevertheless, these improvements were never
implemented in the plant, because the line manager persuaded management that it
could not be done cost-effectively. Although the required software modifications were
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simple logic modifications, the process sequence was controlled by a set of networked
PLCs coordinating many valves, sensors and PID loops. The last time a modification was
attempted on the code, it took down the process completely, costing thousands of dollars
in downtime. As a result, the line manager wanted no part in installing the so-called
process improvements developed by the research department.

The Simplex architecture (Sha, 1998) was developed to solve such problems. More
specifically, it was developed to (1) maintain a given level of system performance and
functionality in-spite of logical faults that could be introduced by changes in control
software, and (2) permit changes in real-time control software without any need for shutting
down the system’s normal operations. The Simplex architecture uses analytically redundant
controllers for software defect-tolerance. There is also an emerging trend of co-designing
real-time schedulers and controllers. For example, Seto et al. (1996) developed an approach
to select the frequencies that will optimize the control performance subject to schedulability
constraints, and Stankovic et al. (1999) investigated the use of feedback schedulers.

However, the problem of optimization of the performance of control systems using
analytically redundant controllers has remained open. In fact, a direct application of the
approach in Seto et al. (1996) would not produce optimal frequencies, since Seto et al.
(1996) assumes that each task controls a device, whereas in software fault-tolerant control
only one of the analytically redundant controllers would be used to control the device at
any time. In this paper, we generalize the results in Seto et al. (1996) and show how to
identify the optimal frequencies correctly when redundant controllers are used.
Furthermore, we also perform a sensitivity analysis of the proposed method and show
that the method is robust against inaccuracies in the estimation of failure rates.

The rest of the paper is organized as follows. In Section 2, we provide a brief review of
the technical background of this work. In Section 3, we present our algorithm for
determining optimal task frequencies when analytically redundant controllers are used. In
Section 4, we give some examples illustrating our algorithm. It is well-known that it is
difficult to estimate the failure rate of software accurately. In Section 5, we show that our
optimization technique is robust in the sense that it is insensitive to inaccuracies in the
estimation of the failure rate. Finally, we present our conclusions in Section 6.

2. Background

In this section, we briefly review the concepts of analytical redundancy and the notion of
performance loss index. These concepts form the base upon which we develop our
solution techniques.

2.1. Forward Recovery Using Analytically Redundant Controllers

In fault-tolerant control, it is very difficult to determine if a controller’s instantaneous
output is correct, unless it is obviously wrong (such as an out-of-range control command).
Some of the incorrect outputs from a faulty controller will inevitably be sent to the plant.
Forward recovery techniques ensure that the results caused by incorrect actions are both



ON THE SCHEDULING OF FLEXIBLE AND RELIABLE REAL-TIME CONTROL SYSTEMS 155

tolerable and recoverable. A good everyday example related to forward recovery in
control is pilot training. The trainer will allow the student to make mistakes as long as the
plane remains in a state that is stable and controllable by the trainer.

A noteworthy example of forward recovery using analytically redundant controllers in
the real world is the flight control system of the Boeing 777 (Yeh, 1995). It uses triple—
triple redundancy for system-level reliability. At the software application level, it uses
two controllers. The sophisticated control software specifically developed for the Boeing
777 is the normal controller. The secondary controller is based on the control laws
originally developed for the Boeing 747. The normal controller is very complex and is
able to deliver optimized flight control over a wide range of conditions. On the other
hand, control laws developed for the Boeing 747 have been used for over 20 years. It is a
mature, old technology—simple, reliable and extremely well understood. To exploit the
advantage of advanced control technologies and also ensure an unquestionable degree of
reliability, a Boeing 777 under the control of the normal controller should fly within the
stability envelope of its secondary controller. This is a fine example of using analytically
redundant controllers to avoid potential faults in complex software systems.

The Simplex architecture (Sha, 1998) is a flexible and reliable software architecture
that uses analytically redundant controllers. In addition, it supports the online insertion of
new software controllers that implement advanced new control technologies without
requiring that the system’s normal operation be shut down. It also guarantees stability and
a baseline control performance in the new software controllers, in-spite of arbitrary
application level errors. In the Simplex architecture, a device is controlled by two
analytically redundant controllers, one that is a high-assurance (or high-reliability)
controller, and another that is a high-performance controller. The high-assurance
controller contains simple, mature, and highly reliable technology, typically with lower
control performance. The high-performance controller contains the latest (but maybe not
completely proven) optimizations, and hence could be less reliable. The system is
normally under the control of the high-performance controller, with the high-assurance
controller ‘‘supervising’’ it. We now provide a brief review of this approach. A detailed
treatment of this subject can be found in Seto and Sha (1999).

In the operation of a plant (e.g., a car), there is a set of state constraints, called
operation constraints, representing the safety requirements, physical device limitations,
and environmental and other operation requirements. The operation constraints can be
represented as a normalized polytope, CTX < 1, in the N-dimensional state space of
the system, as shown in Figure 1. Each line on the boundary represents a constraint.
An example of a constraint is that the rotation of a car engine must not be greater than
K rpm.

The states inside the polytope are called admissible states, because they obey the
operation constraints. To limit the loss that can be caused by a faulty controller, we must
ensure that the system states are always admissible. This means that (1) it must be
possible to take the control away from a faulty control subsystem and switch it to the
high-assurance control subsystem before the system state becomes inadmissible, (2) the
system is controllable by the high-assurance control subsystem after the switch, and (3)
the future trajectory of the system state after the switch will stay within the set of
admissible states. Note that since physical systems have inertia, we cannot use the



156 CHANDRA, LIU AND SHA

State constraints

Retovery region!

Lyapunov function

Figure 1. State constraints and the switching rule (Lyapunov function).

boundary of the polytope as the switching rule. For example, we cannot stop a car without
collision when the car is about to touch a wall.

A subset of the admissible states that satisfies these three conditions is called a
recovery region associated with the high-assurance controller. The recovery region is
represented by a Lyapunov function inside the state constraint polytope. Geometrically, a
Lyapunov function defines an N-dimensional ellipsoid in the N-dimensional system state
space, as illustrated in Figure 1. A Lyapunov function satisfies the important property that
as long as the system state is inside the ellipsoid associated with the controller, the system
states under the given controller’s control will stay within the ellipsoid and converge to
the equilibrium position, which is the state that we want the system to reach. Thus, we
can use the boundary of the ellipsoid as the switching rule.

The Lyapunov function is not unique for a given system and controller combination. In
order not to unduly restrict the state space that can be used by high-performance
controllers, we need to find the largest ellipsoid within the polytope that represents the
operation constraints. Mathematically, finding the largest ellipsoid inside a polytope can
be solved by the linear matrix inequality (LMI) method (Boyd et al., 1994). Thus, we can
use Lyapunov theory and the LMI method to solve our recovery region problem.

For example, consider a dynamic system given by X = A*X + BKX, where X is the
system state, A* and B represent the system dynamics, and K represents a controller. We
can first choose K by using well-understood controller designs with a robust stability, i.e.,
the system stability region is insensitive to model uncertainty. The system under the
control of this reliable controller is given by X = AX, where A = A* + BK is the stability
condition satisfying ATQ + QA <0, with Q being the Lyapunov matrix. The operation
constraints are represented by a normalized polytope, CTX < 1. The largest ellipsoid
inside the polytope can be found by minimizing log(det(Q ~')) (Boyd et al., 1994),
subject to stability conditions and operation constraints. The resulting Q defines the
largest normalized ellipsoid X" QX = 1 inside the polytope, as shown in Figure 1. This is
the recovery region associated with the high-assurance controller.
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During normal operation, the plant is under the control of the high-performance control
subsystem. At every sampling period, the plant state X is checked to see if it is within the
N-dimensional ellipsoid, i.e., if XTOX <k, where k is a constant less than 1. Note that
(1 —k) is the margin against errors in system state measurement. If this check is not
satisfied, the high-assurance control subsystem takes over. This ensures that the operation
of the plant never violates the operation constraints. Once this is assured, statistical
performance evaluations of the high-performance control subsystem can be conducted
safely in the actual plant operations. The plant is also protected from latent faults that
tests and evaluations fail to catch.

Due to the critical importance of the high-assurance controller, in the rest of this paper,
we conservatively assume that the system would fail if the high-assurance controller
failed.

2.2. Controller Performance Loss Index

The relationship between sampling frequency and control performance of a control
system has been well-established. The dynamics we wish to control have a certain
bandwidth. The recommendation of most control textbooks is that one should sample
somewhere between 5 and 10 times faster than the highest frequency dynamics that one
would like to control. Little additional control performance improvement is gained by
sampling over 10 times the bandwidth of the system dynamics.

From a real-time computing perspective, the control textbooks’ recommendation is less
than precise, since the figure of 5 to 10 times represents a huge difference in system
schedulability. Therefore, the choice of control frequencies should be carried out together
with schedulability analysis. That is, we would like to choose the sampling frequencies
such that all the tasks are schedulable and the control performance loss index is
minimized. This problem was first solved in Seto et al. (1996), in which it was shown that
for a digitized continuous controller, which is a commonly used controller design, the
relationship between control performance loss and sampling frequencies can be modeled
as an exponential function of sampling frequencies as shown below

AJ(f)=oae ¥ (1)

where AJ(f) is the performance loss index (PLI) due to discrete sampling at frequency f,
o is the magnitude coefficient, and f is the decay rate. Figure 2 is an example of the
performance loss index of a diving control system.

Note that a higher value of AJ(f) implies lower system performance. Also note that f,,
is the lower bound on the sampling frequency, i.e., sampling below f,, either causes the
system performance loss to become unacceptable, or even worse, causes the system to
become unstable. It can be seen that as the sampling frequency becomes higher and
higher, the digital controller’s performance approaches that of the continuous time
control. In the rest of this paper, we assume that each task has a given performance loss
index function.
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Figure 2. Control system performance loss index versus sampling frequency.

3. Task Scheduling

In this section, we study the problem of finding the controller task periods such that the
expected system performance is optimized. For this purpose, we first introduce the
notation used in this section and then formally define the problem. Then, we solve for the
availabilities of the tasks, model the problem as an optimization problem, and propose a
simple algorithm to solve it.

3.1. Notation

A set of n periodic real-time task pairs 7, ..., T, is considered. Each task pair 7; has a
high-performance specification and implementation T,p, and a high-reliability (high-
assurance) specification and implementation T;z. C;p and C; represent the task execution
times of T,p and T}, respectively. The performance loss indices of T;p and T, are denoted
by AJ;p(f) and AJy(f), respectively. f;p ~and fiz ~denote the minimum frequencies,
while 4, and 2,z denote the failure rates of T;p and T, respectively. u;» denotes the
repair rate of T;p. We assume that if T}, fails, then the task 7, fails and that there is no
repair possible. D denotes the mission duration for all the tasks. The performance loss on
failure of task 7, is denoted by L;. Also, the relative weight of task pair 7; in the system is
represented by w;.
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3.2. Assumptions and Problem Statement

We assume that the high-assurance controllers are properly verified—that is, that their
failure rate is negligible with respect to the application reliability requirement. We also
assume that the controlled application would fail if the high-assurance controller failed.
There will be no restart of the high-assurance controller, should it fail.

We assume that the high-performance controller has been reasonably tested. That is,
although the high-performance controller may not meet the reliability requirement, it is
not totally useless and will fail only occasionally. When the high-performance controller
fails, the system switches to the control of the high-assurance controller, and the high-
performance controller will be restarted. The system will pass the control back to the
high-performance controller once it has been restarted. We assume that the high-
performance controller’s restart time is much shorter than its mean time to failure.

Finally, for the calculation of the optimal task frequencies, we assume that the failure
rates are known. However, it is often difficult to estimate the software failure rates
accurately in practice. The impact of the uncertainty in failure rate will be examined in
Section 5.

Problem Statement Given periodic task pairs T; = (Tjp, Tig), i=1,...,n, scheduled

using earliest deadline first algorithm and given Cyp, Cig, AJip(f), M i(f), fip, » fir,,»

Aips Aigs Wips D, Ly, and w; for i =1, .. ., n, find the frequencies f;p and fijz of T;p and Ty,
such that the expected system control performance loss is minimized.

3.3. Availability Analysis

To minimize the expected control performance loss index of the system, we first compute
the availability of each of the control tasks for a mission duration D.

We assume that the failure rates and repair rates of tasks in the system are exponential.
With this assumption, for each task T;, we construct the Markov model representing the
states of the task, as shown in Figure 3. State 2 of the Markov model represents the state

Figure 3. The Markov Model for Task 7.
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when both the implementations T;p and T of the task 7, are working. State 1 represents
the state when the high-performance implementation 7;p has failed but the high-reliability
implementation Ty is still working. The system would still be working in this state, albeit
with a loss in performance. Repair of T)p in state 1 would move the state of the task back
to state 2. State O represents the state when the high-reliability implementation has failed,
in which case there is no provision for repair. The system initially starts in state 2.
The above Markov model is solved for the transition matrix P() = [p;(¢)] at time . In
particular, since state 2 is the initial state, we are interested in the probabilities py,(7),
D, (2) and p,(f), which represent the probabilities that a system initially started in state 2
will, after time 7, be in state 2, state 1, and state 0, respectively. Since the mission duration
of the system, D, is known, the fraction of the mission duration spent in each of the states,
represented by A;,A;;, and A;y, can be found using the following equations.

D D D
A — Jo P2a(t)dt A — Jo P2 (t)dt A= Jo P(t)dt
2 — ) il — ) i0 — ’
D D D
i=1,...,n (2)

Remark P(f) = [p;(t)] can be solved using the matrix exponential function,
MatrixExp, in Mathematica.

3.4. Optimization Problem

After the fraction of mission time spent in the different states is found for each of the
tasks as explained above, the problem can be represented mathematically as the following
optimization problem,

Minimize AJ(fig,fips - - - sJursSur) (3)

where,

A (figsfips - furoap) = Zwi[AilAJiR(f}R) + ApAJip(fip) + AiLi]

i=1

n
= Z w; [An“me — Birfir +Apope” Birfip + AiOLi}
i=1

subject to Z (Cinfir + Cipfir) < U, fir =2 fir,» fip 2 fip,

m

= 4)
i=1,...,n

where U <1 is the percentage of the CPU cycles available to run these tasks. Note that
the term AJ(fig.fips - - - »Jur Jup) 18 the expected control performance of the system. The
above problem can be transformed to an equivalent problem that contains 2n tasks,
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Ty, ..., T, where T =T\p, Ty =Tip,..., T,y = Tyg, Th, = T,,p. The parameters are

also correspondingly transformed, that is,

XY = gy U = Oypy ey Oy = Oygy Oy = Oyp

5,1 = Bir: 3/2 = Bips - '?ﬁ/Zn—l = Burs ﬁIZn = Bup

fl/ = fir> le :fva"'>f2/n71 :fnR7f2/n = Jfup
frizl :flk,,,> fr:12 :fle7 s ’fr;12n—1 :ﬁsz7 fr;12n :fan

and
C/l = Ci, C/Z =Cip, .. '7C/2n—l = Cyp; C/Zn =Cpp
Also, the weights are transformed as

/o /o / — A
Wy =AWy, Wy = ApWy, . Wo, o = AW, Wy, = Apw,

Note that the transformed problem is equivalent to the one solved in Proposition 3.1 of
Seto et al. (1996). Hence, the solution to this transformed problem can be found using the
following proposition, which is obtained from Proposition 3.1 of Seto et al. (1996) as

shown in the proof below.

Proposition 3.4.1 Given a transformed set of 2n tasks, with the original tasks obeying
the constraints given in Equation (4), there exists a unique optimal solution to the
objective function given in Equation (3). This optimal solution is obtained at the

sampling frequencies given by

fi=ti i=1..p

1 .
}?’:E(lnrj—Q), j=p+1,...,2n
J

where,

welp! 1 P 2L C
I == QZM7<ZC§f41i+ g hi-v

ﬁ/
J 1/ \i=1 i=p+1 Fi
> Ci/Bi N e
i=p+1
and f{, ... ,fs, are ordered according to f,, ..., [, Which are arranged as

4

l—‘le_ﬁllﬂll S er_ﬂ;f;ﬂ S . S rzne_ﬁ/ln- m2n
with pe {1,...,2n} being the largest integer, such that

P n o , T.
! ! 1 1
> Cifuit Y 7 By p +lnr—p >U

i=1 i=p+1 Pi

(5)
(6)
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Proof: Let N=2n. Now, the above transformed problem can be restated as the

following optimization problem: Given a set of tasks T7,...,Ty to be scheduled on a
single CPU,
Minimize AJ(f{,....f\)

N N
where AJ(f],....f4) = S wiAT = 3 whole ~ Fiff
N i=1 i=1
subject t0 > Ciff U, f/ >fp, i=1,...,N
i=1
This is exactly the problem solved in Proposition 3.1 of Seto et al. (1996); hence the
solution presented in Seto et al. (1996) can be used here. It can be easily seen that
replacing N with 2 in that solution would yield the optimal solution given above.
Thus, Proposition 3.4.1 provides an algorithm for finding the optimal task frequencies
in a reliable real-time control system such that the expected control performance given by
AJ(firs fips-- - sfurs fup) 1S minimized, i.e., it provides a solution to the original
optimization problem posed in Equations (3) and (4). |

4. Applications

In this section, we apply our optimization algorithm to some sample applications. As this
paper focuses on software fault tolerance, we assume that the software is running on some
fault-tolerant hardware with CPU capacity normalized to 1. Also, in the following
discussion, we denote the approach given in Seto et al. (1996) (which does not take the
availability of the tasks into consideration), as Method 1, and the optimization approach
proposed in this paper as Method 2.

We begin with the following simple example:

Example 4.1 An inverted pendulum (Sha, 1998) is governed by two controllers, a high-
performance controller and a high-assurance controller. Suppose the inverted pendulum
is running for D =1 day, and the control tasks’ other parameters are as shown below:

Task o p C (ms) fn (Hz) Weight 1/A (days) 1/p (min)
HR (Tz) 100 0.1 8 50 10 0 —
HP (T}p) 200 0.2 15 20 10 0.1 10

Following the algorithm in Proposition 3.4.1, we determine that p=1 and that the
optimal frequencies of the two tasks are fj, = 50 Hz and f;p = 40 Hz.

The fractions of time the high-assurance controller and the high-performance
controller of task Tz execute are calculated to be A;; =0.0645134 and
Ay, = 0.935487; this yields an optimal performance loss index of AJ=1.0623.
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If we use the approach from (Seto et al., 1996), which deals with no reliability
reasoning, the PLI is AJ=3.4702. The results of the two methods are compared below:

Algorithm p (fir) (Hz) fip (Hz) PLI
Method 2 1 50 40 1.0623
Method 1 0 60.85 3421 3.4702

Example 4.2 This example is a temperature control application similar to the one
discussed in Seto et al. (1996). Suppose there are 3 units whose temperatures need to be
automatically controlled by one processor. For each unit 7, there are two analytically
redundant controllers running at the same time; one is a high-performance controller, and
the other is a high-assurance controller. The corresponding task pair is (Tjp, Tig)-

The temperature for each of the units is governed by the dynamic equation:

7i(t) = ayy;(t) + bu(1) (10)

where 7;(¢) is the temperature difference between the i-th unit and the ambient
temperature at time ¢, with y;(0) being 0; a; and b; are constants depending on the
insulation of the unit; and u,(¢) is the rate of heat (cold air) supplied to the unit. For the
high-performance controller design, we use the optimal control approach. Suppose we
need to change the temperature in the i-th unit, and we require that the change be
completed in no more than 7, time units and that it consumes a minimum amount of fuel.
Let y, be the difference between the desired temperature and the ambient temperature.
We also require that [y;(z;) — 74| < 0;. Then, the optimization problem can be formulated
as:

. 1 I O
f%lnfizipi(yi(ff)—ydi) +§ A u; (t)dt (11)

where p; is a weight coefficient. Then, the continuous-time optimal control and the final
state are determined by

VdipibiZSinh(aitf)

vi(t,) = 12
i (1) a; el —|—pib,-2sinh(a,-tf) (12)

_ VaiDi:bie""
;e 4 p;b2sinh(a;t)’

1

u; (1)

Using the digitizing method stated in Seto et al. (1996), we can obtain for each high-
performance controller:

AJ[P — O(ipe_ﬁipfi (13)

which is exactly the exponential form we have assumed. The high-assurance controller
may be either a common PID controller or a feedback controller using LMI (linear matrix
inequality), as long as it has high-reliability. After digitizing the corresponding
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continuous-time controller and using techniques such as least-square fitting approach, we
get

A‘I[R - OC,»RG_/;"Rf" (14)
Suppose mission time is D = 365 (days), with oz, f;z, %p, fip, the execution times Cj,

Cip, and the minimum frequencies fiz , f;» of each task being as shown in the tables
below:

Task o B C (ms) fn (Hz) Weight 1/A (days) 1/t (min)
HR (Tz) 5 0.01 3 10 10 o9) —

HP (Tp) 6.67 0.03 2 20 10 7 10

Task o B C (ms) fn (Hz) Weight 1/ (days) 1/p (min)
HR (Ty) 5 0.08 1 15 20 59) —

HP (T,p) 6.67 0.15 24 12.5 20 4 8

Task o p C (ms) fn (Hz) Weight 1/2 (days) 1/t (min)
HR (T3z) 5 0.02 3 15 30 59) —

HP (T3p) 6.67 0.05 2 10 30 20 15

Following the algorithm in Proposition 3.4.1, we determine that p =2, and that the
optimal frequency for each task is fip = 10Hz, fp =217.77Hz, f,p, =25.39Hz,
fop =57.68Hz, f3, = 15Hz, and f;p = 162.84 Hz.

The fractions of time the high-assurance controller and high-performance controller of
task 1 execute are calculated to be A;; = 0.000991061 and A, = 0.999009; the fractions
of time the high-assurance controller and high-performance controller of task 2 execute
are calculated to be A,; = 0.00138694 and A,, = 0.998613; the fractions of time the
high-assurance controller and high-performance controller of task 3 execute are
calculated to be A;; = 0.000520547 and Az, = 0.999479.

This set of frequencies yields an optimal PLI of AJ=0.299. If we ignore the
availability implications and apply the approach in Seto et al. (1996) to all the above
tasks directly, we have AJ=10.987. The detailed comparison of the methods is shown
below:

Algorithm — p fip (Hz)  fip Hz)  for Hz)  fop Hz)  fir (Hz)  f3p (H2) PLI

Method 2 2 10 217.77 25.39 57.68 15 162.84 0.299
Method 1 0 62.33 80.50 56.18 30.23 120.75 80.49 10.987
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Example 4.3 This example discusses a bubble control system similar to the one
discussed in Seto et al. (1996). Suppose two such systems with different physical
dimensions are installed on an underwater vehicle to control the depth and orientation of
the vehicle, and they are controlled by one on-board processor. For each bubble control
system i, there are two controllers running at the same time, of which one is a high-
performance controller and the other is a high-assurance controller. The corresponding
tasks are T;p, Tiz. Suppose the mission time is D =365 (days), and U =1, with oz, iz,
%p, Pip, the execution times Cz, Cjp, and the minimum frequencies fi , f;p of each task
being as shown in the tables below:

Task o p C (ms) fn (Hz) Weight 1/2 (days) 1/u (min)
HR (Tz) 10 0.1 10 15 5 100 20
HP (T,p) 10 0.12 15 10 5 5 10
Task o p C (ms) S (Hz) Weight 1/A (days) 1/ (min)
HR (Tyz) 10 0.14 10 18 3 100 20
HP (T,p) 10 0.18 15 10 3 3 10

Following the algorithm in Proposition 3.4.1, we determine that p =2, and that the
optimal frequency for each task is fjr = 15Hz, fip =27.15Hz, f,p = 18 Hz, and
fop =17.51Hz.

The fractions of time the high-assurance controller and high-performance controller of
task 1 execute are calculated to be A;; = 0.000370 and A;, = 0.266482; the fractions of
time the high-assurance controller and high-performance controller of task 2 execute are
calculated to be A,; = 0.000616 and A,, = 0.26623.

This yields an optimal PLI of AJ=0.8593. If we ignore the availability implications
and apply the approach in Seto et al. (1996) to all the above tasks directly, we have
AJ =1.6704. The detailed comparison is shown below:

Algorithm 14 fir (Hz) fir (Hz) for (Hz) for (Hz) PLI
Method 2 2 15 27.15 18 17.51 0.8593
Method 1 0 28.11 21.57 18.84 13.79 1.6704

The above examples demonstrate the superior performance of the task pairs with
frequencies calculated using Method 2, as compared to their performance with
frequencies calculated using Method 1. This is because in reliable real-time control
systems, the availability of the different task pairs and the fact that only one task in each
task pair would be controlling the system at any particular time are important factors to
be considered during optimal task frequency selection. Method 1 does not consider these
factors, leading to sub-optimal solutions.
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5. Sensitivity Analysis

When a task’s correctness cannot be verified, its reliability is questionable. In addition, it
is difficult to obtain a very accurate failure rate by testing. This raises the question of how
useful the optimization we have proposed is, given that the failure rate is a factor in the
computation. Fortunately, the uncertainty in the estimated failure rate has relatively little
effect as long as the mean time to failure is much longer than the mean time to repair'
This is illustrated in the following example.

Suppose that we have two pairs of analytically redundant controllers for a total of four
tasks on a processor, as described by the following tables.

Task Pair 1

Task o p C (ms) fn Hz) Weight 1/ (days) 1/p (min)
HR (Tz) 250 0.1 10 10 30 o0 —

HP (Tp) 250 1 12.5 8 30 7 10

Task Pair 2

Task o p C (ms) fn (Hz) Weight 1/A (days) 1/u (min)
HR (Tyz) 250 0.3 10 12 10 o0 —

HP (T,p) 250 1.5 12.5 5 10 4 8

In the above tables, T, and T, are the high-assurance controllers of tasks 1 and 2, and
T,p and T,p are the high-performance controllers.

Suppose the nominal (or estimated) mean time to failure of task T is 7 days, as given
in the table above. Then its availability is 0.99901. However, if the actual mean time to
failure is 3.5 days, the availability goes down to 0.9982. If the actual mean time to failure
is 14 days, then the availability is 0.99950. Hence, it can be seen that the change in
availability is quite small for even moderately large errors in estimation of mean time to
failure.

Now, recall that when computing the system’s performance loss index, the availability
of each control task is a multiplier of the weight of the task’s performance loss index.
Since even a moderately large error in the estimation of failure rate results in very little
change in availability, it follows that a large error in the estimation of failure rate has little
effect on the optimal performance loss index computed using the approach proposed in
this paper. Figure 4 shows the sensitivity of the proposed approach to errors in estimating
failure rate. The estimated failure rate is 1/7 times per day. The solid line is obtained by
computing the optimal system frequencies using the proposed approach at the estimated
failure rate of 1/7 per day, and plotting the system performance at these frequencies,
when the actual failure rate varies from 1/3.5 per day to 1/14 per day. The dotted line
shows the optimal system performance for failure rates between 1/3.5 per day and 1/14
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Figure 4. Sensitivity analysis.

per day. It can be seen from the figure that the loss in system performance is very small
even if there is a considerable error in estimating failure rate.

In summary, the optimization technique we have presented is robust against
uncertainty in the estimation of the failure rates, provided that the MTTF > MTTR.

6. Conclusions

The long life cycle of most real-time systems makes frequent upgrades necessary. This in
turn necessitates the development of flexible and reliable software architectures aimed at
reducing the costs and risks of software upgrades. Analytical redundancy is one such
architecture and is a powerful tool to achieve software fault tolerance. The development
of control systems using analytical redundancy has been well-studied. However, the
problem of optimization of the performance of such systems has remained open.

In this paper, we proposed a unified approach to reliable control system design. More
specifically, given a control system using analytical redundancy, we developed an
algorithm to determine the control task frequencies that optimize the expected
performance of the system such that all tasks are schedulable. We then presented a
few examples to illustrate the proposed algorithm. Furthermore, we show that this
algorithm is robust against inaccuracies in the estimation of failure rate.
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Notes

1 Recall that in steady state, the availability is equal to MTTF/(MTTF + MTTR). This number is close to 1 as
long as MTTF > MTTR.
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