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CONCUR: Emphasis on algebraic laws, 
equivalence, composit ionality an d modal 
logics.

PODC: Algor ithms, combinat or ial a rguments, 
expressiveness, complexity an d impossibility 
results.
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Knowledge

Usually modelled with an equi valence r elat ion 
on the se t of s tates (possible wor lds), which 
represents w hat the a gents th inks is 
possible.

If St is the se t of s tates then the a gent 
knows phi in state s i f f or a ll states t  w ith 
s~t, phi is tr ue in t.
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A Lamport spaceti me diagram
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Agents: { 1, . . . , n}

Propositions: p,q, . . .

Modal formulas: K i ! , where i is an agent

States: (a, c), a is a run, c is a consistent cut

(a, c) ∼i (a′, c′) if the local stat es of i match

(a, c) |= K i ! if
! (a′, c′) " i (a, c) (a′, c′) |= !



Axioms for Knowledge

1. All propositi onal tautologies

2. (K i! ) ! (K i(! " " )) " K i"

3. K i! " !

4. K i! " K iK i!

5. ÂK i! " K i(ÂK i! )

6. Modus Ponens

7. From ! infer K i!
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Some Remarks

There are var iant ax iomat izat ions possible.

The axioms given cor respond t o assuming 
that the p ossibility r elat ion is an equivalence 
relat ion.

The axioms given are f or a stat ic situat ion.

Many combinat ions are possible: t ime, 
probability , dynamic update.



Co-a lgebras

Int imately t ied t o tr ansit ion systems and t o 
modal l ogics.

An algebra: op: A x A ---> A

A co-a lgebra: co-op: A ---> A x A

Split ins tead of c ombine.
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Labelled Transition 
Systems as Coalgebras

Consider a map t : S ! P(S).

This deÞnes a transition system over S.

Wit h labels: t : S× L→ P(S).

Which is the same as: t ! S " L " S.

The usual notion of labelled transition system.



Bisimulation
An equivalence relat ion that is intimately related to t ransition systems.

s ! t means:
" a # L , s a$ s! implies
%t! such that t a$ t! with s! ! t !

and vice versa.

May not be the most useful equivalencerelation (far too Þne) but it is mathe-
matically natural and is int imately ti ed to the transit ion system.
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Logic and Bisimulation

Intimate t ie-up between bisimulation and
modal logic: van Bentham, Hennessy & Milner.

! ::= = T|Â! |! ! ! |"a#!
Two states are bisimilar if and only if they
satisfy the same formulas of the modal logic.

The modal formulas are the maximal set of first-order
formulas invariant under bisimulation.



The tr inity

There is a c lose relat ion between 

tr ansit ion systems and bisimulat ion

modal l ogic and

coalgebras.



Combining Modalit ies

Combine coalgebras in a suitable way.

Purely mathemat ical; one st il l n eeds a 
conceptua l u nderstanding.

May have f or midable t echnical di fÞcu lt ies: 
e.g. combining probability an d 
nondeter minism.
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How does Epistemic 
Logic Fit In?

Epistemic l ogic is a modal l ogic.

It c oncerns the beha viour of in t eract ing 
agents.

How does it r elate, if a t a ll?
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Epistemic I deas in 
Concur rency

Secur ity : inf or mat ion ßow, anonymity .

Suppose we model a p rot ocol int ended t o 
maintain anonymity u sing a process algebra.

Nondeter minism is resolved by a ÒschedulerÓ; 
in the en d we quant ify o ver all schedulers.

But th is includes schedulers tha t c ould l eak 
infor mat ion.
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Example: Vot ing

Two candidates: a,b.  Two voters: v,w.

The system must r eveal the l ist of p eople 
who actua lly voted (in any order) and the 
t otal v otes f or the c andidate.

It m ust not reveal w ho voted f or w hom; 
unless the v ote is unanimous.

A scheduler c an leak the v otes!



Figure 1: A scheduler that leaks the vot ing preferences. The relevant choices are represented by t ick arrows.

This problem emerges dramat ically in security, where some of the choices may be intended to be secret , but
they are bound to be revealed if the not ion of scheduler is unrestricted. Consider for instance a vot ing system
which collects the votes (a or b) of a set of candidates, and also output in some arbit rary order the list of
the people who have voted (in some countries this has to be done because vot ing is mandatory). Among
the possible schedulers, there is the one which lists Þrst all the people who have voted for a. (See Figure 1.)
Clearly, such scheduler would break completely the desired anonymity property. Usually when we want a
correctness property to hold for a nondeterminist ic system we require that it holds for all choices of the
scheduler: there is no way such universally quant iÞed statements will be t rue if we permit such unrestricted
schedulers.

An approach to solve the above problem has been suggested in [CP07]: the interplay between the secret
choices of the process and the choices of the scheduler is expressed by int roducing two kinds of schedulers
and a framework that allows one to switch between them.

A related issue arises in formalisms which allow one to express probabilist ic choice (in addit ion to nonde-
terminist ic choice). In that case, the scheduler can leak the result of the probabilist ic choices. Again, this
is a problem for security protocols that use randomizat ion to achieve, for instance, anonymity or privacy. A
more detailed discussion of this phenomenon can be found in [CP07].

In thispaper weproposea semantic analysisof the informat ion ßow between theprocessesand theschedulers.
We int roduce a turn-based game that is played between two agents and deÞne strategies for the agents. The
game is played with the process as the Òplaying ÞeldÓand the e! ect of the playersÕmoves is to resolve the
choices that appear as nondeterminist ic choices in the process descript ion. Now the informat ion to which
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A scheduler that leaks voting preferences.
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Chatzik okolakis and Palamidessi [CONCUR 07] 
descr ibed schedulers with an e xplicit syn tax 
and operat ional semant ics and used syntact ic 
restr ict ions to contr ol what s cheduler kn ew.

They had tw o schedulers t o resolve dif f erent  
choices.
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Games are an i deal set t ing t o explore 
epistemic concepts.

Economists ha ve been par t icular ly act ive in 
developing the se ideas.
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Games f or v er iÞcat ion: Luca de Alf aro, 
Henzinger, Chat t erjee , Abramsky, Ong, 
Murawski,...

Games in economics: see, e.g. Adam 
BrandenburgerÕs review on epistemic games.

Game semant ics: Abramsky, Jagadeesan, 
Malacar ia, Hyland, Ong, Nickau, Laird, 
McCusker...

Games in l ogic: model theo ry, EF, Lorenzen,...
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Games between 
schedulers.

In o rder t o make the e pistemic aspects more 
explicit we c an th ink of s chedulers as playing 
games.

The concur rent p rocess is the ÒboardÓ and 
the moves end up choosing the a ct ion.

We contr ol what the s chedulers ÒknowÓ by 
put t ing r estr ict ions on the a llowed 
str ategies.
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Restr ict ing Str ategies
What c an an agent ÒseeÓ in f or mulat ing its 
str ategy?  This contr ols what i t Òknows.Ó

One possible r estr ict ion: an agent kn ows 

what c hoices are available t o it and w hat 

choices were available t o it in the pa st.

This cor responds exactl y t o the CP syntact ic 
restr ict ions [C,Knight, P 08].

Easy t o impose epistemic r estr ict ions on 
str ategies.  
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Games and Concur rency

New dir ect ion in concur rency: Process 
algebras as deÞning interact ing agents.

Games are alr eady used in many ways in 
concur rency, semant ics, l ogic and economics.

But we s t il l do n ot ha ve a systemat ic way of 
descr ibing and r easoning about in t eract ing 
agents a lgebraically.
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Develop a process algebra f or a gents pl aying 
games.

Use epistemic l ogic t o contr ol what a gents 
know.

Tie th is logic t o str ategies in a wa y 
analogous t o the r elat ion between 
bisimulat ion and modal l ogic.

Use th is t o reason about inf or mat ion ßow.
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There is a beaut ifu l r elat ion between 
probability , bisimulat ion and logic.

We shall r eview th is quickly.
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Fully Probabilistic Transition Systems

• A transition system with probabilities and actions (labels) associated with
the transit ions.

•
(S,L, ! a " L Ta : S # S $ [0, 1])

• The model is reactive: All probabilistic data is internal - no probabili ties
associated with envir onment behaviour.

Extended to systems with arbitrary measurable state spaces
in LICSÕ97 by Blute, Desharnais, Edalat and P. We called them
Labelled Markov Processes, very simil ar to Markov Decision Processes
with out the rewards.
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¥ Let S = (S, L , Ta) be a probabilisti c transiti on system.

¥ An equivalencerelation R on S is a bisim ulati on if whenever sRs!, with
s, s! ! S, we have that for all a ! L and every R-equivalence class, A,
Ta(s,A) = Ta(s!, A).

¥ The notation Ta(s,A) meansÒtheprobabilit y of star tin g from s and jump-
ing to a stat e in the set A.Ó

¥ Two states are bisimilar if there is somebisimulation relation R relating
them.

Some painful technical problems had to be overcome to extend this to LMPs.
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Logical Characterization of Bisimulation

! ::= = T|! 1 ! ! 2|"a#q!
s |= !a"q! i! #A $ " (%s′ $ A, s′ |= ! ) & ("a(s,A) > q).

Two systems are bisimilar i! they obey the same formulas
of this logic
[Desharnais, Edalat, P 1998,2002]

Notice that there is no negation not even any negative propositi ons!
Simpler than the non-probabilisti c case.
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KozenÕs Analogy

Logic Probability
State : s Distribution : µ

Formula : ! Random Variable : X
Satisfaction : s |= ! Integration :

!
X dµ

Probability theory as a kind of “logic.”
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Knowledge

The main goal : r easoning under u ncertainty . 
Classic t exts a vailable by Pear l an d by 
Halpern.

What is the r ight l ogic?  

For ÒpureÓ probability c ondit ioning ser ves as 
an analogue of l ogical impl icat ion.

What ha ppens when we combine probability 
and knowledge or bel ief?



Probabilist ic Epistemic 
Logic

One can combine modalit ies f or p robability 
and knowledge.

Interpret them u sing epistemic probability 
fr ames.

Can be generalized t o non measure-theo ret ic 
for malisms for modelling uncertainty .  

See ÒReasoning About Unc ertaintyÓ by J. 
Halpern



Inf or mat ion vs 
Knowledge

Inf or mat ion theo ry measures inf or mat ion in 
bits.  No at t empt t o say w hich bits a re 
important.

Inf or mat ion theo ry g ives Òinference r ulesÓ 
for r easoning about ho w inf or mat ion is 
updated.

I s inf or mat ion theo ry a kin d of l ogic?
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What is inf or mat ion?

A measure of u ncertainty .

Can we really analyze it quant itat ively?

What do the n umer ical values mean?

I s it t ied t o ÒknowledgeÓ?

I s it subje ct ive?
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What do w e want?

We want a deÞnition that satisÞes the following conditions:

For a point distribution the uncertainty is 0
For a uniform distribution the uncertainty is maximized.

When we combine systems the uncertainty is additi ve

As we vary the probabilities the uncertainty changes

conti nuou sly
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Entropy

H(p1, . . . , pn ) = !
!

i

pi log2 pi

¥ H(0, 0, . . . , 1, 0, . . . , 0) = 0

¥ H( 1
n , . . . , 1

n ) = log2 n.

¥ Clearly continuous.
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Are there other candidat es?

Entropy is the unique contin uous functi on that is:

• maximized by the uniform distribution

• minimized by the point distribution

• additive when you combine systems

• and ....



What does it t ell us?

If you have a dist ribution p(s) on a set S,
you can deÞne a code such that it takes H (p)
bits on the averageto encode the members of the set.
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How far apar t are 
distributions ?

We want a ÒdistanceÓbetween distrib utions.

K L (p !→ q) = n
!

s! S

p(s)[log2 p(s)− log2 q(s).

Recall that it takes H (p) bit s to describe a set
distr ibuted according to p. What if we used q instead?

It would require H(p) + KL(p !" q) bit s.
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Relative Entropy 

The Kullback-Leibler distance is often called
relative entropy.

SupposeS = { a,b} and p(a) = 1
2 = p(b)

while q(a) = 1
4 and q(b) = 3

4 .

K L (p !→ q) = 0.2075 and K L (q !→ p) = 0.1887.
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Mutua l Inf or mat ion

A measure of ho w much one ÒknowsÓ about 
one distr ibut ion given anothe r distr ibut ion.

More precisely, given a cor related pair of 
random var iables, given the o ut come of o ne 
of them w hat do y ou ÒknowÓ about the o the r  
one.  

Wr it t en I(X ;Y) = I( Y;X).

Clear ly an e pistemic concept.



Channels

Message
Encoder

Channel

p(y|x)
Decoder

X n Y n
Estimate of

the message.

A typical channel.
How well can we estimate the intended
messageif the channel is noisy?
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Channel Capacity

We want someway of measuring how
well we can estimate the message

basedon what we receive.

How about I(X; Y )?

But thi s depends on the input distrib ution!

C = max
p(x)

I(X; Y ).
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Anonymity

DeÞne a prot ocol tha t k eeps the i dent ity of 
an agent se cret.

Well kn own examples: dining cr ypt ographers, 
crowds, et c.

Randomizat ion is a k ey r esource used in 
the se prot ocols

Need probabilist ic not ions of anonymity : 
Halpern and OÕNeill; Bhargava and 
Palamidessi, Chatzik okolakis and Palamidessi
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Anonymity an d Capacity

Anonymity p rot ocols tr y t o keep the i dent ity 
of an a gent se cret.

One can view such a p rot ocol as a 
communicat ion channel.

The lack of an onymity is m easured by the 
channel capacity .

Perf ect an onymity c or responds t o zero 
capacity .
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Inf or mat ion Theory and 
Epistemic Logic

Krasucki, Par ikh and Ndjat ou:  How much 
common knowledge is the re?  

What i f the re are tw o agents w ith slightl y 
dif f erent pa r t it ions of the p ossible wor lds?

Epistemic l ogic may t ell u s tha t n oth ing is 
common knowledge!

Intui t ively, the re should be h igh probability 
of o ne agent gue ssing what the o the r kn ows.
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Key point n oted by Krasucki et a l.: How much 
infor mat ion is acquired when probabilit ies 
change as a r esult of n ew data?

They deÞne inf or mat ion gain and develop its  
propert ies and its r elat ions with m utua l 
infor mat ion and common knowledge.

Inf or mat ion gain tu rns out t o be exactl y the 
same as relat ive entr opy!
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Approximate Reasoning

Ortho dox l ogic is t oo sensit ive t o 
per tu rbat ions in quant itat ive data.

One needs metr ics and metr ic r easoning 
pr inciples: Jou and Smolka, DGJP, van Breugel 
and Wor rell, ......

What a re appropr iate ÒapproximateÓ concepts 
of kn owledge?  Surely someth ing inf or mat ion 
theoret ic.

But, beware of a pplying inf or mat ion theo ry 
naively: the re are many counter -examples.



Some goals
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Develop a theo ry of p robabilist ic int eract ing 
agents: agents pl aying st ochast ic games.

This wil l l ead t o a mixtu re of p robability an d 
nondeter minism.

Addit ivity is l ost: o ne has capacit ies instead. 
What inf or mat ion-theo ret ic concepts a pply?

Relate the d ynamics with an a ppropr iate 
quant itat ive logic: perhaps a suitable mult i-
agent g eneralizat ion of inf or mat ion theo ry.

Some goals



Inf or mat ion Theory as a 
Logic

Why does it mat t er ?

It w ould g ive us composit ional wa ys of 
reasoning about inf or mat ion ßow.

Perhaps a duality theo ry l urking underneath 
the su rf ace.
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Quantu m Inf or mat ion

Inf or mat ion is physical -- L andauer

but Ph ysics is l ogical -- Abramsky

Ent irely new phenomena are possible: 
entanglement an d t eleportat ion, knowing Òless 
than n oth ing!Ó [Andreas Winter]

Can it do an yth ing f or standard distr ibuted 
prot ocols?
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Leader el ect ion 

Using an appropr iate shared quantu m state 
(the W state) n agents c an choose a leader in  
one step, w ith ea ch agent u sing the sam e 
prot ocol and with e very agent ha ving the 
same probability of bein g elected.

With a GHZ s tate one can do distr ibuted 
consensus.

Both the se prot ocols are tr ivial: c an we use 
the se resources t o do more clever th ings?
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Teleportat ion

If Alice and Bob share an entangled pair, 
Alice can send tw o classical bi ts t o Bob which 
allows Bob to reconstr uct a quan tu m state 
that Alice had.

At the en d of the p rot ocol Alice wil l n ot 
have the quan tu m state anymore.
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Quantu m Knowledge

If o ne adapts the s tandard epistemic 
machinery of Kr ipke str uctu res [van der 
Meyden et a l.] y ou get w ierd ef f ects: Alice 
no longer kn ows -- e ven in a t ime stamped 
sense --  what she o nce knew.

Anothe r a pproach [dÕHondt, P]: the re is no 
such th ing as quantu m knowledge!

Measurements cr eate classical kn owledge.
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Goals

What is the l ogic of quantu m infor mat ion?  
Str ange th ings happen: negat ive mutua l 
infor mat ion.

Reason composit ionally about quantu m 
prot ocols: process algebras, equivalences, 
resource inequalit ies [Devetak et a l.]

Develop interest ing prot ocols f or distr ibuted 
comput ing t asks.



Conclusions

Concur rency theo ry should incorporate the 
idea of g ames between a gents an d 
invest igate r icher modes of in t eract ion than 
cur rentl y available: some key i deas due t o 
Abramsky.

Epistemic i deas should come t o the f ore.

Inf or mat ion theo ry should be de veloped as a 
kind of quant itat ive epistemic l ogic.



Wild i deas



Wild i deas

What is inf or mat ion theo ry in a Òrelat ivist icÓ 
set t ing?  



Wild i deas

What is inf or mat ion theo ry in a Òrelat ivist icÓ 
set t ing?  

Mutua l inf or mat ion is very dependent o n 
absolute t ime, what do es it m ean when we do 
not ha ve absolute global states?



Wild i deas

What is inf or mat ion theo ry in a Òrelat ivist icÓ 
set t ing?  

Mutua l inf or mat ion is very dependent o n 
absolute t ime, what do es it m ean when we do 
not ha ve absolute global states?

Believe it o r n ot Òrelat ivist ic quantu m 
infor mat ion theo ryÓ is a live and wel l!! 



Thanks for l ist ening!

Thanks to Samson Abramsky, Vincent Dan os, Josee 
Desharnais, Vineet Gu pta, Radha Jagadeesan, 

Sophia Knight, Dext er Kozen, Keye Mart in, 
Catu scia Palamidessi, Caitl in Phil lips, Doina Precup 

and many othe rs.


