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Abstract

In computer security, resources can be protected by the enforcement of a formally specified
access control policy. Policy enforcement implies interaction between a policy specification
and program behaviour. We propose to model this interaction with type theory, and present
a pure, functional programming language in which access control policies are intrinsic and
statically enforced. In addition, we develop an operational semantics, and prove progress
and type preservation. The underlying type system incorporates constructive authorization
logic into contextual modal type theory. As a result, ordinary computation interacts with
a policy expressed in authorization logic. Policy enforcement is thus integrated into the
software development process, and the secure behaviour of programs is established at compile
time.

1 Introduction

In computer security, access control mechanisms are designed to identify agents and
assess their privileges with respect to system resources. They rely on well-crafted policy
to do so, and play a key role in the protection of user privacy and the maintenance of
data integrity, among other applications. On a practical scale, especially in the case of
distributed systems and mobile code, the design and implementation of an access control
policy is a complex, error-prone process. Many specialized authorization logics have been
introduced to address this difficulty [1]. Given a policy specified in authorization logic, the
availability of a permission is determined by constructing a proof of that permission from
policy rules.

In a software setting, policy enforcement implies interaction between a policy specifica-
tion and program behaviour. We present a functional programming language in which the
formal specification of an access control policy is integrated with its implementation in a
concrete setting. We achieve this by designing a type system made up of two levels: one
for computation, and the other for authorization.

The computation level is based on intuitionistic contextual modal logic, as developed
by Nanevski, et al [20]. Contextual modality permits reasoning about the validity of a
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proposition T relative to the truth of other propositions A € ¥. Casting this idea in a
computer security setting, we are able to express that a program of type T will execute
only if the privileges described in ¥ are available. We describe access control policies using
propositions expressed in constructive authorization logic [14]. This logic is inherently
open-ended and extensible; it forms the authorization level of our type system.

The proposed language is one in which the security of a program is established at compile
time. When a restricted operation is to occur, the calling program must supply a proof
of authorization from the propositions that make up the local access control policy. If no
such proof is provided, the program will not type-check. Security violations are therefore
identified at this early stage, and can be corrected immediately. In other words, this scheme
brings policy enforcement into the software development process.

Since our type system is designed in a modular fashion, its computation level may be
easily integrated with more expressive extensions of constructive authorization logic. Mod-
ularity also emphasizes a clear distinction between two critical stages of secure system
design: verifying the integrity of an access control policy, and verifying the integrity of a
program with respect to a given policy. Furthermore, we conjecture that erasure of the
authorization level as well as all security annotations at the computation level yields an
ordinary pure functional language. This may imply that our approach can be built on top
of an existing, well-established functional programming language.

2 Foundations

Our approach to modeling policy enforcement relies on the interaction between two
distinct components. Constructive authorization logic, as presented by Garg and Pfenning
[14], is used to formally specify access control policies, and to reason about the privileges
they allow. We adapt intuitionistic contextual modal logic [20] to reason about the truth
of a proposition relative to a context of available access privileges. Our juxtaposition of the
two logics allows us typecheck an ordinary program with respect to a given access control
policy.

2.1 Constructive Authorization Logic

The discussion of access control involves three basic elements: principals, resources and
policy. The term principal generally refers to any entity capable of making statements.
For example, a principal representing a web server might state a request to read a file.
Such a request is granted or refused according to the policy rules in place. In authorization
logic, access to a resource is granted if a proof of access is provided as evidence. Policy
enforcement in our secure type system relies on this very idea.

Constructive authorization logic aims to relate truth to principal statements. Therefore,
in addition to the truth of a proposition, which is independent of all principals, the logic
introduces a new judgment, written K affirms A. The logic’s constructive design ensures
that the evidence contained in proofs of access is direct. Isolating principals as distinct
entities makes it possible to model decentralized authority in distributed systems such as
the World Wide Web. Each principal is able to express its own policy regarding resources
under its jurisdiction. Furthermore, each principal’s authority may change over time, or
according to environment, or even according to other principals’ statements. This model



of access control is flexible enough to allow permissions to be granted dynamically by local
authorities.

We assume a scenario with known, fixed, finite sets of principals K and atomic proposi-
tions p. The form of atomic propositions is not restricted in any way. We define affirmation
informally as the expression of a principal’s intent or policy.

Propositions: Au=p|ADA|Va:s.A(z) | K says A| L

Judgments: ;U A true
;0 F K affirms A

We summarize the proof-theoretic semantics of constructive authorization logic as pre-
sented in [14]. As many other logic-based models of access control, constructive autho-
rization logic includes a says connective that abstracts away the details of authentication
[1]. Thus, throughout our approach to policy enforcement we are able to assume that all
principals are identified accurately. In constructive authorization logic, the says connective
internalizes affirmation.

;¥ F K affirms A
;¥ (K says A) true

says |

Constructive authorization logic is also equipped with standard rules for implication and
universal quantification. The signature ¥ keeps track of constants and parameters such
as Tom:principal, c:file, which are available for use in quantification. The domain of X is
open-ended, but it must at least contain the kind “principal”. Similarly, ¥ represents a
collection of hypotheses or assumptions A available for use in a proof.

Affirmation models principal statements directly. If A is true and K is a principal then
we may conclude that K affirms A.

;U F Atrue X F K :principal
;¥ F K affirms A

Next we must understand how to derive new conclusions from evidence that K says A.
The inference rule below states that if we have a proof that K says A is true, then in order
to prove that the same principal K affirms some statement A’, we may assume that A is
true to construct that proof. In other words, a statement made by principal K may only
be used directly to reason about other statements made by K.

;U b (K says A) true X; U, A true = K affirms A
;0 F K affirms A’

says E

As an example, consider the following policy fragment expressed in constructive autho-
rization logic:



Va : file.(Kadmin says CanWrite(Kq,z)) D CanWrite(K, x)
Kodmin says CanWrite(K7, password.txt)

The first rule states that principal Kuqmin is trusted with the authority to give write-
access to any file it chooses to the principal K;. The second rule can be interpreted as
Koamin’s own access control policy. It states that K qmin is giving K7 access to write to the
file password.tzt. From these policy rules, we are able to prove that CanWrite( K, password.txt)
is true.

Constructive authorization logic provides the means to analyze policies and enforce non-
interference in terms of affirmation flow. That is, there exists a decision procedure that
establishes whether the statements of a principal K can affect the conclusions of another
principal K’. For instance, for the example policy fragment, one can formally verify whether
additional statements made by K7 or some other principal K’ affect the conclusions made
by Kadmin regarding the permission CanWrite(K7,x), and vice versa.

Such analysis is extremely important in the design of security policies. Any policy of
practical size is often too large and complex for its design to be immune to human error.
Updating an existing policy to accomodate a new situation is similarly challenging. Non-
interference analysis provides the means to explore the consequences of adding new rules to
a policy. We endeavour to extend non-interference properties to our type-based approach
to policy enforcement.

2.2 Contextual Modalities in a Security Setting

Intuitionistic contextual modal logic internalizes reasoning about validity relative to an
explicitly stated context of assumptions. For instance, one may prove whether some propo-
sition A is valid relative to a context that consists of proprosition B. In other words, we
can show whether A is true in any world in which B is true. This is referred to as contextual
validity and is written as A[B].

We adapt this idea to a computer security setting by instead reasoning about the type T’
of a program relative to the availability of some permissions ¥’. We thus introduce the type
T[¥'], which we call a protected type. Given a set ¥ of assumptions about security expressed
in authorization logic, and a set I' of assumptions about ordinary computation-level data,
we define protected types as follows:

T T

- v
U.r - 1w

The above introduction rule states that in order to prove T[¥’], we must prove T using
only the assumptions in ¥’ and I'. Notice that I' is not affected by this introduction rule,
whereas the information in W is lost, and replaced by that in ¥’: our assumptions about
data may be interpreted as true in all worlds. In our reasoning about authorization, possible
worlds only differ in their security characteristics.

The next step is to define how assumptions about these protected types are to be used.
The contextual hypothesis rule states that if we have assumed that T is true in any world



where WU’ is true, then we can construct a proof of T' from our current security assumptions
U, by proving ¥’ from W¥:

vEW ctxhyp
U:Tu:TW]| =T
To be more precise, if U’ consists of assumptions {p; : A1,p2 : Aa...,py : Ay}, then we

must prove each of them from W:

A U4 () UEA,
SIS

The elimination rule for contextual types describes under what conditions we may derive
new conclusions from the assumption that T[] is true.
VT + T[V] VT u: TV T
vT - T

() Di

The above rule describes the “unlocking” of an expression that has a protected type. It
states that if we can establish T[W¥’] from our current assumptions ¥, ', and if we can prove
some proposition 7" with the help of this information, then we have a proof of 7" from our
current assumptions.

In summary, the declaration of a protected type is described by the introduction rule,
the release of a protected type is triggered by the elimination rule, and verified according
to the security assumptions in W by the contextual hypothesis rule.

3 A Secure Functional Programming Language

As described in the previous section, our protected types are designed to refer to permis-
sions written in an authorization logic. Contextual modality is the means by which ordinary
program data is made to interact with an access control policy. We interface constructive
authorization logic with contextual modalities to produce a programming language in which
well-typed expressions are guaranteed to respect the constraints of a given access control
policy. This policy is specified in constructive authorization logic. Policy design and en-
forcement remain as separate development stages. A program will typecheck in accordance
with an access control policy only if it contains the appropriate proofs regarding permission
availability.

3.1 Modular Bidirectional Type System

The type system consists of two distinct, interacting levels: the computation level and
the authorization level. The computation level is used to manage protected types, and to
reason about ordinary data types. The authorization level is used to check proofs of access
according to the inference rules of constructive authorization logic.

A program is provided with a formally specified access control policy - this may be en-
coded in a program specification. Type annotations are used to define the security require-
ments of expressions with protected type. We adapt a bidirectional type-checking algorithm
in order to minimize the need for type annotations. As with the policy specification, all
protected expressions may be declared via annotation in the program specification.



Typing Judgments

Our decision to use a bidirectional type checking algorithm is reflected in our typing
judgments at both levels: we write e < T to mean that the expression e checks against
type T, and e = T means that we can synthesize T from e.

Computation-level assumptions are listed in the labelled collection I'. During the type-
checking process, a program is accompanied by a previously specified access control policy
with which W is initialized. Protected types are managed in accordance with the policy
rules as well as any other information that appears in W. Types are denoted with the
schematic variables T, T”, and terms with the schematic variables e, e’. The resulting typing
judgments, shown below, state that the expression e has type T according to the information
gathered in W and I

U'Fe=T UlFe<«T

To form the authorization level, we assign proof terms to the natural deduction form of
constructive authorization logic outlined in section 2.1. Authorization-level types represent
access control rules or permissions, and are denoted with the schematic variables A, A’.
Terms are denoted with the schematic variables s, s’. Here, judgments are formed according
to W, and the fixed set X which contains a list of all relevant principals and objects in the
environment.

SO Fs=>A NUFks< A

Although ¥ does not appear in the computation-level typing judgment, we assume that
protected types may only depend on permissions that refer to members of ¥. In this sense,
>’ is implicit at the computation level.

Syntax and Typing

The language syntax and typing rules are summarized in Figures 1, 2, 3, and 4. In
particular, the computation-level terms closely resemble those which appear in contextual
modal type theory.

An expression e protected by some set of permissions ¥’ is declared with the term
box W¥'.e. If, in turn, we would like to unlock such a protected expression and use it in
ey, then we write let box u = e; in ey end, where e; stands for a protected expression.
In this sense, the elimination rule for T[¥’] corresponds to the “release” of the protected
expression.

U:l'kFe<«=T
U T F box V.e « T[Y]

Orv

V.l Fe= T[U Ulu:TU +e «T
UT' F letboxu=eine end <« T’

OE®

The release, or unlocking, of a protected expression must be accompanied by a proof of
access expressed using authorization-level terms. To this end, the term u[o] represents an
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Figure 1: Syntax and Types, Computation Level
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Figure 2: Syntax and Types, Authorization Level
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U, I'y,z: T, Tg b x = T
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UI'FE (e: T) = T
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O
U :T'  letboxu=eine’ end « T’

Figure 3: Computation Level Typing Rules
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Figure 4: Authorization Level Typing Rules



unlocked expression with some type T[¥'], accompanied by a proof-object . We call u a
contextual modal variable; its behaviour depends on modal context ¥’. The proof-object o
serves as evidence that the release of the protected expression should indeed be granted.

U ko<« ¥
U:lu:TWs b ulo] = T

We define ¢ as a collection of authorization-level proof terms. Each term may represent
the proof of some permission A. The contextual hypothesis rule (ctxhyp) verifies whether
o proves the necessary propositions. One may think of the term u[o] as a suspension of the
protected expression that it represents: a protected program is not free until its associated
proof-object is checked against the governing policy contained in W.

In order to express the distinction between ordinary data and suspensions of protected
data, the computation-level of the type system has two kinds of variables. The definition
of I' in Figure 2 states that it may track both kinds of computation-level variables simulta-
neously. Variables u refer to protected expressions waiting to be unlocked, and variables x
are used to represent all other data, including protected expressions that have not yet been
highlighted for release.

In addition to standard definitions for A-abstraction and recursion, the computation level
has terms and typing rules that make bidirectional type-checking possible. Annotation of
the term e with type 7' is written as (e : 7). Analogous term annotation appears at the
authorization level. The switch rule characterizes non-normal programs.

ctxhyp

4 Example

Running Protected Code

Recall the policy presented in Section 2.1 and consider a scenario in which a function
named deletePasswords requires the permission CanWrite( K, password.tzt) to be present
whenever this function is used. In order apply deletePasswords to the file password.txt,
we write the following code:

let box

u = deletePasswords
in

ulproof] "password.txt"
end

The authorization context V¥ is initialized with the rules of the governing policy:

p1 : Vo : file.(Kagmin says CanWrite(K1, 7)) D CanWrite(Ky, x)
P2 ¢ Kadmin says CanWrite( K7, password.tzt)

Let A = CanWrite(K, password.tzt), dP = deletePasswords and p.txt = password.txt.
We assume that 3 contains the entry password.tzt:file. In this environment, the above code
typechecks as follows:



D

W F aP = (T — T2)[A] o UL, (T — To)[A] B (ulproof] "p.txt") <« Th

U;T" I let box u =dP in (u[proof] "p.txt")end < T3

O

where proof = (p; (p.txt)) (p2) is the proof object that serves as evidence for proposition
A. The derivation D, which completes the above typing derivation, demonstrates how the
proof of access is ultimately triggered by the letbox construct.

D =
hyp
;U b proof <« A - U Du (T — To)[A] B "potxt" = T
ctx switch
;T u:: (Th — T2)[A] b ulproof] < T — T» r U T u: (T — T2)[A] B "p.txt" <« Th '
—E

;0w (Ty — To)[A] F (ulproof] "p.txt") <« Th

The term supplied in proof does indeed make valid evidence for A = CanWrite( K, password.txt),
and it is constructed from the rules in W. Therefore, the whole expression typecheck
with type 75. However, in this same environment, if we try to apply another function
deleteLog that requires some other permission CanWrite( K, logfile.tzt), type checking will
fail: even if data of the right type is provided to deleteLog, there is no way to construct
an authorization-level proof that CanWrite(K71, logfile.tzt) is available under the current
policy.

5 Operational Semantics

To a great extent, the transitional semantics for our programming language match stan-
dard call-by-name semantics. The rules are summarized in Figure 5. However, the most
important transition rules, namely those which describe the evaluation of unlocked pro-
tected expressions, require the definition of non-standard free variables and corresponding
substitutions. In this section, we review the most important definitions and discuss progress
and type preservation. The remaining details may be found in the appendix.

Overall, there are four substitution definitions: one for each kind of variable in our sys-
tem. Substitution for ordinary variables x is used in A-abstraction and recursion at the
computation level. Substitution for contextual modal variables u characterizes the evalua-
tion of protected expressions. Substitution for authorization-level variables p is applied to
proof objects, as well as A-abstraction and binding at the authorization level.

Protected expressions must be treated with special care. We thus focus the present
account on contextual modal variables, and the interaction between protected expressions
and ordinary, as well as authorization-level, variables.

Let us first consider the case of substitution on a protected expression. By virtue of
being protected by some set of permissions W', all of its authorization-level variables are
bound by W¥’. Therefore, applying substitution for an authorization-level variable has no
effect:

[s/p](box ¥'.e) = box ¥'.e

10



On the other hand, substitution for an ordinary variable x, or for a contextual modal
variable u, proceed as usual:

[e'/x](box ¥'.e) = box ¥'.[e//z](e)

[U.e' /u](box ¥'.e) = box V'.[U.e’ /u](e)

Next we turn to general substitution for contextual modal variables. The evaluation
rule that corresponds to the release of a protected expression represented by the contextual
modal variable u is as follows:

let box u = box U'.e in e’ end — [¥'.e/u]e’

The rule states that we substitute the protected expression e for u in €' in the context
W/, This distinction about context is crucial. The substitution will proceed inside e’ until
it reaches the term wulo], which is a suspension of our protected expression accompanied
by o, a proof of ¥/. The protected expression may, in turn, contain other proof objects
o’ that may refer to variables in ¥’. To account for this possibility, we must substitute
the appropriate proof terms in o for any references to variables in W’. This is expressed as
follows:

[W.e/u|(u[o]) = [o]|V]e where o|¥ represents substitution domain recovery

Domain recovery refers to endowing o with a substitution domain: in the case of o|¥,
each term in o is assigned to be substituted for a variable in ¥. The notation [o| V] refers
to a simultaneous substitution for authorization-level variables, which substitutes terms in
o for all occurrences of variables from W’. If the target expression does not contain any
proof objects, or any variables from W', the proof object ¢ is simply erased, and we are left
with the successfully released expression e.

Based on these definitions, we have been able to show progress and type preservation
for the operational semantics. For the sake of brevity, we write o to mean any of = or <.

Theorem 1 (Progress)

1. If e o T then either e is a value or Je’ such that e — €.

Proof. In each case, we proceed by induction on the derivation of so B and eoT respectively.

Theorem 2 (Type Preservation)

1. If so B and s — g’ then s’ o B.
2. IfeoT and e — &’ then e’ o T.

Proof. In each case, we proceed by induction on the derivation of s o B and e o T' respec-
tively. Note that the induction for 2.2 depends on result 2.1.

11



6 Related Work

Constructive authorization logic [14] and contextual modal type theory [20] form the
foundations of this work. The relationship between modal logic and security, at the level of
information leaks in program data, has been studied by Miyamoto and Igarashi [19]. They
describe legal directions of information flow as a reachability relation among possible worlds
in which every world corresponds to a security level. Their interpretation of modal necessity
is similar to our interpretation of contextual modal necessity: necessity introduction and
elimination are compared to “sealing” and “unsealing” of protected information. In contrast
with our work, their typing judgments are indexed by the elements of a fixed lattice of
security levels, whereas we are able to reason about types relative to a flexible, custom-
built policy.

The Java Security Architecture implements an access control mechanism that is based
on an algorithm called stack inspection [15]. The algorithm makes access control decisions
relative to a collection of protection domains by examining the run-time stack for the ap-
propriate security annotations. It is triggered by special function calls placed right before
a restricted method is to be called. This approach has proved reasonably effective in prac-
tice, although it is not clear what is guaranteed in terms of security because the process
takes place at run time [27]. However, the algorithm appears to address two classic security
problems successfully. For this reason, we believe it would be useful to formulate a prac-
tical comparison between the stack inspection model and our approach some time in the
future. There exist several proposals for static, type-based encodings of stack inspection for
imperative programming. Pottier, Skalka and Smith model a simplified version of the Java
Security Architecture with several constraint and unification-based type systems [22]. Their
types are annotated with evaluation contexts that implicitly represent the run-time stack.
Fournet and Gordon present a somewhat related formal semantics for stack inspection, this
time based on reasoning about intersections of sets of permissions [11].

The concept of a general security language was introduced by de Treville in 2002 [9]. Such
a language can potentially be used to express security statements in a distributed system,
but it does not relate policy to computation. The SLam calculus is a typed A-calculus that
maintains security information as well as type information [17], and its design shares many
goals with our approach. The type system propagates security information to capture both
access control and information flow in a functional programming language with side-effects
and concurrency. However, the prevention of security violations relies heavily on typing
annotations.

Our approach bares resemblance to proof-carrying code [21] in that we associate each
program with a proof of access to protected types, as needed. Proof-carrying code, as
described by Necula in 1997, refers to a method of binding a program binary with a formal
proof of having satisfied general specification requirements. The safety policy is formalized
using an extended first-order predicate logic. A proof is joined to a program at compile
time by the “code producer”, and checked at run time by the “code consumer”. The
incorporation of access proofs into our type system moves the proof checking stage from
run time to compile time.

12



7 Extensions & Future Work

Non-Interference

As mentioned in Section 2.1, it is possible to analyze a policy specified in constructive
authorization logic for the presence of affirmation flow non-interference properties. Such
analysis is useful in the construction of large, complex policies, which are inherently vulner-
able to design flaws. We have built our type system with non-interference analysis in mind,
since a policy enforcement mechanism is only effective if it maintains all the properties of
the specified policy. Given the localized manner in which computation-level types interact
with the authorization level, we predict that a proof of non-interference property invariance
for our current type system will be a reasonably straightforward induction on derivations.
However, as we expand the language with more functionality, extending such a result will
be significantly more challenging, and will guide how we proceed with our design.

Code Ownership

Policy enforcement in a software setting requires that we define a clear relationship
between a policy specification and a body of code. Constructive authorization logic uses
principals to model decentralized authority. Currently, we only describe how propositions
in authorization logic relate to parts of a program via the notion of protected types at the
computation level. An expression e that requires permission A to be available is associated
with that permission. In a sense, A represents the expression e at the authorization level and
in the policy specification. However, so far, principals only play an informal role in our type
system, which limits our ability to model access control in distributed systems. One might
explore the consequences of reasoning about code ownership with contextual modalities by
incorporating principals into our protected types. Formalizing code ownership will make
our model of the relationship between policy and computation more accurate. For instance,
we intend to address the classic Confused Deputy Problem [16], which describes a scenario
in which trusted code mistakenly performs a protected operation on behalf of an untrusted
piece of code.

Dynamic Policy Updates

A fixed policy is impractical for any long-running program such as a web server or an
operating system. Enabling such programs to trigger changes in the governing policy is
highly desirable. Furthermore, in any program, it is best to enable the availability of
privileges only when they are needed for a specific task. This is called the Principle of
Least Privilege [23].

It is possible to model the addition of new permissions via delegation by a trusted
principal. Constructive authorization logic is able to express delegation with the help of
principal statements and universal quantification. For example, if K; has authority over
the entire file system, we can implement a policy rule that states that K may delegate its
access rights to file x to any university employee of its choice. A university employee then
acquires these new access rights only when and if K; says so. In this manner, dynamic
policy updates are triggered by principal statements in a controlled manner. Therefore, we
may be able to achieve this functionality in our language by encoding principal statements
at the computation level of the type system.

13



Erasure-Based Translation

The modular design of our programming language indicates that it may be possible to
convert a program written in a pure functional programming language into a form that type
checks according to our system and vice versa. Investigating the consequences of erasing
the authorization level and all policy-related typing annotations may lead to an appropriate
translation. If this is the case, we will be able to build our authorization mechanisms on
top of an existing functional language.

8 Conclusion

We have presented a pure functional language in which well-typed programs are guaran-
teed to adhere to the rules of a given access control policy. Our type system and operational
semantics exhibit progress and type preservation. Security violations may be identified and
corrected at compile time, and thus policy enforcement is made a part of the program devel-
opment process. By adapting contextual modal type theory to interact with a constructive
authorization logic, we have built a two-level type system that emphasizes the distinction
between policy design and enforcement. This modular design is also easily extensible with a
more expressive authorization logic. We have developed a theoretical foundation for reason-
ing about the type of an expression relative to a context of access control permissions. Our
definition of protected types models the interaction between a formal policy specification
and the computational behaviour of programs.
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Appendix 1

Substitutions

The type system makes use of several different kinds of variables. “Ordinary variables”
x are used in A-abstraction and recursion at the computation level. Contextual modal
variables u refer to restricted expressions at the computation level. Authorization-level
variables p refer to terms at the authorization-level. Sorting variables X are used as part
of universal quantification. We must define distinct substitutions for each of these variables.

[e/z] substitution for ordinary variables

[W.e/u] substitution for contextual modal variables
[s/p] substitution for authorization-level variables
[w/X]  substitution for sorting variables

Definition (domain recovery o|¥)
Given 0 = (s1,...,8,) and ¥ = (p1 : A1,...,pn : Apn)

U= - YU
U|\IJ = (Sl/plu o 75n/pn)

u[o] is a postponed substitution; it does not have a domain assigned to it yet.
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Definition (simultaneous substitution [o|V¥]e)

[01]¥,s/p, 02| ¥](p) =s

[o|W](w) =w

[o|W](X) =X

[o|W](Ap-s) = Ap.([o|¥,p/pls) if p ¢ dom(o|¥)

[0 W] (s1 s2) = ([o[¥]s1) ([o]¥]s2)

[o|¥](saysbind ¢ =s; in s2 end) = saysbind ¢ = [o|¥]s; in [0]|V,q/q]s2 end
if ¢ ¢ dom(o|V),q ¢ FAV(0)

o190 ()

[o]®](c”,5) = ([o¥]0’, [0]¥]s)

[0|P](AX.s) = AX.([o]¥]s)

[o|¥](abort) = abort

[o|¥]((s: B)) = ([o|¥](fs): B)

0] )(s w) — ([o]¥)(s) w)

0] ](2) s

[o]V](fn y.e) = fny.([o[V]e)

[o]W](ere2) = ([o[¥]e1) ([o]¥]e2)

[o®](ulo]) = ul[o[¥]o]

[o|¥](rec x.e) =rec z.([o|¥]e)

[0]¥](box U'.e) =box ¥'.e

[o|¥](Ce: T) = ([o|V]e: T)

[o|¥](1let box u = e; in e end) = let box z = ([0|V]e1) in ([0|V]es2) end
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Definition (Substitution for ordinary variables)

[e/x](x) =e

[e/x](y) =y ifzzy

[e/x](fn y.e’) = fny.([e/z](e")) if x #y and y ¢ FOV(e)

[e/z](e1 e2) = ([e/](e1) [e/x](e2))

le/z](rec y.e') =rec y.([e/z](e')) if z#y and y & FOV(e)

[e/z](box W.e) = box V.([e/z](e"))

[e/x](let box u = e; in e end) = let box u = [e/z](e1) in [e/x](ez2) end, if u ¢ FMV(e)
fe/2)(ulo]) — ulo]

[e/x](s) =s V security statements s

Definition (Substitution for contextual modal variables)

[V.e/ul(x) =

[V.e/u](fn y.e') = fny.([V.e/ul(e))

[V.e/u](e1 e2) = ([V.e/u](e1) [V.e/u](e2))

[V.e/u](rec x.e) =rec x.([V.e/u](e))

[V.e/u](box ¥'.e') = box V' .([U.e/u|(e'))

[V.e/u|(let box v = e; in ey end) = let boxv = [V.e/u|(e1) in [V.e/ul(es) end
if u#vand v ¢ FMV(e)

[U.e/u](v[o]) =vlo] if u##wv

[W.e/u](ulo]) = [o|¥]e where o| W represents substitution

domain recovery.
[W.e/ul(s) =s V security statements s

[W.e/u(0, s = (0,8
[W.e/u(-) = ()
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Definition (Substitution for authorization-level variables.)

[s/pl(x) =z

[s/pl(fn y.¢’) = fny.[s/p](e’)

[s/pl(e1 e2) = ([s/pl(e1) [s/pl(e2))

[s/p](rec z.¢) =rec z.[s/p](e)

[s/p](box U.e) = box U.e

[s/p](let box u = ey in ey end) = let box u = [s/p|(e1) in [s/p](e2) end

[s/pl((e: T)) = ([s/pl(e): T)

[s/pl(ulo]) = u[[s/p]()]

[s/p)(0.s) = ([s/pl(0),[s/p)(s")

[s/p]() =()

[s/pl(p) =s

[s/pl(a) =q ifp#q

[s/pl(w) =w

[s/pl(X) =X

[s/pl(Aq.s") = Aq.[s/pl(s") if p# g and g ¢ FAV(s)

[s/pl(s1 s2) = ([s/pl(s1) [s/pl(s2))

[s/p|(saysbind ¢ =s; in s, end) = saysbind ¢ = [s/p](s1) in [s/p](s2) end
if p # q and ¢ ¢ FAV(s)

[s/pl(AX.8) = AX.([s/pl(s)))

[s/p|(abort) = abort

[s/p]((s": B)) = ([s/p)(s'): B)

[s/p](s" w) = ([s/p)(s") w)
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Definition (Substitution for sorting variables.)

[w/X](p) =P

[w/X](w') =

[w/X](X) =w

[w/X](X") =X'if X # X' ,w# X', X’ not free in w
[w/X](Ag.s") = Aq.[w/X](s")

[w/X](s1 s2) = ([w/X](s1) [w/X](s2))
[w/X](saysbind ¢ =s; in s; end) = saysbind ¢ = [w/X](s1) in [w/X](s2) end
[w/X](AX'.s") =AX'(w/X](s") if X #X
[w/X](abort) = abort

[w/X](¢s": B) — ([w/X)(): B

[w/X](s' w) = ([w/X)(s) w)

[w/X] (VX' 1.A(X")) =VY : 1w/ X](AY)) X #X'
[w/X](1) — 1

[w/X](A > 4) = [w/X)(4) > [w/X](4)

[w/X](Y says A) = [w/X)(Y) says [w/X](4)
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Free Variables

The above substitutions refer to three different kinds of free variables: free ordinary
variables (FOV), free ccontextualmodal variables (FMV) and free authorization variables
(FAV). These free variables are defined here.

FOV(fn z.e) =FOV(e) \ {z}

FOV(e; e2) =FOV(e;) UFOV(ey)

FOV(rec x.e) =FOV(e) \ {z}

FOV (box P.e) =FOV(e)

FOV(let box u = e in e’ end) =TFOV(e) UFOV(e')

FOV((e: T)) =FOV(e)

FOV (u[o]) ={}

FOV(s) = { } for any security statement s
FOV(,) ={}

FOV(o,s) ={}

FMV(fn z.e) =FMV(e)

FMV (e e3) =FMV(e;) UFMV(e,)

FMV(rec x.e) =FMV(e)

FMV (box ¥.e) =FMV(e)

FMV(let box u = e in e’ end) =FMV(e) UFMV(e') \ {u}
FMV((e: T)) = FMV(e)

FMV (ufo]) ~ {u}

FMV(s) = {} for any authorization-level term s
FMV() !

FMV(o,s) ={}
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= FAV(e)

= FAV(e;) UFAV(ej)
=FAV(e)

={}

= FAV(e) UFAV(¢)
= FAV(e)

= FAV(o)

={}
= FAV (o) UFAV(s)



Values v ::= fn z.v | box P.e

ey — e}
(fn z.e) (¢') — [e'/x]e e ep > e e
e — e/
rec x.e — [rec x.e/x]e (e:T)— (e :T)

let box u = box U.e in e’ end — [V.e/uje’

el — ey

let box u = e; in e; end — let box u = e'1 in e; end

Figure 5: Transition Semantics, Computation Level
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